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FOREWORD

(U) This paper (IDA P-2459) is a major revision of Edition 1, ATCCIS Working
Paper 25 (IDA M-519). In September 1988, SHAPE distributed Edition 1 for comment to
the NATO nations and other interested agencies. IDA Paper P-2459 is a reprint of
Edition 2 prepared by the Institute for Defense Analyses (IDA) in support! of the SHAPE-
sponsored Army Tactical Command and Control Information System (ATCCIS) Phase II
study effort. IDA P-2459 is being used to disseminate the Working Paper to US National
Commands and Agencies. Additional data and analyses will be required to complete the
assessments of options and standards coverage and to extend the interoperability parameter
methodology.

(U) A draft of this paper (Version 1.2A, July 1989) was submitted to the US
Military Communications Electronics Board (MCEB) for review and comment by DoD
Services and Agencies. Comments and suggestions received from this review have been
incorporated.

(U) Background information relating to the overall ATCCIS effort is contained in
the Preface of this Working Paper. It should be noted that Oxford English spelling
conventions are used throughout the paper in accordance with standing NATO guidelines.

(U) The Office of the Director of Information Systems for Command, Control,
Communications, and Computers (ODISC4), Headquarters, Department of the Army,
provides the US delegate to the ATCCIS PWG, which consists of military, technical, and
analytical representatives from France, Germany, the United Kingdom, the United States,
SHAPE, and observers from the Allied Forces Central Europe (AFCENT). The ATCCIS
Steering Group provides overall direction and approval of the ATCCIS PWG work effort
and includes representatives from the PWG nations and commands, plus Belgium, Canada,
and the Netherlands, with additional representation (observers) from the Allied Data
Systems Interoperability Agency (ADSIA), the NATO Communications and Information
Systems Agency (NACISA), and the Tri-Service Group for Communications Electronic
Equipment (TSGCEE). The Command and Control Division, US Army Combined Arms

1 @)  Working Paper 25 is being prepared in response to a request from the Office of the Assistant
Secretary of Defense (C3I), Theater and Tactical Command, Control, and Communications under
Contract MDA 903 84-C-0031, Task Order T-J1-246, UNCLASSIFIED.
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Combat Development Activity, provides military expertise; the US Army Communications-
Electronics Command and IDA provide technical expertise, with additional support
provided by the National Institute for Science and Technology (NIST); and IDA provides
analytical expertise in support of the US contributions to the overall ATCCIS effort.
Further details concerning the ATCCIS Phase II study can be found in the ATCCIS Work

Plan.2

(U) This paper should be of pritnary interest to those Commands and Agencies
whose focus is on the technical aspects of longer-term command and control requiremznts.
Edition 2 of ATCCIS Working Paper 25 was reviewed by a panel of field-grade officers
and senior scientists representing SHAPE, AFCENT, France, Germany, the United
Kingdom, and the United States prior to its distribution by SHAPE.

2 @)  ATCCIS Phase Il Work Plan, Edition 2, IDA Memorandum Report M-263, September 1986,
UNCLASSIFIED.
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PREFACE

1. (U) In 1978, NATO's Long-Term Defense Plan (LTDP) Task Force on
Command and Control (C2) recommended that an analysis be undertaken to determine if
the future tactical Automatic Data Processing (ADP) requirements of the nations, including
that of interoperability, could be obtained at a significantly reduced cost when compared
with the approach that had been adopted in the past. The Task Force also recommended
that the analysis should determine whether tactical ADP systems could be developed
according to technical standards prescribed by NATO and agreed upon by the nations.

2. (U) In early 1980 the then Deputy Supreme Allied Commander Europe
initiated a study to investigate the possibilities of implementing the Task Force's recom-
mendations. Three nations, those with experience in fielding automated tactical command
and control information systems, participated in Phase I of the study, with Supreme
Headquarters Allied Powers Europe (SHAPE) as leader and coordinator. The study group
reported, at the end of Phase I, that the nations could increase interoperability and
potentially reduce costs by using a common development approach. It was also
recommended that Phase II, the definition of an operational and technical concept and an
analysis of the likely impact of a common Central Region (CR) (tactical) command and
control information system, should be initiated.

3. (U) The ATCCIS study, under the direction of a steering group chaired by
SHAPE and consisting of representatives from the CR nations and Allied Forces Central
Europe (AFCENT), was established in 1984. Concurrently, a permanent working group
(PWG) was formed which consists of military, technical, and analytical representatives
from France, Germany, the United Kingdom, the United States, SHAPE and AFCENT,
and technical support from SHAPE Technical Centre (STC) to progress the Phase II effort.
The Phase II study effort commenced in January 1985 and terminates in October 1990.
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ATCCIS Working Paper.25

TECHNICAL STANDARDS FOR THE
ATCCIS ARCHITECTURE

1. INTRODUCTION

1.1 Derivation

(U)  This paper derives from Working Papers (WPs) 22, 23, and 24 [Ref. 1-3].
WP 22 defines the basic concepts necessary for the definition of the architecture for the
Army Tactical Command and Control Information System (ATCCIS), a common army
command and control system concept for the year 2000 and beyond. WP 23 defines the
ATCCIS services needed to meet the imposed military requirements. WP 24 specifies an
architecture designed to satisfy the ATCCIS operational requirements.

1.2 Purpose

(U)  The purpose of this working paper is to identify the technical standards that
will be required to support implementations of the ATCCIS architecture. In this working
paper, existing and planned standards appropriate to the ATCCIS facilities are surveyed to
the level of detail necessary to confirm a reasonable basis for the future support of the
ATCCIS rcquirenicnts. Relevant standards are identified, but no recommendations for
selecting standards are considered. Gaps in current and planned standards coverage, which
may require some developmental effort, are identified and will be passec to the appropriate
standards defining body within NATO. WP 25 also offers guidance in ensuring adequate
coverage by the set of standards employed at the time of implementation.

1.3 Scope

(U) This working paper presents information and analyses that are intended to
support implementation of the ATCCIS architecture, especially of that minimum part of
ATCCIS functonality called basic interoperability (defined in WP 23). WP 25 provides a
broad overview of the existing and developing technical standards applicable to ATCCIS.

(U) The scope of the analysis of standards, which is the focal point of this
paper, is broad, extending to international and national, commercial and military standards.
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However, the emphasis is on international commercial standards with military
enhancements.

1.4 Information Sources

(U) This assessment is based primarily on a review of standards for open
systems developed by the International Organization for Standardization (ISO), the
International Electrotechnical Commission (IEC), and the International Telegraph and
Telephone Consultative Committee (CCITT). Since ISO/IEC has decided to use the
profiles of standards being developed by regional standards workshops, the primary
sources for profiles are those workshops. Use of open systems standards in NATO is the
responsibility of the Tri-Service Group on Communications and Electronic Equipment
(TSGCEE) Subgroup 9 (SG9) on Data Processing and Distribution; thus, TSGCEE SG9
draft STANAGs, NATO Technical Interface Standards (NTIS) Transition Strategy [Ref.
4], and working documents form the basis of the assessment of military use of open
sysicius standards.

(U)  The cut off date for information contained in Edition 2 of WP 25 is July
1990. The primary impact of early publication is that the progression of some standards to
committee draft (CD), draft international standard (DIS), and international standard (IS or
ISO) status may not be fully reflected herein.!

1.5 Structure of the Paper

(U)  Chapter 2 describes the methodology employed in WP 25 to identify and
analyse standards relevant to ATCCIS. This methodology includes the use of
' interoperability parameters to specify options and choices within the standards. Chapter 3
provides an overview of the assessment and includes a description of the reference model
for open systems interconnection (OSI) that is the basis for most of the current international
commercial data communications standards activities. Chapter 3 also identifies the key
elements of the ATCCIS architecture, namely the four facilities that make up the Basic
Ensemble for ATCCIS: Transfer Facility (TF), Service Control Facility (SCF), Data
Management Facility (DMF), and System Management Facility (SMF). Analyses of the
applicable standards for these four facilities are presented in Chapters 4-7, respectively.
Technical standards that potentially apply to all four facilities are reviewed in Chapter §.
Such standards include security and OSI management.

1 (U) Significant contributions have been received from representatives to TSGCEE, the British
Standards Institute (BSI), the American National Standards Institute (ANSI), the National Institute of
Standards and Technology (NIST), OMNICON, and Technology Appraisals.
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(U) Figure 1 identifies the roles of each of the chapters. Chapters 4-8 address
basic interoperability. Chapters 2 and 3 are essential to understanding the assessment, but
the remaining chapters are generally independent and can be read in any order.

L Chap 2: Methodology 1

Chap 3: Overview of the Assessment
(intro to OSI: Reference Model, Connection Modes, Major Options)

STANDARDS FOR BASIC INTEROPERABILITY:

Chap 4: Chap 5: Chap 6: Chap 7:
TF Standards SCF Standards DMF Standards SMF Standards

Chap 8: Standards Related to All Four Basic Facllities
(Security, Management, Quality of Service,
Registration Authorities, Conformance Testing)

Chap 9: Standards and Profiles for Enhanced interoperability
(Operating Systems, Human-Computer Interfaces, Graphics, Document
interchange, Open Distributed Processing, Termina! Management)

Chap 10: Status of NATO OSi Data Communications Standards
(TSGCEE SG9, Work Plans, STANAGS 4250-59, 4261-66)

Chap 11: Near-Term Approaches for NATO Interoperabllity
(ACE ACCIS, ACCS, BICES, NMOS, Quadrilateral, STAMINA)

L Chap 12: Conclusions and Recommendations J
App A: App B: App C:
Use of Application, National initiatives
interoperabliity Transport, and for Military Use
Parameters Rolay Profiles of OSI
. App E:
App D:
ISO/CCITT Standards Numerical List
by OSI Layer ‘ of ISO/CCITT
Standards for OSI|
App F: App G: App H:
Status of Standards International
Standards
Organizations Development Military and
for JTC1/5C21 Other Standards
{ Heferences ] I Glossary 1 [ Index J|
UNCLASSIFIED

Figure 1. (U) Organization of Working Paper 25
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(U)  Chapter 9 discusses technical standards that would appear to go beyond
those required to achieve basic interoperability and would therefore be applicable to
enhanced interoperability. Specifically, Chapter 9 discusses standards that could be
considered for operating systems, human-computer interfaces (HClIs), graphics, document
interchange, distributed transaction processing (TP), open distributed processing (ODP),
and terminal management (TM). Standards for some of these areas go beyond the OSI
Reference Model. Further, Chapter 9 identifies some of the profiles recommended by
international and national standards bodies for applications portability and interoperability
of similar products by different vendors.

(U)  Chapter 10 provides a review of the plans by NATO bodies to specify
standards and military enhancements to international commercial technical standards for
OSI. A detailed review of the NATO OSI data communication Standardization Agreements
(STANAG:S) being developed by TSGCEE is included in Chapter 10. A review of six
NATO projects is provided in Chapter 11, which identifies the standards to be used for
interoperability. Conclusions and recommendations of this study are given in Chapter 12.

(U)  Several appendixes, some lengthy, are provided as reference material.
Appendix A expands the discussion of the interoperability parameter methodology and
applies the approach to some commonly used standards (RS-232, RS-423, STANAG
4202, and CCITT X.25). Appendix B summarizes the application, transport, and relay
functional profiles identified for use in NATO. Appendix C provides examples of
TSGCEE SG9 and national initiatives to address the military use of OSI standards. A
compilation of technical standards being developed by 1SO and CCITT is given in
Appendixes D and E, the former listed by layer of the OSI Reference Model and the latter
listed numerically. Appendix F identifies the role and (in some cases) the standards
responsibility of international and national, both civil and military, standards bodies.
Appendix G provides some detailed information on the work plans for one of the major
subcommittees (SC21) of the Joint Technical Committee Number 1 (JTC1) of ISO and
IEC. Finally, Appendix H identifies STANAGs and other military and commercial
standards being developed for use in open systems.
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2. METHODOLOGY

2.1
L)

Background for ATCCIS

This chapter describes the methodology employed to identify the group of

existing and planned standards required to support ATCCIS functionality and to assess the
completeness of standards coverage for the time period of ATCCIS implementation. The
methodology is illustrated in Figure 2.

Require-
ments
Summertzed
from Other
Working
Papers

Standards,
Options, and
Interoperability
Parameters
Applicable

to ATCCIS; Main
Products of WP
25

<

To Be
Referred to
Appropriate
Standards
bodies

OPERATIONAL FACILIMES FOR REQUIRED
REQUIREMENTS BASIC ENSEMBLE SERVICES
ATCCIS is - TF TF provdes ...
required 1o ... i SCF gl < SCF provdes ...
b ¥ 3 DMF provdes ...
SMF SMF provides ...
ORDERED GROUPINGS
STANAG (STACKS)
IS0 Semvice Siack
ccrT .
Omers .
OPTIONS WITHIN A erenaT Key Feature of
STANDARDS AND WP 25 and
STACKS e Other Standards
Assurance
Methodologies

N

ra

AREAS WITH
INADEQUATE

STANDARDS
COVERAGE

UNCLASSIFIED

Figure 2. (U) Overview of the Methodology
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2.1.1 Basic Facilities

) WP 24 identifies the ATCCIS architccturc.in terms of facilites
whose combined functionality fulfills the ATCCIS operational requirements. The Basic
Ensemble, which provides the minimum required operational capability (called basic
interoperability), is composed of four facilities, each analysed individually in subsequent
chapters:

(1) Transfer Facility (TF). The TF provides functionality to allow different parts
of an ATCCIS system, or two ATCCIS systems, to invoke services one from
another. TF includes data transfer protocols, services of the communications

infrastructure, and services to manage data transfer and communications (see
Chapter 4).

(2) Service Control Facility (SCF). The SCF provides functionality to control

interactions among all other ATCCIS facilities (see Chapter 5).

(3) Data Management Facility (DMF). The DMF provides functionality to ensure

the proper management of data, and to ensure that there is a consistent
representation of data and data relationships across all ATCCIS-conformant
systems (see Chapter 6).

4) Management Facilit MF). The SMF provides functionality
supplementary to the management services of the TF and DMF for control of
part or all of an ATCCIS system (see Chapter 7).

The Basic Facilities provide the three mechanisms necessary for basic interoperability:
providing end-to-end transfer of data; managing the storage, retrieval, and interpretation of

data; and managing these mechanisms as the minimum capability to support basic
interoperability.

2.1.2 Basic Interoperability

W) Basic interoperability is the capabiiity to allow two systems to
exchange data and to preserve the meaning and relationships of the data exchanged.
Capabilities, such as portability of applications software, that support a more general
concept of interoperability constitute enhanced interoperability. The focus of this working
paper is on basic interoperability and, therefore, on the technical standards applicable to the
four Basic Facilities.

2.1.3 Features of the Architecture

) ATCCIS technical analyses have concluded that an ATCCIS-
conformant system must be a transaction processing system with a partitioned, partially
replicated database capable of supporting applications and maintaining the capability for
consistent interpretation of the data across organizational boundaries (see Section 6.1.1).

6
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{8y The ATCCIS architecture will be defined by adopting existing or
emerging standards wherever and whenever possible. Further, when such a standard
cannot be found ATCCIS will identify the requirement for a standard to be developed and
will pass such a requirement to the appropriate standards defining body within NATO.
Each facility in the ATCCIS architecture is a logical entity that provides a set of related
services; implementation of a facility is not defined by the architecture and is a national
responsibility for each system. . This paper identifies standards (and options within
standards) that are applicable to each facility, but the paper does not recommend any
specific standard or groups of standards. Selection of appropriate standards, as well as the
basic design choices implicit in the standards and options within standards, will be made by
agreement prior to implementation decisions.

2.2 Identification of Base Standards

(U)  Following a review of the required services for each facility, the next step is
to identify the base standards appropriate for that facility. These standards may come from
international, NATO, national military, or national non-military standards bodies, and they
may be existing or planned. High-level options within standards applicable to ATCCIS are
identified.

(U)  For many functions, there are several interrelated standards that must be
used together to provide the required services. In most cases there is an order or hierarchy
among these standards in which the lower levels are closer to physical means, and higher
levels are associated with applications that are independent of the physical means. An
ordered grouping of standards is called a stack. A profile is a stack of standards for which
the interoperability parameters are partially or fully specified (profiles usually represent
agreements among implementors). Where applicable to services required by ATCCIS,
stacks will be constructed and illustrated in tables or figures.

2.3 Assurance of Coverage

(U)  Assurance of adequate standards coverage is addressed in three ways.
First, WP 25 checks for the existence of standards that generally support each specific
ATCCIS function. Requirements for which no existing or planned standard seems to exist,
or for which existing standards do not seem to be adequate, are identified so that these
needs may be referred to the appropriate NATO standards defining body.

(U)  On a more specific level, a methodology for assuring adequate standards
coverage through detailed analysis has been developed. An interoperability parameter
approach s defined that begins with the identification of the system design parameters

7
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whose control is required to achieve interoperability. The assembled parameters act as a
checklist for interoperability since each interoperability parameter must be controlled bya
suitable standard. The purpose of an analysis using interoperability parameters is to
recognize and examine all relevant quantities and characteristics in a direct manner, instead
of assuming that existing or draft standards will provide adequate coverage of the
quantities. Appendix A discusses this approach in more detail. NATO's TSGCEE
Subgroup 9 (SG9) has developed a format, called a functional profile, for specifying stacks
and interoperability parameters. Functional profiles are discussed in Section 9.3, and
examples are provided in Appendix B.

(U)  In the third step of the coverage analysis, the array of standards identified
that could support ATCCIS is compared with plans for near-term efforts to check for
completeness. Near-term efforts include: developing NATO C2 systems, such as the Air
Command and Control System (ACCS); conducting multilateral interoperability
demonstrations, such as the Quadrilateral Interoperability Programme (QIP); and
harmonizing the standards and stacks recommended by several national agencies, such as
government open systems interconnection profiles (GOSIPs) and applications portability
profiles recommended by international consortia such as X/Open. National initiatives for
military use of OSI standards are reviewed in Appendix C. In addition to providing a
check on completeness of ATCCIS applicable standards, some of these near-term efforts
are of interest because they represent transition strategies for moving to open environments
for information processing and exchange.

8
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3. OVERVIEW OF THE ASSESSMENT

3.1 Introduction

(U)  One of the underlying principles for the ATCCIS concept is that specifying
standards is essential to ensuring interoperability. However, it cannot be emphasized too
strongly that specifying standards alone will not guarantee interoperability. Indeed, every
standard has a number of system and design parameters or interoperability parameters
whose values may need to be fixed in the design phase of implementation. To ensure
interoperability, each of these interoperability parameters must also be specified and
controlled. Some interoperability parameters are very general and may be used to specify a
class of options or mode of operation. Other interoperability parameters may be very
detailed, such as restrictions on timing, format size, or bandwidth.

(U)  Because each standard is a reflection of the degree to which agreement can
be reached in a service area, many important attributes (i.e., interoperability parameters) are
often left unspecified or unaddressed. As agreements are reached over time, the standards
will improve by addressing more functionality and harmonizing conflicting approaches. In
cases where standards identify extensions and other types of options, great care must be
taken in standards specification and interoperability parameter control to ensure that
whenever an extension or option is permitted, every implementation of the related service
also supports this extension or option. This principle is especially important in achieving
not only interoperability but also portability of applications from one environment or
implementation to another, such as is needed when operating systems, data management
systems, interface packages, and hardware are upgraded.

(U)  There are three major classes of standards applicable to ATCCIS:
»  Standards for bearer circuits

»  Standards and profiles for OSI

+  Standards for higher level applications and data representation.

The classes are shown in Figure 3. Interoperability parameters will be drawn from all three
classes of standards, both from the minimum requirements and from the options within the
standards. As will be shown in subsequent chapters, the TF requires standards in the first
two classes, whereas the other three facilities in the Basic Ensemble (SCF, DMF, and
SMF) are addressed primarily by standards for higher level applications and data
representation. One of the layers of OSI standards (the application or highest layer) has
standards not only for the TF but also for the other three facilities. Although not indicated
in Figure 3, there is a potential overlap among the standards applicable for the TF and those

9
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for the other facilities. Further, Figure 3 does not explicitly identify higher-level functional
or military applications that go beyond basic interoperability and may be implemented by
some or all of the ATCCIS components. Whenever possible, diagrams such as the one in
Figure 3 will be provided to show which standards are required for each of the applicabie
service options and profiles; in some cases, the service options will be identified at the
bottom of the diagram. Ordered groupings or stacks of standards for a particular service
will also be shown by connecting blocks of standards with solid vertical lines.

STANDARDS FOR
HIGHER LEVEL APPLICATIONS
AND DATA REPRESENTATION

APPLICATION INTERFACES

STANDARDS AND PROFILES
FOR OPEN SYSTEMS
INTERCONNECTION

(OsI)

Minimum Requirements and Options
INTEROPER- \ ™\ C""""°
ABILITY -

PARAMETERS

------

PHYSICAL INTERFACES

STANDARDS FOR
BEARER CIRCUITS

. e

APPLICABLE SERVICE OPTIONS

UNCLASSIFIED

-

FACILITIES IN THE
BASIC ENSEMBLE

P

>

SERVICE CONTROL

FACILITY {(SCF),

DATA MANAGEMENT

FACILITY (DMF),
AND SYSTEM
MANAGEMENT
FACILITY (SMF)

TRANSFER
FACILITY

(TF)

Figure 3. (U) Classes of Standards and Their Relation to ATCCIS Facilities
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3.2 Relationship of ATCCIS Facilities to OSI Layers

(U)  The first step of the analysis consists of the classification of the facility of
interest in terms of the OSI Reference Model developed by ISO. In this model, the
functions required for interoperation between data processing systems are divided into
seven layers [Fig. 4]. Layers 1-4 are called the lower layers and are primarily concerned
with control of the data transmitted between data processing systems. The Physical Layer
(Layer 1) controls data transmission over physical media (e.g., wire). The Data Link Layer
(Layer 2) augments the Physical Layer function by providing transmission error control
along segments of the transmission network. The Network Layer (Layer 3) controls the
data transmission route. The Transport Layer (Layer 4) provides protocols for moving
data between end systems on the network.

APPLICATION } TF, SCF, DMF, SMF
PRESENTATION )
SESSION
TRANSPORT L_
NETWORK
DATA LINK
PHYSICAL

0sli
Layers

TF

- N W A OO N

UNCLASSIFIED
Figure 4. (U) The Seven-Layer Model for Open Systems Interconnection

(U)  Layers 5-7 are called the upper layers and are concerned with the network's
interface to the end systems. The Session Layer (Layer S) establishes a logical connection
between communicating end systems. The Presentation Layer (Layer 6) ensures that data
from the network is presented to the user in an intelligible form. The Application Layer
(Layer 7) provides services to the application programs that may request support from other
systems on the network in order to complete their user-dictated tasks.

3.2.1 Basic Options in OSI Standards

) Options for international standards that support the OSI model are
often designated by grouping the OSI layers into two classes: application options and
transport options [Fig. 5]. Using the definitions of Reference 4, the combined Layers 5-7

11
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will be considered to offer application options, while Layers 1-4 offer transport options. A
separate category of relay options that provides interfaces between subnetworks will also
be considered. Relay options normally are provided by Layers 1-3 [Fig. 6]. Examples of
these options are illustrated in Appendix B.

oS\ APPLICATION
oS TRANSPORT
Layers 1-4 OPTIONS

UNCLASSIFIED
Figure 5. (U) Composition of an OSI System

' ‘ ; '
’ ! ' !
' |APPLICATION]| : + |APPLICATION]| ¢
»| OPTIONS |/ ‘| opPTions |}
' ' ’ y
’ ’ ’ !
: : :
' ' . '
: 3 I '
' / ’ :
' | TRANSPORT | | » | TRANSPORT |/
: : OPTIONS ’ '
' ' (LAYERS 1-3) " '
: ' : !
e e e eeme ' e oo :
OSI SYSTEM 1 OSI SYSTEM 2

UNCLASSIFIED
Figure 6. (U) The Role of a Relay
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(9)) OSI standards are being ceveloped through ISO and CCITT.
ISO/IEC JTC1 was formed to progress international standards on information processing.2
Study Committee 21 (SC21), Standardization on Information Retrieval, Transfer, and
Management for Open Systems Interconnection, is responsible for OSI upper layer
standards. There are three stages for development of ISO standards. Results of a working
group are issued as a Committee Draft (CD), formerly a Draft Proposal (DP). When
approved by the cognizant subcommittee (e.g., SC21), the standard is issued as a Draft
International Standard (DIS). When approved (unanimously, if possible) by a technical
committee (e.g., JTC1), it is issued as an International Standard (IS or ISO). The CCITT
has ongoing study groups that issue new and revised standards every 4 years. CCITT
standards issued in 1984 are known as the "red” books; the 1988 standards have blue
covers (the "blue" books).

(9)) The major application, transport, and relay options in OSI being
developed by ISO, IEC, and CCITT are listed in Table 1. The transport and relay options
are addressed in Chapter 4 on the Data Management Facility. The application options are
briefly addressed below and discussed more fully in Chapters 4-9.

3.2.2 Application Options Applicable to the Basic Facilities
and to Enhanced Interoperability

(9)) The top portion of Figure 7 identifies the application options
applicable to the Basic Facilities and the chapters that discuss each of these options.

(9)) Each of the following standards appears to be applicable to the
Transfer Facility: Message Handling System (MHS), File Transfer and Management
(FTAM); Directory; Application Service Elements (ASEs) such as the Reliable Transfer
Service Element (RTSE), the Association Control Service Element (ACSE), and the
Remote Operations Service Element (ROSE); and all the OSI standards at Layers 1 to
Layer 6. The only standard applicable to the Service Control Facility is the Portable
Operating System Interface for Computer Environments (POSIX). Standards applicable to
the Data Management Facility are the Database Languages NDL and SQL; Remote Data
Access (RDA); ASEs such as ROSE and Commitment, Concurrency, and Recovery
Control (CCR); Information Resource Dictionary System (IRDS); distributed Transaction
Processing (TP), and Open Distributed Processing (ODP). Standards applicable to the
System Management Facility are still to be determined (TBD).

2 (U) JTC1 replaced ISO Technical Committee 97, Information Processing Systems.
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Table 1. (U) Application, Transport, and Relay Options

Offered by OSI Standards
UNCLASSIFIED

BASIC APPLICATION OPTIONS
Primary Services:
Message Handling:
Message Handling Service (MHS) [CCITT]

Message-Oriented Text Interchange System (MOTIS) [1SO]

File Transfer Access and Management (FTAM)
Telematic Services (Teletex, Telefax, Textfax)
Virtual Terminal (VT)

Job Transfer and Manipulation (JTM)

Other Services:
Directory
Transaction Processing (TP)
Open Distributed Processing (ODP)
Remote Data Access (RDA)
0S| Management
Application Service Elements (ACSE, RTSE, ROSE, CCR)
Information Resource Dictionary System (IRDS)
Office Document Architecture (ODA)
Computer Graphics Metafile (CGM) and Interface (CGl)

Transmission Mode:
Connection Oriented (CO)
Connectionless (CL)

BASIC TRANSPORT OPTIONS

Subnetwork Types:
Circuit Switched Data Network (CSDN)
Packet Switched Data Network (PSDN)
Dedicated Line (Point-to-Point Subneatwork)
Switched Telephone Network (STN)
Integrated Services Digital Network (ISDN)
Local Area Network (LAN)

Transmigsion Modes:
Connection Oriented
Connectionless

Transmission Media Interfaces:
Wire
Radio
Fiber Optic Cable
Microwave
Infrared

BASIC RELAY OPTIONS

LAN to LAN

LAN 10 Wide Area Network (WAN)
WAN to WAN

LAN to WAN to LAN

14
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CHAP 4.8: STANDARDS FOR BASIC INTEROPERABILITY

Chap 4 (TF): Chap 5 (SCF): Chap 6 (DMF): Chap 7 (SMF):
MHS, FTAM NDL, SaL

Directory POSIX RDA, (TBD)
ASCE, RTSE, ACSE, RTSE,

ROSE, RPC ROSE, CCR,

Layers 1-6 IRDS, TP, ODP

CHAP 8: STANDARDS FOR ALL FOUR BASIC FACILITIES
Registration Authorities
Security Conformance Testing

Network (OSI) Management Formal Desciption Techniques

CHAP 9: STANDARDS AND PROFILES FOR ENHANCED INTEROPERABILITY

Stenderds
OSCRL, UNIX, AIX EDI, ODA, ODIF HCI, UIMS
VT, VDT, T™ DOAM, SGML XWindows
JT™ DTAM, DFR, RDT CGI, CGM
Programming Services GKS, IGES
PHIGS
Profites

ISPs, UK GOSIP, US GOSIP, Int'l GOSIP, EPHOS,
Regional Implementor's Workshaop Agreements
NIST-APP, XOPEN-CAE, OSF-Levels 0/1, TOP 3.0,
TSGCEE SG9 Intercept and Functional Profiles

UNCLASSIFIED

Figure 7. (U) Standards Applicable to the Basic Facilities and Applicable
to Enhanced Interoperability

(9)) The remaining applications in Table 1, together with additional

standards that fall outside the OSI Reference Model, are shown in the bottom portion of
Figure 7 as applicable to enhznced interoperability and therefore are discused in Chapter 9.
Two of these are controversial. The ATCCIS PWG is evaluating whether Virtual Terminal
(VT) and Job Transfer and Manipulation (JTM) are to be considered relevant to basic
interoperability for ATCCIS. (VT would provide a capability to simultaneously perform
batch and interactive processing. JTM would permit one component to task another
component to perform data processing normally conducted only at the first component.) It
is possible that these two services could be determined inappropriate for the required data
communications standards for use between national corps headquarters; instead, the
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services could be implemented as a national prerogative in support of enhanced
interoperability. Othe application options that are considered applicable to enhanced
interoperability are: '
»  Operating system standards, such as Operating System Command and
Response Language (OSCRL), UNIX™, and AIX™
« Display terminal standards, such as Visual Display Terminal (VDT) and
Terminal Management (TM)

*  Programming service standards, including Ada, Pascal, C, and FORTRAN
language bindings for other standards and system definition and design
support tools

«  Document interchange standards, such as Electronic Data Interchange (EDI),
Office Document Architecture (ODA), Office Document Interchange Format
(ODIF), Distributed Office Applications Model (DOAM), and Standard
Generalized Markup Language (SGML)

»  File transfer standards that provide capabilities similar to FTAM, such as the
Document Transfer and Manipulation (DTAM), Document Filing and Retrieval
(DFR), and Referenced Data Transfer (RDT)

*  Human-computer interface (HCI) standards, including X-Windows and the
User Interface Management System (UIMS)

*  Graphics standards, such as Computer Graphics Interface (CGI), Computer
Graphics Metafile (CGM), Graphical Kernel System (GKS), Initial Graphics
Exchange Specification (IGES), and Programmer’s Hierarchical Interactive
Graphical System (PHIGS).

3.2.3 Connection-Oriented and Connectionless-Oriented
Transmission Modes

) One of the important issues that must be considered when
reviewing OSI standards is the choice between connection-oriented (CO) services (also
called "virtual circuit” services) and connectionless-oriented (CL) services (also cailed
"datagram"” services). Each of the seven OSI layers, except the Physical Layer, may be CO
or CL. (The Physical Layer has no connection orientation.) The OSI Reference Model
recommends that the upper four layers be either all CO or all CL. The following
paragraphs, based on References 5-8, address some prominent distinctions between these
two classes of services.

) The basic difference between CO and CL service is that CO
service requires that an explicit relationship be established between the interacting peer
entities, while in CL service no such explicit relationship occurs. A connection preserves
the state of peer-to-peer communications from one data transfer to the next, storing and
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distributing information regarding the connection within the service provider, while the CL
transmission does not. 'Tn CO service the relationship may be real--such as a dedicated
circuit—-or virtual, such as a particular path from node to node between peer entities in a CO
packet-switched service. In the latter case the path would be agreed upon before data
transfer begins and would remain unchanged during the transfer. A heuristic example of
CO service is any national public telephone service; the regular delivery postal service is a
heuristic example of a CL service. In CO service, there is the possibility of error checking
and retransmission of data packets known to be in errof, at the cost of some amount of
overhead for each packet.

((9)) CO service has three phases: connection establishment (set up),
data transfer, and connection release (call termination). The route of each data packet is
determined by the state of the network during the call set up and remains static for the
duration of the connection. Since the state information is maintained for each established
connection and the route of data packets is static, the data units are freed from the
requirement to carry the full address of the required destination. The CO explicit
relationship is established during the negotiation portion of the set-up phase and before the
transf=r phase. CO service provides for negotiation of the form of transmitted data and
may maintain sequence and flow control. Error handling may also be supported. The
overhead invested in setting up and maintaining a CO connection pays off when the data
transfer phase is relatively long. The CCITT Recommendation X.25 for packet switching
for wide area networks (WANs) is an example of a connection-oriented protocol.

) In contrast, CL service has only one phase--namely, data transfer.
The form of the data transferred must be pre-arranged between peer entities. Sequencing,
flow control, and error handling are not supported by the CL service, but are instead the
responsibility of the interacting peer entities. Sometimes referred to as a "datagram"”
service, CL service requires each data unit to be self-contained; there is no relationship
between individual data unit transfers. '

) While the service mode at each of the six highest OSI layers may
be CO or CL, crossover between the two types of service usually occurs only at the
Network Layer (Layer 3). In these cases, the connection orientation of the Application
Layer (Layer 7) agrees with the connection orientation of Layers 4, 5, and 6; further, the
connection orientation of Layers 2 and 3 also agrees, but this orientation may differ from
that of the higher layers. The rationale for maintaining the service mode (CL or CO)
throughout Layers 4-7 is based on the recommendation of the ISO Reference Model for
simplifying system and protocol complexity, specifically that the features at one layer
should not be negated by the unavailability of similar services at another layer. The goal of
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the OSI Reference Model is to limit the amount of a priori information exchanged between
end systems regarding services used to communicate, which is best met by limiting the
mixing of service modes. The ISO/IEC standards for the four cases of connection
orientation of the transport and network services are:

» ISO 8602 for CL transport and CL network

+ ISO 8602 for CL transport and CO network

» ISO 8073 for CO transport and CO network .
» ISO 8073 DAD 2 for CO transport and CL network.

(8)) The many resulting combinations of service are useful in different
circumstances. In general, CO service is beneficial when long-lived connections with
extensive data transfer are anticipated. File Transfer, Access, and Management (FTAM) is
an example of an application that would likely benefit from a CO connection. However,
CL service may be appropriate for military applications that require robust networks
capable of continuing data transfer even as some nodes are taken out of service, especially
for the lower layers (network and data link). References 5 and 7 give some additional
examples of cases for which CL service is appropriate, even for the upper layers. Included
are: inward data collection from the sampling of data sources, broadcast messages, some
distributed transactions, some real-time transmission applications, and cases in which one
Or more communicating peers are mobile.

) The cases in which Layers 2 through 7 are all either CO or CL are
more straightforward than cases with upper and lower layers of different orientation. If CL
upper layers operate over CO lower layers, the full functionality of the lower layers is not
employed; the application in this case does not enjoy the amenities of CO service.

) The OSI standards supporting CO service were the first to be
developed and are nearly complete. Until recently, standards supporting the lower layer
CL service were more advanced than those supporting upper layer CL services. CL
protocols for the Transport Layer (ISO 8602), Session Layer (ISO 9548), and Presentation
Layer (ISO 9576) are complete.

{9)) Choice of connection orientation affects the structure of the
Network Layer and to some degree the performance of services in the network and
Transport Layers. The Network Layer is divided into three sublayers (ISO 8648, /nternal
Organization of the Network Layer). From top to bottom they are the Subnetwork
Independent Convergence Protocol (SICP), the Subnetwork Dependent Convergence
Protocol (SDCP), and the Subnetwork Access Protocol (SAP). This structure is preferred
by many European members of NATO. In a CL network, the Network Layer is divided
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into two sublayers: Internetwork Protocol (IP) and Subnetwork Specific Protocol (SSP),
where the IP focuses on unreliable internetwork transfer of information while the SSP
focuses on the reliable transfer of individual data units across the supporting networks.
The CL approach is favored by the US [compare the OSI profiles recommended by the UK
and the US given in Section 9.3.3, noting that ISO Class 4 Transport Protocol (TP4,
discussed below) provides services for CL networks]. In the CL model, end-to-end
responsibilities are placed in the network sublayers, whereas in the CO approach the end-
to-end requirements are placed in the Transport Layer. One drawback of using TP4 over a
CO network is the size and complexity of the implementing code. For this and cther
reasons, many implementors of CO stacks do not support TP4. Section 6 of Reference 8
provides an analysis of the impact of the choice of CL or CO mode on the interconnection
of heterogeneous military networks.

(8)) As in the Network Layer, there are significant differences in the
protocols for the Transport Layer in connectionless and connection-oriented modes. The
CL transport protocol (TP) makes use of only a subset of the CO network services, while
the CO TP makes use of all the CO network services. The CL transport service is not
expected to provide ordered delivery, flow control, or error control. Hence, the CL TP is
very simple and requires only a single type of transport protocol data unit (TPDU). There
are, however, five classes of the CO TP [Ref. 9]:

* Class0: Simple class, oriented for Teletex (upgrade to CCITT T.70)--

connection flow control is based on network flow control, and connection
release is based on release of the network connection

e Class 1: Basic error recovery class, desigued 10 run on a CCITT X.25
network and provide minimal error recovery for network-signalled errors--
TPDUs are numbered so that they can be resequenced

* Class2: Multplexing class, an enhancement of Class O that still assumes a
highly reliable network service--has the ability to multiplex muitiple transport
connections onto a single network connection

¢« Class 3: Error recovery and multiplexing class, provides the union of the
capabilities of Class 1 and Class 2.

* Class4: Error detection and recovery class--assumes that the underlying
network service is unreliable, in particular that the TPDUs may be lost or arrive
out of sequence--provides for TPDU retransmission, duplicate detection, flow
control, connection establishment and termination, and crash recovery.

Of the five CO TP classes, only Class 4 can make use of a CL network service. Ten types
of TPDUs are used to provide CO transport services.
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4. THE TRANSFER FACILITY (TF)

4.1 Description of the TF

(U)  Asdefined in WP 24, the TF is the logical entity in the Basic Ensemble that
binds together all ensembles in ATCCIS. As such, it supports the transmission of service
requests between ensembles.

(U) A simplified block diagram of the ATCCIS architecture is shown in
Figure 8. It shows the relationship between the TF anc the other facilities in a Basic
Ensemble. The Basic Ensemble is highlighted with bold lines. Application-level facilities
(ALFs), which provide functional support to the users beyond basic interoperability, are
included with Other Facilities. Figure 8 shows that the DMF, SMF, and SCF each appear
in all the ensembles, whereas the TF is considered to be a facility that extends across all the
ensembles. Ensembles A and B can be thought of as the facilities at two physical locations
in two ATCCIS components. The TF includes the services for the bearer circuits (i.e.,
communications media) as well as for OSI. The services of the bearer circuits are depicted
in Figure 8 as the portion of the TF that connects Ensembles A and B.

ALFs and ALFs and
OTHER OTHER
FACILITIES FACILITIES
DMF SMF DMF SMF
SCF SCF

'IFRANSFER FACILITY ,
ENSEMBLE A ENSEMBLE B

1 1

UNCLASSIFIED
Figure 8. (U) Facilities of the ATCCIS Architecture

3 (U) An ensemble is [WP 24] a set of standard facilities that includes, as a minimum, the four basic
facilities (TF, SCF, DMF, and SMF). An ensemble is a logical entity that will be implemented on an
ATCCIS component and thus has the intrinsic property of being associated with a location. Only one
ensemble can be implemented on any one ATCCIS component.
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(U) The TF prdvidcs a variety of services for transferring data from one
compon-: it to another. Some of these services are necessarily defined [WP 24, Annex D]
by reference to international standards, such as the standards for MHS. In these cases, the
specification of the TF does not indicate the services to be provided, but will point to the
appropriate standard.

4.2 OSI Reference Model, Interworking, and Application Layer
Structure

(U) This section summaries the elements of the OSI Reference Model,
interworking of layers, and the structure of the Application Layer. It also addresses the
characteristics of distributed applications and architectural standards work being performed
for distributed aspects of applications.

4.2.1 Status of OSI Reference Model, ISO 7498

ey The OSI Reference Model has four elements: Basic Reference
Model (ISO 7498), Security Architecture (ISO 7498-2), Naming and Addressing
(ISO 7498-3), and Management Framework (ISO 7498-4). Connectionless-mode aspects
were originally addressed as Addendum 1 to ISO 7498. Multipeer Data Transmission
(MPDT) is addressed as Addendum 2 and Upper Layer Architecture (ULA) as
Addendum 3.

) Balloting for SC21 N 3287, Proposed Draft Addendum 2 on
MPDT (ISO 7498-1/PDAD2), ended 15 July 1989. Work in ISO on MPDT has been
suspended in SC21/WGl1, since the nations did not demonstrate specific interest in
continuing this work. The completed work is planned to be released as a technical report.
New work in ISO on MPDT may come in the form of standards for multi-party
communicaiions (MPC), defined as information distribution within groups of end open
systems. A May 1990 Canadian contribution to SC2! identified the basic driving forces
for MPC as the coordinated interworking of more than two application processes in a single
activity and use of inherently shared resources of certain subnetwork types. "Group"
processing was identified as one of the next "hot topics” for standardization and was
expected to include such activities as conferencing, co-authoring, sensor-based data
collection, and process control--all of which involve MPC [Ref. 10].

4 (U) SC21 N xxxx denotes an ISO working draft standard or technical paper distribated throughout
SC21. Such drafts applicable to ATCCIS are listed at the end of the first section of Appendix E.
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$)) ISO 7498 is being revised to incorporate the connectionless-mode
text (AD1) into ISO 7498-1, Basic Reference Model, General Aspects. A working draft of
the revised text [SC21 N 5092] was distributed in June 1990 [Ref. 11). The ULA is still at
the proposed draft stage in ISO.

{9)) ISO 7498-1 is also being revised to permit routing and relaying
between individual local networks to be performed in the Data Link layer. This work is
being coordinated with CCITT [Ref. 12]. Other work includes clarifying the distinction
between connectionless and connection-mode operation, aligning the service definitions for
the lower layers and also for the upper layers, improving consistency of layer descriptions,
adding Reset as a facility to the Data Link Layer, adding Suspend and Resume as functions
in the Transport Layer, and aligning this work with CCITT. The first draft of the revised
text for ISO 7498-1 is expected to proceed to CD ballot late in 1990 [Refs. 13, 14].

) The OSI Reference Model is being supplemented by a number of
other models and frameworks within the context of OSI. These include Application Layer
Structure, Internal Organization of the Network Layer, and the Transaction Processing
Model [Ref. 15]. Conventions for specifying OSI service definitions are also being
developed. CD text has been distributed in ISO [SC21 N 5101, June 1990] for a new
standard, Conventions for Service Definitions, CD xxxx [Ref. 16]. The three parts are
General Model and Conventions, Application Layer, and Layers 1-6.

4.2.2 Interworking of Layers in OSI

(9)) The basic interworking standards used for specifying relays are
_ the following (examples of relay profiles using these standards are given in Appendix B):

« DP 10028.2, Definition of the Relaying Functions of a Network Layer
Intermediate System, Second Draft, June 1989

» TR 10029, Operation of an X 25 Interworking Unit, March 1989
» DP 10038, Media Access Control (MAC) Sublayer Interconnection (MAC
Bridging), October 1988.

(9)) DTR 10172, Network/Transport Protocol Interworking
Specification [SC6 N 5906, March 1990], addresses the inability of end systems operating
in the CO network protocol (ISO 8208/8878 X.25) and CL network protocol (ISO 8473) to
interwork with each other. A mediating device, called the Interworking Functional Unit
(IFU), is defined to perform relaying and/or conversion of protocol data units (PDUs) from
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one network protocol type to another. Three modes of operation are considered in
DTR 10172:

e Network Laver Relay (NLR). In the NLR modc. the IFU operation functions
as a regular intermediate system. CL NLR operation is in accordance with

ISO 8473 and CO NLR with ISO 10177 and ISO 10028.

»  Passive Transport Layer Relay (PTLR). PTLR does not itself operate on the
PDUs of transport connections, but passes transport PDUs received in
network service data units from each end system transparently to the other end
system.

* Active Tran Laver Rel TLR). ATLR provides an end-to-end
transport service by operating a separate transport connection to each of the
connected end systems and relaying data from one connection to the other.

Since the PTLR and ATLR modes of operation lie outside the scope of the OSI
architecture, the technical report is not planned to be converted to an ISO standard.

((0)) The following comment on CL-mode and CO-mode interworking
was provided to SC21 following a February 1990 meeting of CCITT SG VII regarding the
proposed update to the OSI Reference Model (ISO 7498-1) [Ref. 17]:

The connectionless/connection-mode crossover rules currently
proposed by ISO appeared, to many of the Q23/VII attendees at this
meeting to be unacceptable for use in fully supporting connectionless-
mode CCITT applications, due mainly to interconnectivity problems.
Many of the attendees felt that, for "across-the-board" support of
connectionless CCITT applications, within the lower layers, there is a
need to have common (mandatorily provided) support required that
would assure interconnectivity among all connectionless-mode OSI
CCITT applications. It was unanimously agreed that the concept of
attempting to solve such interconnection problems exclusively

through introduction of any "transport relay” concept in CCITT
Recommendations is totally unacceptable.

4.2.3 Application Layer Structure

(8)) The Application Layer differs from the other layers of OSI in
several respects. Entities in the Application Layer are made up of a collection of application
service elements (ASEs), each of which is defined by a set of service and protocol
standards. These ASEs are combined in various ways to form various types of Application
Elements (AEs). The Application Layer, as the highest layer of OSI, does not provide
connections within the Application Layer. As a result, relationships formed by the transfer
of information between AE invocations in the Application Layer have special significance.
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(%)) Standards in the Application Layer define procedures for the
support of distributed information processing. The Presentation Layer supports the
Application Layer by providing facilities for representing information exchanged between
AEs. The Session Layer provides the mechanisms that may be used for controlling
interactions between AEs.

4.2.3.1 ISO Studies on Application Layer. (U) In its

November 1989 Strategic Plan, JTC1 directed five initial major technical studies in order to
address new or expanding areas to provide a basis for planning the JTC1 long-range
programme. The studies of required standards are all applicable to the Applications Layer:

(1) Defining interfaces for application portability

(2) Defining interfaces required for distributed systems and applications

(3) Integrating voice, data, text, graphics, and image information at the user

application level
(4) Addressing the area of artificial intelligence
(5) Supporting modelling of user requirements.

4.2.3.2 Application Layer Structure (ALS). (U) ISO 9545,

Application Layer Structure, was published by ISO in December 1989. This was based on

work done by SC21/WG6. ISO 9545 defines the nature of standards in the Application

Layer and the relationships among them, the architectural framework in which individual

OSI Application Layer protocols shall be developed, and the categories of identifiable

objects that are necessary for the specification and operation of protocols. It also relates

distributed information processing activities to the standards in the Applications Layer.
Key concepts from the ALS are the following:

*  Association (application association)--a cooperative relationship between two

AE invocations for the purpose of communicating information and

coordinating their joint operation. This relationship is formed by the exchange
of application protocol control information using the Presentation Service.

*  Application context--a set of rules shared in common by two SE invocations in
order to enable their cooperative operation. The application context is an
example of a shared conceptual schema.

*  Single association object (SAO)--the collection of things in an AE invocation
related to a single application association.
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+ Single association control function (SACF)--the component of a single
association object that represents the use of those rules in the application
cor xt concerning interactions among ASEs .within a single application
association.

e  Multiple association control function (MACF)--a component of the AE
invocation that coordinates the interactions among multiple associations within
an AE invocation in order to provide a coordinated service.

(0 SC21 N 4118, PDTR xxxx, Methodology and Guidelines for the
Development of Application Layer Protocols, November 1989, is being developed by
SC21/WG6 to provide a discipline into the development of application protocol standards
in order to generate precise specifications. It describes a step-by-step procedure for
generating ASE definitions and protocol specifications.

4.2.3.3 Extended ALS. (U) Work on an extended ALS (XALS)
model has begun. The purpose of XALS is to supplement ISO 9595 (Application Layer
Structure) by providing a more complete framework for development of Application Layer
protocol standards that use other Application Layer protocol standards. A central focus of
XALS is extension of the architecture for use of multiple associations [Ref. 18].

) XALS is planned to provide a revised ALS model that is
significantly richer in scope and descriptive capability than is provided in ISO 9545. Asa
result, it will provide more options for the specification of Application Layer standards.
Examples of new features being proposed for the XALS are:

e Defining application service elements (ASEs), application service objects
(ASOs), and control functions. An ASO is made up of one or more ASEs
and/or ASOs, and a control function. A control function is the component of

an ASO that controls the interactions among ASEs and/or ASOs within the
containing ASO [Ref. 19].

«  Providing guidance for ASE specifications in the areas of the reference model
the ASE supports, the service definition, the abstract protocol definition, and
the ASE environment requirements specification.

e Addressing peer-to-peer (application level) relationships as well as the
established concept of application association, such as are used on MHS, TP,
EDI, and Directory.

*  Accommodating both peer-to-peer and client-server interaction styles. (ROSE
supports both styles of interaction. X-Windows and DOAM use client-server
styles, for which the terminal in the X-Window environment is the server,
whereas the terminal in the DOAM model is the client.)

()] An approach being considered for XALS for defining ASEs is that
cach ASE is a complete specification of a function, together with the application protocol
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data units (APDUs) that support it. The APDUs are defined in one or more abstract syntax
specifications within the ASE standard. The name of the specification is a parameter used
when establishing a presentation connection, with each resulting transfer syntax assigned
its own presentation context. Concurrent use of multiple ASEs would be accomplished by
either APDU concatenation or embedding one APDU in another as user data. FTAM,
CCR, VT, and ACSE fit this proposed model, but not Directory, ROSE, or RTSE. The
Directory protocol, for example, is used in conjunction with ROSE to completely specify
an abstract syntax--the relationship between Directory and ROSE is not one of APDU
concatenation or user data embedding. Use of XALS would benefit work in RPC and
other ASE areas [Ref. 20].

({9)) Future work on XALS is expected to include the following:
»  Peer-to-peer relationship (in addition to application associations) [Ref. 21]
* Recovery model, new work item (JTC1 N 764) approved June 1990
(Refs. 22, 23]

»  Mult-level structures, new work item (JTC1 N 846) approved June 1990
[Ref. 24].

4.2.4 Distributed Applications

) Application Layer standards often define, at least partially,
distributed applications. Examples are MHS, Directory, and FTAM; specifically, Directory
contains a specification of a directory information tree (DIT) and its associated navigation
rules. The nodes of the DIT for CCITT are envisioned to be distributed worldwide. Such
standards contain elements that relate to features (and models) of distributed applications, in
addition to features related to communications transfer. In this regard, these standards
relate both to the ODP model and the ALS model.

) The following are examples of tasks being proposed in generic
work on distributed applications [Refs. 25, 26]):

e Model information held by distributed applications and address issues of
distribution and local transparency (the ODP work has chosen to recognize five
different viewpoints from which various features of a distributed application
can be modelled); Modelling for Communications Aspects of Distributed
Applications has been accepted by JTC1 and assigned to SC21/WG6 [Ref.
27]. :

*  Formalize management interactions between application processes in specific
protocols in such functions as establishing relationships, distributing data, and
replicating data.
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*  Devise global security mechanisms for use throughout the entire domain of the
distributed application.

* Enable the schema for information held at an'applications process to be
distributed among cooperating svstems.

»  Address database issues such as data integrity and consistency, together with
replication of data.

* Identify constraints on process decomposition and interaction types
(communication among subprocesses).

*  Specify support for configuration management, reconfiguration, and routing.

»  Define application features to allow migration for future extensions.

*  Address real-time effects associated with distribution.

»  Provide for time synchronization of application processes.

) A key aspect of distributed applications that is essential to
automated CCISs is that different components may have a different user view of the
information held by the distributed application. Presentation Layer facilities generally
require that there be full agreement between communicating systems at both the concrete
(transfer syntax and data) level and the abstract syntax (close to information) level, thus
requiring the components to have identical views of the information. The standards permit
some capability for multiple user views, but such use of the standards could result in poor
control of agreement and consistency between the components [Ref. 28].

4.3 Standards Activities and Emerging Standards

(U)  This section begins with a description of the base standards that have been
defined for the OSI seven-layer model. Stacks of base standards are described separately
for application options, transport options, and relay options. This is followed by a
description of two related sets of standards that are emerging--one for OSI management and
one for directory services. Figure 9 provides an overview of the standards applicable to the
TF. The layer OSI standards are connected by vertical lines to depict a wide range of
stacks for application and transport options. OSI management, security, registration
authorities, conformance testing, and other standards applicable to all the Basic Facilities
are identified and discussed in Chapter 8. These are not included in Figure 9.
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(2) Standards are CCITT unless designated ISO, DIS, or DP.
3) Stacks are based on 1989 NTIS Transition Strategy.
4) Each LAN standard addresses both Layer 1 and Layer 2 (Media Access Control).

UNCLASSIFIED
Figure 9. (U) Stacks of Standards for Application and Transport Options
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(U) Examples of possible application and transport option are depicted in
Figure 9. The types of transport services are identified along the bottom of the figure.
Standards and options in a layer common to several stacks are shown in blocks. For
example, the Logical Link Contrc] (LLC) in Layer 2 is common to stacks for all types of
LANSs shown in Figure 9. Above the LLC, the CO-mode X.25 Packet Level Protocol
(PLP, ISO 8208, 8878, 8880-1, 8880-2, and 8881), and the connectionless network
protocol (CLNP) apply to each of the four LAN options. The X.25 PLP (ISO 8208 and
8878) in Layer 3 and the High-Level Data Link Control (HDLC) in Layer 2 are common to
stacks for four types of circuits: Circuit Switched Data Network (CSDN), Packet Switched
Data Network (PSDN), Point-to-Point Subnetwork, and Switched Telephone Network
(STN).

4.3.1 Base Standards and Stacks of Base Standards

) This section identifies the OSI standards that are relevant to the
TF. Table 1 (above) identified OSI options applicable to ATCCIS, which are, with the
possible exception of VT and JTM, all relevant to the TF. The most useful form in which
to present the specific standards that support OS] options is ordered groupings (called
stacks) to show their application to specific interfaces and services. Tables 2, 3, and 4
identify stacks for application options, transport options, and relay options, respectively.
The relationship among these three classes of options was described earlier in Figure 6.
The stacks are taken primarily from the 1988 recommendations of TSGCEE SG9 for the
NTIS Transition Strategy [Ref. 4]. (Appendix B provides figures that depict in more
detail 4 application, 20 transport, and 11 relay functional profiles from the 1989 NTIS
- Transition Strategy.) The NATO profilc reference used in the NTIS Transition Strategy is
given in the first column of Tables 2, 3, and 4 (the symbol "ICT" identifies intercept
recommendations that have no profile number). The standards include CCITT
recommendations (e.g, T.60, X.402, V.24) and ISO standards.

) Of the possible sets of transport standards for LANs providing
combinations of CO-mode and CL-mode transport and network services, CL transport with
CO network service has not yet been included in Table 3. Standards for the case of
asynchronous devices (start-stop transmission) are listed under Options in the second part
of Table 3, although the relevant standards (X.28 and X.29) also control OSI layers above
Layer 4.
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Table 2. (U) Upper-Layer Stacks of Base Standards for Application Options

UNCLASSIFIED
NATO
Proflie Application Option Layer § Layer 6 Layer 7
A.1 | File Transfer, Access and ISO 8327 ISO 8823 ISO 8571
Management (FTAM) ISO 9548 1SO 9576 ISO 8649
1ISO 8824-25 | ISO 8650
A2 | Teletex T.62 T.60 T.60
T.61 T.61
A2 | Textfax T.62 T.72, T.61 T.72, 7.61
7.6 T.73 T.6,T.73
A2 Telefax T.62 T5,T.6 15, 7.6
T.73 T.73
A3{"] | Message Handling Service 120 8327 1SO 8823 1SO 10021
(MHS-88); MOTIS 1SO 9548 1ISO 9576 ISO 9066
1SO 8824-25 | 1ISO 9072
1SO 8649
1SO 8650
X.403, X.408
T.330
A4 | Vinua Terminal (VT) 1SO 8327 ISO 8823 1SO 9040
I1SO 9548 ISO 9576 ISO 9041
1ISO 8824-25
A.5 | Transaction Processing ISO 8327 1SO 8823 OIS 10026-1,2,3
ISO 9548 ISO 9576
1SO 8824-25
A.6 | Job Transfer and Manipulation | 1SO 8327 1SO 8823 1SO 8831
V™) 1ISO 9548 ISO 9576 1SO 8832
ISO 8824-25
A.7 | Remote Data Access ISO 8327 1ISO 8823 DP 9579
1SO 9548 1ISO 9576
ISO 8824-25
A.8 1 Management Information ISO 8327 1SO 8823 ISO 9595
System (MIS) SO 9548 1ISO 9576 1SO 9596
ISO 8824-25
A9 | Directory 1SO 8327 1SO 8823 ISO 9594
1SO 9548 180 9576 X.500, X.501
1SO 8824-25 | X.509, X.511
. X.518, X.519
Source: NTIS Transition Strategy, TSGCEE SG9, 20 June 1988, NATO UNCLASSIFIED.

*Note: Transition Strategy cites MMHS for NATO Profile A.3; most currently defined MMHS
requirements appear to be in MHS-1988 (analysis by TSGCEE SG9 is not yet complete).
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Table 3. (U) Lower;Layer Stacks of Base Standards for Transport Options

UNCLASSIFIED

UNCLASSIFIED

NATO
Profile Transport Option Layer 1 Layer 2 Layer 3 Layer 4
T2t Permanent Analogue Circuit V.24 1ISO3300 |1SO 8208 |1SO8073
V.35 1ISO4335 |I1SO8878 |(Classes(C&2)
V.36 IS0 7478
1SO 21102 ISO7776 |-
ISO 2563 I1ISO 780%
ISO 49022 1SO 8471
ISO 8885
T.31 Permanent Access to PSDN: xX.21 1SO 3309 1ISO 8208 |iSO 8073
End System IS0 4903.2 1504335 |1SO 8878
1ISO7478 | X.25
ISO 7776
1SO 7809
1ISO 8471
ISO 8885
X.25
PSDN X.25 X.25 X.25
1.32__ | Permanent Digital Circuit X.21 DS 4903.2 ]1SO 7776 |1SO 8208 }ISO 8073
? Switched Telephone Network (STN) | X.28 1ISO 7776 1ISO 8208 11S0 8073
T.41 Switched Digital Circuit (CSDN): X.21 T.70 T.70 I1ISO 8073
(CCITT T.70 Type) X.21 X.21 {Class 0)
T.42 Switched Digital Circuit (CSDN):
Call Control and Clearing Phase | X.21 X.21 X21 NA
Data Transter Phase X.211S0 49032 |ISO 7776 |1SO 8208 |ISO 8073
T.61 LAN Providing CO Network Service | ISO 88023 1ISO 88022 | ISO 8881 | ISO 8073
and CO Transport Service or 88024 1SO 8802/3 | 1SO 8878
or 88025 or 8802/4 | ISO 8208
or 880277 or 8802/5
or 8802/7
T.62 LAN Providing CL Network Service | 1SO 8802/3 1ISO 88022 | ISO 8473 |1SO 8073
and CO Transport Service or 8802/4 1SO 8802/3 {Class 4)
or 88025 or 8802/4
or 880277 or 8802/5
or 8802/7
T.63 LAN Providing CL Network Service | I1SO 8802/3 1SO 8802/2 | ISO 8473 {1SO 8602
and CL Transport Service or 8802/4 ISO 8802/3
or 88025 - or 8802/4
or 8802/7 or 8802/5
or 88027
IcT Asynchronous Devices (Stan-Step | X.20 X.28,X29 {X28 X29 [X28, X209
Transmigsion)
ICT | integrated Services Digital Network
({SDN): 1.430, 1.431 1.440, 1.441 | 1.450, 1.451 | I1SO 8073
D Service (16,000 b/s) 1.460-463 1.462 1.460
1SO 8877
1.430, 1.431 1.462 1.462 1SO 8073
B Service (64,000 b/s) 1.460-463 T.70
1SO 8877

Source: NTIS Transition Strategy, TSGCEE SG9, 20 June 1988, NATO UNCLASSIFIED.
Note: ICT identifieg a TSSGCEE SG9 intercept recommendation thet is not part of the NATO profile taxonomy.
Note: ISDN standards have been changed in the 1988 CCITT recommendations; new numbers need to be

identified and incorporated here and elsewhere. See Annex D and Annex E (Part |l).
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Table 4. (U) Stacks of Base Standards for Relay Options

UNCLASSIFIED
NATO
Profile Relay Option Layer 1 Layer 2 Layer 3
R.12 | LAN to WAN/PSDN to LAN:
LAN ISO 880272 | ISO 8473
ISO 8802/3 |I1SO 8802/3
or 8802/4 or 8802/4
or 88025 or 8802/5
or 880277 or 8802/7
WAN/PSDN X.21 X.28 X.25
1SO 4903 ISO 7776 1ISO 8208
Internetworking Service ISO 8648
R.13 | WAN/PSDN to WAN/PSDN | X.75 X.75 X.75
R.21 |jLANto LAN:
LAN 1ISO 880272 |1SO 8473
ISO 8802/3 §1SO 880273 }ISO 8208
or 8802/4 or 8802/4
or 8802/5 or 88025
or 880277 or 8802/7
Internetworking Service ISO 8648
R.22 |LAN to WAN/PSDN:
LAN 1SO 880272 | ISO 8881
ISO 8802/3 | ISO 880273
or 8802/4 or 8802/4
or 8802/5 or 880255
or 8802/7 or 880277
WAN/PSDN X.21 X.25 X.25
1SO 4903 ISO 7776 ISO 8208
Internetworking Service ISO 8648

Source: NTIS Transition Strategy, TSGCEE SG9, 10 June 1988,
NATO UNCLASSIFIED.
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4.3.2 MHS and MOTIS

4.3.2.1 Message Handling Standards. (U) Table 5 sum-
marizes the set of standards that define MHS (CCITT X.400) and the Message-Oriented
Text Interchange System (MOTIS ISO 10021) services. Efforts have been made by
CCITT and ISO to converge MHS and MOTIS. The result, defined by standards released
in 1988, is a substantially but not completely compatible set of new standards. [Balloting
for the previous MOTIS standards (DIS 8505, DIS 8883, and DIS 9065) was suspended,
and the scope of these standards has been incorporated in ISO 10021.] The relationship of
the X.400-1984 (MHS-84), X.400-1988 (MHS-88), and MOTIS-1988 standards is
provided in Table 5. Notice that MOTIS still has no parallel to the X.408 standards for
algorithms used when converting between different types of encoded information, no
parallel for the X.430 (now T.430) Teletex access protocols, and none for X.403.

) MHS-88 provides new (relative to MHS-84) capabilities for
message store (listing, summary, fetching, and deletion of stored messages); security
services (origin authentication, secure access management, data confidentiality, data
integrity, nonrepudiation, and security management); distribution lists (members, submit
permission, expansion point, and owner); directory services (authentication, name
resolution, data list expansion, and capability assessment); physical delivery service (basic
physical rendition, ordinary mail, physical forwarding, and return of undeliverable mail);
and conformance testing (methods, criteria, and notation). In addition, MHS-88 revises
MHS-84 standards for naming, addressing, routing, and special access.

4.3.2.2 Manufacturing Message Specification (MMS).
(U) A Manufacturing Message Specification (MMS) has been defined. MMS is the key
component of the Manufacturing Automation Protocol (MAP), the OSI protocol promoted
worldwide by General Motors. The MMS work in ISO is under TC184/SC5/WG1, which
is responsible for communications systems in the area of industrial automation [Ref. 29].
The MMS standard has two parts: DIS 9506-1 (Service Definition) and DIS 9506-2
(Protocol Specification).

4.3.2.3 MHS-1984 and MHS-1988 Profiles. (U) The
standards for MHS-84 include delivery notification, disclosure of other recipients, explicit
conversion (Message Transfer Service), grade of delivery selection, hold for delivery,
prevention of non-delivery notification, probe, stored message aiert, and stored message
automatic forward.
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Table 5. ( U ) Base Standards for Message Management

UNCLASSIFIED

MHS MHS
CCITT X.400- CCITT X.400- MOTIS
LAYER 1984 1988 ISO-1988

7 X.400 X.4002 1SO 10021-1

7 X.401

7 X.400 X.402 1SO 10021-2

7 N/A X.403° None

7 N/A X.407 1SO 10021-3

7 X.408 X.408 None

7 X.409 X.208 ISO 8824

1SO 8824 DAD1
X.209 1SO 8825
ISO 8825 DAD1

7 X.410 X.218 ISO 9066-1
X.219 1SO 9072-1
X.228 1SO 9066-2
X.229 I1SO 9072-2

7 X.411 X.411 1SO 100214
X.419¢ 1SO 10021-6

7 N/A X.413 I1SO 10021-5

7 X.420 X.420 1SO 10021-7

7 X.430 T.330 None

7 (ACSE) N/A X.217 ISO 8649
X.227 1SO 8650

6 N/A X.216 1SO 8822
X.226 ISO 8823

21988 X.400 is double-numbered with 1988 F.400.
BCitation for 1988 X.403 inciudes three manuals.
©1988 X.419 and I1SO 10021-6 have a wider scope than the part of 1984 X.411

and DIS 8883 that they replace.

Source: Provided by OMNICON on 8 September 1988.

U)

The 1988 CCITT X.400 recommendations are supplemented by a

new series of standards on the service aspects of MHS. These standards are:

F.400
F.401
F.410
F.415
F.420

System and Service Overview

Naming and Addressing for Public Message Handling Services
The Public Messaging Transfer Service

Intercommunication with Public Physical Delivery Services
The Public Interpersonal Messaging Service
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e F.421 Intercommunication Between the IPM Service and the Telex Service
e F.422 Intercommunication Between the IPM Service and the Teletex
Service. :
) According to analyses conducted by WG2 of TSGCEE SG9,
MHS-88 is not backward compatible with MHS-84 (due to changes in data type formats in
the P1 protocol) and, even with a gateway between systems using different versions of
MHS, there are several differences [Ref. 30] that could cause interoperability problems.
For example, MHS-84 is unable to use the physical delivery capability of MHS-88. In
addition, MHS-88 users may not be able to communicate with Telex terminals on an MHS-
84 system. Finally, MHS-84 systems will reject some addresses that may be valid for
MHS-88 systems. Addressing these problems without service request rejection will
require a complex gateway. The incompatibilities of the MHS-84 and MHS-88 standards
could present serious interoperability issues since ATCCIS or other ADP-supported CCISs
might adopt the newer standard, but a variant of the older standard [Standard Automated
Message Interface for NATO ACCIS (STAMINA), described in Section 11.7] has been
mandated for the ACE Automated Command and Control Information System (ACCIS)
that supports battlefield command and control entities at echelons above corps. Note that
while the 1989 NTIS Transition Strategy [Ref. 4] identifies the MMHS(84) as an intercept
interoperability functional profile, the following caveat is included:

It must be clearly stated that the MMHS-STANAG will be based on
CCITT X.400 series version 1988, which offers a considerably
enhanced functionality, including security services. Problems with
backward compatibility can not be precluded.

(8)) However, backwards compatibility of MHS-88 with MHS-84 is
being claimed by many technical experts [Ref. 31-35]. According to Jim White [Ref. 35],
CCITT Special Rapporteur for X.400, "backwards compatibility between 1984 and 1988
P1 has been achieved.” P1 is the relay protocol from one Message Transfer Agent (MTA)
to another. 1988 and 1984 products implementing P1 would be able to interwork because
the 1988 P1 is a superset of the 1984 P1. However, the same is not true of the P3 protocol
used for submission and delivery access for a remote User Agent. Specifically, it is not
possible for a 1988 UA to use the P3 protocol to communicate with a 1984 messaging
system. The rules that a 1988 system shall obey when interworking with 1984 systems are
defined in Annex B, Interworking with 1984 Systems, of CCITT X.419.

4.3.3 File Transfer and Management (FTAM)

4.3.3.1 FTAM Standards. (U) FTAM defines a file service and
specifies a file protocol within the Application Layer (Layer 7). The standard is concerned
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with identifiable bodies of information that can be treated as files, which may be stored
within open systems or passed between application processes. ISO 8571 defines the basic
file service for FTAM. It provides sufficient facilities to support file transfer and
establishes a framework for file access and file management. This standard does not
specify the interfaces to a file transfer or access facility within the local system. An
addenda may be added that reflects quality of service developments and integration. The
FTAM standard currently has five parts and two addenda. An additional standard describes
a performance test suite. The pertinent FTAM standards are:

o ISO8571-1, Part 1: General Introduction

-  DAMI Addendum 1: Filestore Management
-  PDAM2  Addendum 2: Overlapped Access

o IS0 8571-2, Part 2: Virwal Filestore Definition

-  DAMI Addendum 1: Filestore Management
-  PDAM2  Addendum 2: Overlapped Access

» ISO 8571-3, Part 3: File Service Definition

- DAMI Addendum 1: Filestore Management
- PDAM2  Addendum 2: Overlapped Access

» ISO 8571-4, Part 4: File Protocol Specification

- DAMI Addendum 1: Filestore Management
- PDAM2  Addendum 2: Qverlapped Access

» ISO8571-5, Part 5: PICS Proforma

-  WDAMI! Addendum 1: Filestore Management
-  WDAM2 Addendum 2: Overlapped Access

»  Conformance Test Suite for the FTAM Protocol
- DIS 10170-1, Part 1: Test Suite Structure and Test Purposes, July 1990

- WD 10170-2, Part2: FTAM Abstract Test Suite (CD expected June
1991)

- WD 10170-3, Part 3: ACSE Abstract Test Suite Embedded Under
FTAM (CD expected June 1992)

- WD 10170-4, Part 4;: Presentation Abstract Test Suite Embedded Under
FTAM (CD expected June 1992)

- WD 10170-5, Part 5: Session Abstract Test Suite Embedded Under
FTAM (CD expected June 1992)

*  Enhancement to FTAM Services to Satisfy Use Requirements, January 1990
(CDAM expected June 1991)

*  Enhancements to FTAM Security Services, July 1990 (CDAM expected
January 1992).
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) The current FTAM standard treats a filestore as an unstructured
collection of files. Addendum 1 defines a structured filestore to allow the organization and
manipulation of individual groups of files. Addendum 2 on Overlapped Access allows
more efficient access to contents of a structured file. The Overlapped Access working draft
specification uses the formal description language LOTOS. These extensions will support
needs of the Network File Store, but harmonization with DTAM (CCITT) and DFR (SC18)
will be needed. PICS proformas such as ISO 8571-5 are discussed in Section 8.4.

V) A new work item on FTAM will provide for higher-level services
using FTAM with other application services. Currently FTAM is not easily exportable to
other application services. The new work will attempt to improve efficiency by reducing
the number of confirmed requests (e.g., needed for file transfer over long-haul
communications), extend and simplify FTAM services to allow other applications services
(e.g, TP) to easily use FTAM services (e.g., for data transfer) with minimum overhead by
providing high-level services, and to provide file services for other user services, such as
CCITT telematic services.

) SC21/WGS is developing a document type to enable FTAM to
transfer CGM files as a structured file rather than (with current FTAM) as a transparent
sequence of octets. The new work would provide access to the whole metafile, to the
metafile descriptor, or to the individual pictures with an associated metafile descriptor. All
three CGM encoding techniques would be supported: binary, clear text, and character text
[Ref. 36].

(U) - EWOS is developing a Remote Actions (RA) service and protocol
for use with FTAM to support the ability to perform a remote action upon completion of a
file operation. Examples of a remote action would be execution of a batch job that is
transferred to another system via FTAM and to spool a print file to a printer after being
transferred using FTAM. Both RPC and JTM could provide this support, but JTM is
viewed in EWOS as too complex for simple remote actions. RA would not compete with
JTM and specifically would not support such JTM services as gathering information for
input to a job, spawning jobs to several systems, manipulating entries in job queues (e.g.,
kill a job), monitoring progress of jobs, or preparing progress reports [Ref. 37].

) The Joint European Standards Institution (CEN/CENELEC) has
issued a draft European Prestandard (prENV), prENV 41 205, Information Systems
Interconnection - File Transfer Access and Management (FTAM) - File Management,
March 1989, for balloting.
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4.3.3.2 Options and Profiles for FTAM. (U) Protocols and

services for FTAM are specified in ISO 8571. The ISO standard (ISO 8571-2, Annex B)
provides for three document types: unstructured text, sequential text, and unstructured
binary. Stable Implementor's Workshop agreements have been published by the US
National Institute of Standards and Technology (NIST) for four others: sequential file,
random access file, indexed file, and file directory file. Six implementation profiles have
been defined by the European Standards Promotion and Application Group (SPAG), which
have the following corresponding profiles from the NIST OSI Implementor's Workshops:

»  Simple file transfer (SPAG A/111, NIST T1)

e Positional file transfer (SPAG A/112, NIST T2)

e Full file transfer (SPAG A/113, NIST T3)

e Simple file access (SPAG A/122, NIST Al)

e Fullfile access (SPAG A/123, NIST A2)

*  Management (SPAG A/13, NIST M1).

) An International Standardized Profile (ISP) is being developed by
the JTC1 Special Group on Functional Standardization (SGFS) for FTAM [SGFS N 131,
August 1989]. There are currently three parts:
(1) AFT nn - File Transfer, Access, and Management - Part 1: Specification of
ACSE, Presentation, and Session Protocols for the Use by FTAM

(2) AFT nn - File Transfer, Access, and Management - Part 2: Definition of
Document Types, Constraint Sets, and Syntaxes

(3) AFT nn - File Transfer, Access, and Management - Part 3: AFT 11 - Simple
File Transfer (Unstructured).

4.3.4 Directory

(8)) CCITT is developing a database application standard for logically
storing directory information. The directory is a distributed database on users, processes,
and other objects, used to provide access to information that people or processes require
prior to communicating. The standards are in the following X.500 Series
recommendations: X.500, X.501, X.509, X.511, X.518, X.519, X.520, and X.521.

4.3.4.1 Directory Services and Models. (U) The Directory
services provide a specialized hierarchical database, called the Directory Information Tree,
for OSI applications. The Directory contains information about objects and provides
structured mechanisms for accessing that information. These services are intended to
provide user friendly naming to permit a user to specify an object's name and then retrieve
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additional addressing information. The two key aspects of the OSI Directory, which
distinguish it from other database and name-server work, are [Ref. 38]:

The Directory can be read, modified, and searched remotely via OSI protocols.
A highly distributed database is provided by Directory System Agents (DS As).

The following four models define the Directory services:

0y

@

3

@

directories.

The informational model describes the Directory Information Base (DIB). The
DIB contains all the information to which the Directory provides access. This
model is concerned only with the logical structuring of the information.

The functional model describes interactions that take place between the various
DSAs that comprise the Dictionary.

The organizational model describes how portions of the Directory tree map
onto the DSAs. This includes issues of replication and access control.

The security model of Directory services describes the service in terms of
authentication and authorization. ISO 9594-8, OSI Directory Authentication
Framework, has now been transferred to SC21/WG1 (Security).

4.3.4.2 Directory Standards. (U) SC21/WG4 is working on OSI
ISO standards for the Directory are:

ISO 9594-1, Overview of Concepts, Models, and Service, December 1988
[SC21 N 2751]

ISO 9594-2, Models, December 1988 [SC21 N 2752]
ISO 9594-3, Abstract Service Definition, December 1988 [SC21 N 2753]

ISO 9594-4, Procedures for Distributed Operations, December 1988
[SC21 N 2754]

1SO 9594-5, Protocol Spe. _ications, December 1988 [SC21 N 2755]
ISO 9594-6, Selected Attribute Types, December 1988 [SC21 N 2756]
ISO 9594-7, Selected Object Classes, December 1988 {SC21 N 2757)]
ISO 9594-8, Authentication Framework, December 1988 [SC21 N 2758]

Amendments to Parts 2-5, Access Control, PDAMs, December 1989
[SC21 N 4041] (DIS text for June 1991, and IS status in June 1992)

Amendments to Parts 2-5, Replication and Knowledge Management,
PCDAMs, July 1990 [SC21 N 4913] (CD text planned for October 1990, DIS
text for October 1991, and IS status in October 1992)

Amendments to Parts 1-7, Support of Nameform2 (WD text planned for
June 1991, CD text planned for November 1991, DIS text for
November 1992, and IS status in November 1993)
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e«  Amendments to Parts 1-7, Schema, PCDAMSs, July 1990 [SC21 N 4914] (CD
text planned for October 1990, DIS text for October 1991, and IS status in
October 1992) '

« Amendments to Parts 3,4, Enhanced Search, PCDAMs, July 1990
[SC21 N 4924] (CD text planned for October 1990, DIS text for
October 1991, and IS status in October 1992)

e« WD 9594-9: Directory Information Tree (DIT) Structure and Naming,
July 1990 (CD text planned for October 1990, DIS text for October 1991, and
IS status in October 1992)

* WD 9594-10: Replication and Knowledge Management, Yuly 1990
[SC21 N 4913] (CD text planned for Cctober 1990, DIS text for
October 1991, and IS status in October 1992)

» WD 9594-11: Directory PICS Proforma, July 1989 [SC21 N 4039] (new
work item accepted by JTC1; a revised WD text is planned for June 1991, CD
text for November 1991, DIS text for November 1992, and IS status in
October 1993)

o Test Suite for OSI Directory, July 1990 {SC21 N 4951] (text recommended to
JTC1 as a new work item)

»  Question on Standardization of Directory API, July 1990 [SC21 N 4918]
(recommended by SC21/WG4 for balloting within SC21).

4.3.4.3 Enhancement to Directory Standards. (U) CCITT SG
VIII and SC21/WG4 are collaborating on enhancements to the Directory. Two areas being
addressed are the Extended Information Model and Extended Search. The Extended
Information Model work covers the generic way in which information is viewed in the
Directory, from the viewpoint of both users and system administrators. The Extended
Search work covers how extensions to the current searching mechanisms might be
provided to offer a better service to the users of the Directory [Ref. 39].

) Extensions have been proposed to the DIT Structure Rule used to
control the positioning of entries in the DIT based on the values of the Object Class
attributes. The extensions would allow the subschema administrator to specify, within the
portions of the DIB to which the subschema is applicable, criteria that allow the existence
of entries based not only on the Object Class attributes of child entries and their parent
entries, but also on the Object Class attributes of their other ancestor entries [Ref. 40].

(9)] The concept of extensible matching rules is being developed in
CCITT SG VII and SC21/WG4 for use in Directory and Enhanced Search. Capabilities
such as approximate matching, diacritics-ignore matching, regular expressions, and word-
sensitive searching are supported [Ref. 41].
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((9)) Work on a replication abstract service for the Directory is based on
MHS abstract service definition conventions (ISO 10021-3). An underlying assumption is
that the replication abstract service will be realized by means of ASEs. Data transfer
systems, external to the DSA, may be needed to carry shadow updates. Replication
operations are Request Shadow, Request Update, Refresh Shadow, and Terminate
Shadow [Ref. 42].

) EDI users have requirements for use of Directory in which the
naming structure would not necessarily be country oriented but would enable the current
trading practices that use certain trading partner names [Ref. 43].

((9)) CCITT and SC21 are considering the following features and
facilities for joint work on Directory [Ref. 44]:
« Inverted directories for Telex and Teletex services
o  Additional information with or after the result of a query
e Query cost information

o Information about services, service insiructions, tariffs, etc., in standardized
formats, taking into account additional attributes

+  Additional service controls
«  Full functionality of access control mechanisms

»  Ability of the user to indicate the desire not to receive partial results when
service control maximum parameters are exceeded

«  Return of multiple responses in groups of any specified number
e  Administrative procedures for authentication

»  Standardized error service messages

«  Shadowing (controlled replication) of Directory information

e Geographical extension

«  Consequences of distributed Directory services.

4.3.4.4 Options for Directory. (U) Two international groups are
working on functional standards (profiles) for the Directory. The issues being addressed
by the NIST OSI Implementor's Workshop Directory Services SIG and the EWOS/ETSI
Directory Expert Group indicate options within the Directory standard and areas where
baseline standards may be exceeded to address practical implementation problems.
Examples of the issues and options are:5

5 (U) Functionc! Standards for the X500 Directory, 1ST/21:1868, I1ST21/4/DIR, British Standards
Institute, 4 October 1989.
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Classification of minimurn schema capabilities.
Classification of bas=line structure rules--mandates the capability to access a
standard Directory tree (which may be extended to a wide variety of entries).

Definition of maximum APDU size--eases design of high-performance DSAs
(e.g., to ensure the Directory can respond in seconds) and eases network
problems in providing quality of service.

Pragmatic constraints on filters--protects the Directory from pathological
conditions and potentially simplifies design.

Holes in distributed operation definitions--there are many undefined aspects for
distributed operations (e.g., how to handle errors).

Constraints on alphabets--Directory uses T.61 strings. Directory profiles are
addressing rejection of strings that contain non-T.61 characters and restrictions
on permissible characters (e.g., escape characters).

Constraints on integer values--defines a minimum size integer that must be
supported.

Classification of authentication--mandate use of simple uncorroborated
authentication that supports external authentication within a closed domain.

Augmentation of attribute syntax rules--augments the standards material with
practical rules.

ASN.1 rules--mandates support of ASN.1 identifier tags that are three octets in
length (and no longer) and requires constructed string elements not to be nested
more than one deep.

Strong authentication algorithms--proposing alternatives to the use of RSATM
(a licensed product) for digital signatures.

4.3.5 Application Service Elements

(9)) The services performed in the Application Layer of the OSI model

can be thought of as application processes whose communication aspects are represented
by application entities. The OSI Application Layer structure permits an application process
to have multiple communication aspects and, hence, multiple application entities.

(9)) An application entity is a collection of one or more ASEs. Each of

the peer application entities have identical ASEs. Additionally, each ASE talks only with its
peer in the remote application entity. The remainder of this section discusses the ASEs:

Association Control Service Element (ACSE), which provides association
control and manages connections between application entities

Commitment, Concurrency, and Recovery (CCR), which provides fault
tolerance and manages error indication and recovery

Reliable Transfer Service Element (RTSE), which manages bulk data transfers
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e Remote Operations Service Element (ROSE), which manages request/reply
interactions
¢  Remote Call Procedure (RPC).

((0)) A typical application process might have a user element
orchestrating the application entities' actions. This user element could use RTSE services
to manage associations via ACSE services and could use the ROSE, which invokes RTSE
services, to transfer data through the use of the presentation service.

4.3.5.1 Association Control Service Element (ACSE).
(U) The ACSE provides service to both user elements and to specific application service
elements. The purpose of this service is to support the establishment, maintenance, and
termination of application associations. Because the ACSE manages the association of
application entities, all OSI applications contain an ACSE. The services provided by ACSE
are:
¢ ASSOCIATE, which sets up an application association
*  RELEASE, which releases an association in an orderly fashion
*  ABORT, which tenminates application association simultaneously with the
underlying presentation and session connections.
) The ISO definition of the service is technically aligned with the
1988 CCITT recommendation on the ACSE service. The differences between the 1SO
definition and the CCITT definition are quite small and are not expected to affect
interoperability between implementations written against either document [Ref. 30). There
are four relevant ISO standards:

» ISO 8649, Service Definition for the Association Control Service Element
(ACSE)

» ISO 8650, Protocol Specification for the Association Control Service Element
(ACSE)

* IS0 10035, Connectionless ACSE Protocol Specification

*  DIS 10169-1, Conformance Test Suite for the ACSE Protocol, Part 1: Test
Suite Structure and Test Purposes.

()] In addition, ISO 8650 and 8649 have three draft addenda:
Authentication, Connectionless ACSE Service, and A-Context Management Service.
Further, ISO 8650 has a fourth proposed addenda on Application Entity Titles. WD
10035-2 is the PICS Proforma for Connectionless ACSE Protocol.
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4.3.5.2 Commitment, Concurrency, and Recovery (CCR).
(U) The CCR service and protocol standards are used to supply a more fault tolerant
association than is possible with ACSE. The ACSE has two basic flaws [Ref. 9]:
e A system crash leaves ambiguous results.
e A lack of coordination of multiple systems could produce inconsistent results.

These flaws are resolved in CCR by adding the concept of commitment. The master asks
the subordinate for a commitment to perform a task (request) before the call for the
execution of the task (commitment) is made. This allows for a record to be kept by both
the master and the subordinate as to the status of the task.

()] Recovery is the process of determining the status of a task after an
application or communication failure. The CCR service provides partial support for
recovery; however, the actual recovery process is specific to the application.

(9)) Concurrency is a concept that is necessitated by the concept of
commitment. Once an application entity has offered to commit, conflicting requests cannot
be made against the application until the commitment is fulfilled. Concurrency is the
mechanism by which committed resources are "frozen" until the committed application is
completed.

(0)) There are two standards relating to CCR, and each has three draft
addenda: Enhancements, Session Mapping Changes, and Restrart. The ISO standards are:

o ISO 9804, Service Definition for the Commitment, Concurrency, and
Recovery Service Element

o ISO 9805, Protocol Specification for the Commitment, Concurrency, and
Recovery Service Element.
4.3.5.3 Reliable Transfer Service Element (RTSE).
(U) RTSE provides a service of reliably moving arbitrarily large objects from one
application entity to another. The RTSE accomplishes this service by dealing with ASN.1
data types rather than a string of octets and by .abstracting the complexity of the underlying
service session into an easily usable service.

W) When an application context contains an RTSE, it is the sole user of
ACSE services and the presentation service. The RTSE is used to signal to application
elements that a transfer has been completed successfullv The ISO standard for RTSE
comes in two parts:

s ISO9066-1, Reliable Transfer, Part 1: Model and Service Definition
o ISO 9066-2, Reliable Transfer, Part 2: Protocol Specification.
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4.3.5.4 Remote Operations Service Element (ROSE).
(U) Remote operations are a pupular technique for building distributed applications. The
ROSE manages operations for application entities via a mechanism that is analogous to
services performed by CCR for data transfer. In its most primitive form, an operation is a
simple request/reply interaction. The request, or invocation, consists of:
*  An operation number--a unique identifier for the operation to be performed
e An arbitrarily complex argumcnf—thc “input” for the operation
e Aninvocation identifier--a unique identifier for a pal:ticulai invocation
e A linked invocation identifier--an indication that this operation is being invoked
as a part of the processing of another invocation.
(NU) An invocation can have one of three results:

* A result--an invocation identifier corresponding to the operation that succeeded
and an arbitrarily complex result

*  An error--an invocation identifier corresponding to the operation that failcd; an
error number uniquely identifying the error that occurred, and an arbitrarily
complex parameter that provides clarifying information

* A rejection--an invocation identifier corresponding to the operation that was
performed and a reason that describes the rejection that occurred.

) The standards that apply to the ROSE are:

» ISO 9072-1, Remote Operations, Part |: Model, Notation, and Service
Definition
*  ISO9072-2, Remote Operations, Part 2: Protocol Specification.

) ROSE is a set of communications facilities to distributed
applications. ROSE was derived from the Remote Operations (RO) service defined in
CCITT MHS-84. The standard (ISO 9072) also provides a notation for defining them (an
extension of ANS.1). Remote operations service is asynchronous, so a client need not
wait for a response before invoking another operation. ISO 9072 d=fines the structure of
remote operations and the abstract services and protocol to support them. The services are
generic in that their effect on the remote object is defined by their users.

) The basic interaction with a remote object is an operation that is
similar to a procedure call in a programming language. An operation is invoked on a target
object, to which the operation argument is passed. Operations have one of two possible
structures, and invocations have two possible outcomes. Some operations return either a
Result, when they are executed successfully, or an Error; other operations produce only a
response (Error) if the operation fails.
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4.3.5.5 Remote Calling Procedure (RPC). (U) The ECMA
standard for RPC is ECMA 127. As defined in ECMA 127, an RPC is a communication
service to transfer procedure calls to a remote server and return results, errors, or
associated call backs. One of the central notdons of RPC is that of a stub. A stub builds
protocol information for RPCs (marshalling) and translates protocol information to server
procedure calls (unmarshalling). ECMA 127 defines an Interface Definition Notation
(IDN) to facilitate the transfer of data across an interface. The IDN supports a union of
programming language-specific data types such as pointers, arrays, and records, and
primitive data types such as integers and bit strings. ECMA 127 limits the number of
outstanding procedure calls to one per association, in order to prevent livelock situations
and preserve faimness; it is unclear if this is the most efficient solution to the livelock
problem. SC21/WG6 proposes to address RPC using an IDN that is based on abstract data
types rather than on a union of programming language-specific data types.

) Text for DIS 10148, Basic Remote Procedure Call (RPC) Using
OSI Remote Operations [SC21 N 3463), was based on ECMA 127 and submitted in 1989
on a fast-track ballot, which has failed. DIS 10148 has now been withdrawn, and a
September 1989 proposal for a new work item was accepted by JTC1 in May 1990. The
planned schedule for RPC is to CD textin J anuary 1991, DIS text in January 1992, and an
international standard in January 1993 [Ref. 45].

) The aim of the current work in ISO on RPC is to provide a
mechanism for writing distributed applications that are both syntactically and semantically
similar to a local procedure call. The scope of RPC includes a language-independent IDN
for specifying interfaces between components of distributed applications. The RPC
protocol for a particular interface definition is derived from the IDN. RPC is closely related
to two projects in SC22: Common Language Independent Data Types and Common
Language Independent Procedure Call Mechanism. It is not at all clear whether remote
operations (ISO 9072) can be used to satisfy RPC requirements or whether collaborative
work with CCITT will be conducted for RPC [Ref. 46]. SC21/WG6 has identified
requirements for RPC and IDN [Ref. 47] and has begun coordination of these requirements
with SC22/WG11 and CCITT SG VI
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(0)) ASN.1 may not be adequate as a basis for the IDN, even if
extended for this purpose. Some requirements for the IDN identified in SC21/WG6 are
[Ref. 48): '

«  Be user friendly in the sense that an applications programmer can translate

from the IDN to the programming language of choice in a straightforward,
approximately one-to-one manner

»  Be useable to automatically generate language-specific interfaces that support
procedure calls using the RPC service

* Be useable to automatically generate the programming language-specific
procedure declarations that correspond to the procedures in an IDN for use by
a server.

{8)) There would appear to be some danger of duplication of effort--and
possibly even rival standards--unless RPC is brought together, in some manner, with
ROSE [Ref. 49]. For example, ROSE has already standardized an IDN, called RO-
notation, that uses ASN.1 as a language-independent way of describing the data types of
the parameters. ROSE is already used widely, and a program of enhancements to allow it
to meet additional needs is underway. However, ROSE is not even mentioned in the new
RPC work item proposal.

4.3.6 Abstract Syntax and Basic Encoding Rules

4.3.6.1 Abstract Syntax Notation One (ASN.1). (U) At
present, ASN.1 is the only abstract syntax language that exists in OSI. Abstract syntax
languages describe data types in a machine-independent manner, thus freeing data
representation from machine restrictions. For example, a protocol specifying that a data
type is an integer need not concern itself with the number of bits required for the internal
machine-dependent representation of this data type.

(9)) ASN.1 has a rich syntax for describing data types and provides a
macro facility for extending its grammar. According to Rose [Ref. 30,

ASN.1 is destined to become the network programming language of
the 90's, just as the C programming language is largely seen as having
been the systems programming language of the 80's.
) The pertinent specifications for ASN.1 are ISO 8824,
ISO 8824/DAM 1, ISO 8824/WDAM2, and recommendaticn X.208 from CCITT. The
ISO specifications are compatible with those of CCITT, but include a few extensions
[Ref. 9].
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(U)  The Framework for the Support of Distributed Applications (DAF),
a new activity established by CCITT SG VII to standardize common aspects of distributed
applications, has been working for various enhancements to ASN.1. There are presently
five working documents for possible extensions to ASN.1 in the 1992 time frame. The
areas covered by these documents are [Ref. 50]:
«  Provide a firmer framework for the specification of table types and functions
»  Improve current definitions of character strings

»  Provide new encoding rules, Packed Encoding Rules (PER), Confidential
Encoding Rules (CER), and Distinguished Encoding Rules (DER), to
supplement or replace the current Basic Encoding Rules (BER)

«  Improve machine processability

+  Provide miscellaneous enhancements.

4.3.6.2 Basic Encoding Rules (BER). (U) The mechanism that
translates the abstract representation of data to its physical characteristics, either for
machine storage or for transmittal, is called transfer syntax. The transfer syntax in OSI

corresponding to the abstract syntax ASN.1 is contained in Basic Encoding Rules,
ISO §825.

¢8)) The BER use a "TLV" approach to mapping between abstract and
physical data: each data type is encoded as a Tag, a Length, and a Value. The tag field
corresponds to the label defined by the data type's abstract syntax, the length field normally
indicates how many octets are used for the encoding of the value portion of the data type,
and, finally, the value of the data type is encoded.

) The relevant standards for BER are ISO 8825, ISO 8825/DAD]1,
ISO 8825/DAD2, and CCITT X.209. Again, the ISO and the CCITT specifications are
compatible.

4.3.7 Other Standards

4.3.7.1 TP and ODP. (U) The TF may make use of two services
that may be seen as outside the OSI Reference Model: distributed TP and ODP. These
services are primarily applicable to the DMF. The status of the standards defining them is
described in Section 6.2.6 (TP) and Section 6.2.7 (ODP).

4.3.7.2 VT and JTM. (U) VT is specified in ISO 9040 (services)
and ISO 9041 (protocols). JTM is specified in ISO 8831 (services) and ISO 8832
(protocols). Further analysis is needed to determine whether these features are applicable
to the ATCCIS TF. The standards for these services are discussed in Chapter 9.
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4.3.7.3 Time Synchronization. (U) CCITT SG VII(Q19) has
begun work on a time synchronization service (TSS). The work is based on the US DoD
RFC-1119, Network Time Protocol (NTP), currently being used by the Internet
community (see Section 4.3.7.5). The TSS time standard is based on the Coordinated
Universal Time (UTC), determined by the Bureau International de I'Heure (BIH) from
astronomical observations provided by the US Naval Observatory and other
observatories.6

) The TSS can be usca in distributed systems in several ways: to
measure elapsed time, to preserve the order of events, and to coordinate activities of a set of
processes. The elements of the TSS model are the following:

*  Local clock--an oscillator that, once set with a time value, attempts to maintain
a local estimate of global time

*  Time user agent (TUA)--the user of the TSS
*  Time synchronization agent (TSA)--the provider of the service.

) Each TUA interacts with a set of TSAs to obtain information, from
this information to determine the best estimate of global time, and to set the local clock to
this value. The TUA may adjust the frequency of the local clock to compensate for drift in
the hardware. Synchronization of clocks is by continuous distribution of time--TUAs build
up information based on samples of a number of servers for the delay characteristics of the
communication path between itself and each of the TSAs.

) Time is distributed through the system via a hierarchical set of
TSAs. Stratum 1 TSAs, at the top of the hierarchy, have local clocks that are set by
external means from the most accurate sources available. These means could include radio
receivers and such satellite devices as the Global Positioning System. Clocks that have
been set by TUAs that have obtained time information directly from Stratum 1 TSAs are
said to be at Stratum 2. At each level of the hierarchy, except the top and bottom, each
TUA may have an associated TSA that can be used to distribute time information in the
local clock to TUAS at the next lower level of the stratum. It is expected that there will be a
number of Stratum 1 TSAs, some being provided as public services. Each site using
LANSs would have two or more Stratum 2 TSAs, and each LAN segment could have two or
more Stratum 3 TSAs. Individual end systems might not need to have clocks at much more
than Stratum 4 [Ref. 51].

6 (U) Discussion on time synchronization was taken from SC21 N 4565, Liaison Statement to

SC21/WG4/WG?7 on Time Synchronization, CCITT SG VII, March 1990.
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4.3.7.4 ECMA Model for Management. (U) In January 1987
the European Computer Manufacturers Association (ECMA) established [Ref. 52] an
abstract model for the management aspects of OSI. The frz mework provided by ECMA is
designed to form the basis for the definition and specification of services and protocols that
enable the planning, organizing, supervising, and controlling of the communication service
that forms a part of a distributed information processing system. In this context, OSI
management is defined as the collection and interchange of information necessary for the
management of those aspects of open systems that aré relevant to Open Systems

Interconnection. The abstract model addresses standardization in two areas:
¢  Semantics of the management information transferred or extracted from the
management information base (where the structure of the information within

the management information base is viewed as a local matter and not subject to
management standardization)

»  Services and associated protocols for the transfer of management information
between open systems; this requires that both the syntax and semantics of the
information transferred be specified.

ISO standards for OSI network management are being developed by SC21/WG4; they are
discussed in Section 8.2.

4.3.7.5 US DoD Standards for Internetting Networks.
(U) The US military has developed and widely implemented (e.g., in the Defense Data
Network) unique protocols for Layers 3 and 4 that are not OSI conformant. These
protocols will serve as a costandard for the US DoD until transition to OSI is complete.
These protocols are identified since they will be implemented in the transition strategy for
- tactical data systems to be fielded in the 1990s by the US Army [Ref. 53). Details are
provided in Appendix C (Section 2.7). A connection-oriented transport service (CLNS) is
provided by the Transmission Control Protocol (TCP), which provides end-to-end
reliability, and a connectionless-mode network service is provided by the Internet Protocol
(IP). The IP provides connectivity over diverse network technologies.

W) Historically, TCP/IP arose to meet the need for reliable
transmission of information over media that did not guarantee reliable, error-free delivery
of information (e.g. Ethernet, Packet Radio, and Satellite). The Defense Advanced
Research Projects Agency (DARPA) sponsored research into survivable multi-media packet
networking in order to improve the only existing network, ARPANET. This research
resulted in the US DoD sponsored Internet suite of protocols.

) TCP/IP corresponds to Layers 3-4 of the OSI model. In terms of
network service, the closest comparison is between the connectionless network service
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(CLNS) and the service offered by the IP. The services offered by the the OSI CO-mode
TP4 and the TCP are similar, however, three major differences exist:
(1) The TCP service is stream-oriented, whereas the OSI transport service is
packet-oriented.
(2) The TCP service offers a graceful release, whereas the OSI offers this release
in the session service.
(3) The TCP has an urgent data facility, whereas the OSI has an expedited data
service. - :
) The major emphasis of the Internet suite is on the connection of
diverse network technologies (Layers 1-4). In addition, several applications for use in the
Internet suite are available (see Appendix H; for a more complete listing see Reference 20):

e Simple Mail Transfer Protocol (SMTP)
*  File Transfer Protocol (FTP)

« TELNET

*  Domain Name System (DNS).

) These services are the analogs of MHS, FTAM, VT, and Directory,
respectively. All of the Internet application protocols are rather simple. They offer a basic
level of service and have a very narrow scope. The OSI applications are, in general,
functionally more capable than the corresponding applications in the Internet suit [Ref. 30).
In fact, the US government, as well as manufacturers and users, endorse OSI rules at the
upper layers while preserving the established TCP/IP networks for the transport of
information [Ref. 54].

) The technical body that oversees the development of the Internet
suite of protocols is termed the Internet Activity Board (IAB). The IAB is composed of
senior researchers, the majority of whom are the designers and original implementors of the
Internet suite. Any member of the Internet community can design, document, implement,
and test a protocol for use in the Internet suite. The IAB requires that protocols be
documented in the Request for Comments (RFCs) series.

) There are four RFCs that define the status of documents in the RFC
series. The first is the Assigned Numbers [Ref. 55], which lists the assigned values used
for the parameters in the Internet suite of protocols. The second is Official Protocols,
which lists all official protocols. The third is Gareway Requirements, which lists all
protocols and practices that relate to network nodes. And the fourth is Host Requirements,
which lists all protocols and practices that relate to host nodes. These RFCs are
periodically updated, with the most recent document always taking precedence.

52
UNCLASSIFIED




UNCLASSIFIED

4.3.7.6 1SO Development Environment (ISODE). (U) ISODE is
non-proprietary software, aeveloped as a tool to study OSI. In the current vacuum of OSI
implementations, however, ISODE has become a default reference implementation of the
OSI upper-layers, a platform for deploying OSI services, and a means for transitioning
from TCP/IP to OSI protocols.

W) The ISODE software supports various OSI protocols and
applications. ISODE is aligned with US GOSIP. The current modules include the
following [Ref. 30]: '

«  OSI transport service (TPO on top of TCP, X.25, and the CO network service;
TP4 for SunLink OSI)

»  OSI session, presentation, and association control services
¢  ASN.1 abstract syntax/transfer notation tools

¢ OS] reliable transfer and remote operations services

+«  FTAM/FTP gateway

¢ OSI Directory services

¢ OSI VT (basic class and TELNET profile).

4.4 Assessment of Coverage by Standards

(U)  MHS-88 provides a number of the military features identified by TSGCEE
SG9 WG2 (Upper OSI Layers) for a Military Message Handling System (MMHS). Work
on the draft STANAG for MMHS that was based on MHS-84 was completed as an
intercept strategy, and analysis is now being performed in TSGCEE SG9/WG?2 to identify
additional features required for military application of MHS (See Section 10.3.8). Analysis
of the relationship of MHS to ACP 129 and Abstract Syntax Notation One (ASN.1) to
STANAG 5500 and other message standards is needed. NATO has requirements for
media independent data communications protocols (e.g., for Link 1 replacement) that have
not yet been developed; these standards could be applicable to the TF, and more work
needs to be done in this area (see Section 10.3.4).

{U) Allied Communications Publication (ACP) 127 is a NATO standard for
message handling services. In a comparison of the 65 service elements of ACP 127, a
recent analysis {Ref. 56] has identified 55 as common to MHS-88. An additional five
service elements were shown to be related to, but not the same as, those in ACP 127:

*  Precedence levels (MHS-88 provides an Importance Indicator)

¢ Message identification (MHS-88 provides somewhat different features)
Prosign C (MHS-88 has an obsoleting indication)
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+  Bell signal (MHS-88 provides a stored message alert)
»  Date-time group (MHS-88 has a submission time stamp).

Five services provided in ACP 127 are not supported in MHS-88: financial accountability,
service message, network continuity indication, off-line accountability, and tracer action.
Version 4 of STAMINA provides MHS-84 services and ACP 127 functionality (see
Section 11.7).

(U) A key feature required for the TF is the Directory service that may be fully
addressed by CCITT X.500-1988 standards. Further analysis is needed of the features of,
as well as the requirements for, Directory services.

(U) SC21/WGI is still refining the OSI Reference Model regarding the
specification of the boundaries of Layers 1 and 2. Some of the protocols needed for the TF
may be determined to lie outside the Reference Model. These might include forward error
correction coding (several ISO standards provide for error detection) and other mechanisms
such as interleaving of bits from a sequence of octets to reduce the impact of the
environment on certain transmission media. Protocols for handling requirements of
cryptographic devices (e.g., synchronization) and media access may also lie outside the
Reference Model. Standardization of these features within NATO should, wherever
possible, be accomplished with media-independent STANAGsS.
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5. THE SERVICE CONTROL FACILITY (SCF)

§.1 Description of the SCF

(U) The SCFis defined in WP 24 [Ref. 3] as a logical entity that binds together
all the facilities in a given ensemble, together with any National facilities that are supported
by that ensemble. There is no concept of peer interactions between SCFs.

5.2 Standards to Support the SCF

(U)  The selection of standards for the SCF is more difficult than for the TF for
two reasons: (1) there are far fewer relevant international standards, and (2) the selection
of standards for the SCF, more than for the other basic facilities, is nearly an
implementation issuc. The SCF appears to be outside the scope of the OSI model.

(U) In WP 24, Annex G, it is pointed out that one option for providing SCF
functionality is through the selected operating system (possibly with some modifications).
Potential operating system interfaces are described in the subsections that follow. Another
option is to define a separate entity for the SCF; however, no standard appears to exist for
such an entity, and the required services may be too ATCCIS specific to allow standards to
be employed.

(U) Continued analysis of standards relevant to the SCF, including the
consideration of options within specific standards, is dependent on the selection of base
standards (e.g., a specific operating system). The PWG considers such a selection to be
implementation dependent and wishes to leave open the possibility of other
implementations that are presently less standardized (e.g., the use of a bare machine with
an Ada run-time environment). Further analysis of potential SCF standards would be
tased on further definition of standard operating system functions and interfaces or
refinement of SCF basic service requirements.

5.2.1 Portable Operating System Interface for Computer
Environments (POSIX)

) The Portable Operating System Interface for Computer
Environments (POSIX) is an interface standard for operating systems that is designed to be
vendor independent and to promote application portability. Development of the POSIX
standards is through the Institute of Electrical and Electronics Engineers (IEEE) Computer
Society's Technical Committee on Operating Systems (TCOS). The TCOS has formed a
large number of working groups. These working groups and the POSIX standards being
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developed are identified by the same label, namely P1003 with an appropriate extension.
The scope and status of the POSIX work in IEEE is provided in Table 6 [Ref. 57].

Table 6. (U) POSIX Standards Being Developed by the IEEE Computer Society,
Technical Committee on Operating Systems for Submission to ISO Through ANSiI

UNCLASSIFIED

P1003.1, POSIX - System Interface and C Bindings--defines a standard operating system interface and
environment to support application portability at the source code levei (approved by ANSI in
November 1989 and by ISO as ISO 9945-1.

P1003.1a Provides editorial corrections that respond to concerns in balioting.
P1003.1b Adds functions and provides preparatory work for language-independent
specifications. (IEEE balloting planned for late 1991.)

P1003.2, Shell and Utilities--defines a standard source-code-level interface to shell services and
common utility programs for applications programs. (Draft #10 was submitted for IEEE ballot and
to ISO as DP 9945-2.)

P1003.2a  User Portability Extensions. (IEEE baliot planned for August 1990.)

B1003.3, Test Methods: General-defines general requirements and test methods for test suites to
measure conformance of an implementation to IEEE POSIX and related standards; seeks to
define what to test rather than how to test and promotes the development of testable standards.
(Draft #11 was submitted to IEEE ballot in February 1990; approval of final text is expected late in
1990.)

P1003.3.1, Test Methods: System Interfaces--defines test methods and requirements for
implementations of test suites to measure conformance of an operating system product to POSIX
P1003.1. (IEEE ballot in February 1990; approval of final text expected late in 1990.)

P1003.,3.2, Test Methods: Shell and Ulilities--defines test methods and requirements for
implementations of test suites to measure conformance of an operating system product to POSIX
P1003.2. (IEEE balloting planned for early 1992; approval of final text expected late in 1992.)

P1003.4, Real-Time Extensions--defines a real-time extension to POSIX environments. (Balloting in
May 1990; approval as an |EEE standard expected in the spring of 1991.)

P1003.4a, Threads--defines interfaces for handling multiple threads of control within a single
POSIX P1003.1 process. (IEEE balioting planned for August 1990.)

P1003.4b, Language-Iindependent Specifications--rewrites interfaces defined in P1003.4 and
P1003.4a into a language-independent binding. (Balloting planned for December 1990, with
approval late in 1991.)

B1003.4¢c, Extensions to P1003.4--extends interfaces defined in P1003.1 and P1003.4 to include
additional real-time facifities. (Balloting planned for 4Q 1991.)

P1003.5, Ada Language Binding--determines the Ada environment interface and Ada extensions
required for POSIX; provides a specification for the Ada environment interfaces and Ada required
extensions so that applications programs can be written to operate consistentiy on all conforming
POSIX/Ada environments. (Balloting planned for August 1990 and approval of final text early in
1991.)

P1003,6, Security Interface for POSIX--develops specifications for standard interfaces to security
services and mechanisms for portable applications to include Systems Call Interfaces and
System Commands. (Balloting planned for May 1991 and approval in early 1992.)

P1003.7. System Administration Interface--defines a standard interface to utilty programs for
administering systems that conform to POSIX. (Balloting planned for 1Q 1992 and approval in
1993.)
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Table 6. (U) (Continued)

UNCLASSIFIED

E_QQ_&,QTTransparanl File Access (TFA)-develops system interfaces and other mechanisms to permit
portability of applications into environments where files, directories, etc., may reside on remote
systems. (Balioting planned for 2Q 19892.)

P1003.9, FORTRAN Language Binding--defines a FORTRAN-1977 language binding to applicable
POSIX interfaces and functionality as specified in P1003.1,2,4, etc., and establishes an interface
for FORTRAN to POSIX such that FORTRAN applications using POSIX functionality will be
portable at the source code level. (Work based on results of /usr/group; balloting plannad for
August 1990.)

P1003.10, Supercomputing Application Environment Profile (AEP)--develops an AEP for
supercomputing environments. (Balloting planned for 4Q 1990.)

P1003.11, Transaction Processing AEP--develops an AEP for transaction processing environments.
(Balloting planned for Spring 1991.)

P1003,12, Protocol Independent Interfaces--detines programmatic interfaces that allow a portable
application to communicate with another entity in the network such that the application may be
independent of the underlying protocols. (Balioting planned for 1993.)

P1003.13, Name Space/Directory Services--provides a standard interface supporting the development
of applications that use Directory services. (Status is uncertain; TCOS support withdrawn April
1990.)

P1003.14, Real-Time AEP--defines an AEP for real-time applications using the POSIX interfaces;
addresses three profiles: full-function real-time system, embedded control system, and
intermediate real-time system. (Balloting planned for early 1991.)

P1003.15, Traditional Interactive Multiuser System AEP--defines an AEP based on P1003 work and
related standards that describes a traditional model of an interactive, multiuser system;
establishes a protile to retlect traditionally understood functionality and addresses both
application developers and users. (Status uncertain as work not yet approved by TCOS; balioting
planned for mid-1981.)

P1003.16, Multiprocessing Application Support AEP--defines an AEP for multiprocessing applications
environments based on relevant POSIX standards. (Ballioting planned for mid-1991.)

P1003.17, Batch Environment Amendments--define utilities, library routines, system administration

interfaces, and a host-to-host protocol to provide a network queueing and batch system in a
POSIX environment. (Balloting planned for July 1991.)

Source: Briefing on POSIX, NIST, 12 June 1990, UNCLASSIFIED.

(9)) The POSIX standard recently approved by IEEE was provided to
ISO by the American National Standards Institute (ANSI). WG1S5 of SC22 within the
JTC1 was formed in September 1987 and assigned responsibility for POSIX. The IEEE
standard P1003.17 has been adopted as ISO 9945-1. WG15 eventually intends to remove
the focus on UNIX and the C language to create a generic interface specification between
any language and a multiuser environment.

7 (U) P1003.1-1988 has been adopted as a US standard: Federal Information Processing Standard (FIPS)

151-1, March 1990. It is mandated for all US Govemment departments and agencies: "...shall be used
... where POSIX-like interfaces are required.”
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(U)  Part 2 of the POSIX standard is for interfaces to shell and utilities
(P1003.2). Draft #9 of IEEE P1003.2 has been submitted® to 1SO through ANSI as DP
9945-2 and is currently undergoing a formal approval process. Part 3 will be System
Administration. Tt has also established a project to describe POSIX by use of the Vienna
Development Method-Specification Language (VDM-SL) as an FDT. All three regional
workshops (AOW, EWOS, and NOIW) have accepted POSIX as part of their
recommendations.

) ANSI is developing a standard interface for the C language
(X3J11) that is compatible with POSIX. As shown in Table 6, IEEE is working on Ada
and FORTRAN bindings for POSIX; the Ada binding should be complete in 1991.
POSIX is intended to be compatible with both Latabase Language SQL and information
resource dictionary system (IRDS) database management languages, as well as with OSI
data communications and interprocess communications. Other aspects of POSIX standards
work needed for the SCF are the security interface (1992), file access (1992), real-time
extensions (Jate 1991), and protocol independent interface (1993) [Ref. 58].

5.3 Standards Activities and Emerging Standards

(U)  Standards activities in areas related to the SCF have been primarily in the
area of developing international, nonproprietary standards for interfaces to operating
systems. It appears unlikely that an international standard for an operating system will be
developed, in part because operating systems are closely tied to the hardware architecture of
vendor products. International standards for entities other than operating systems that
provide the SCF functionality have not appeared and no work is known in this area.

(U)  As indicated earlier, POSIX is becoming a widely accepted approach to
standardizing interfaces to operating systems; the initial standard for POSIX (ISO 9945-1)
has been completed. Consortia have been formed to develop and promote profiles of
standards that could be the basis for open environments and portable systems within these
environments. All the consortia have adopted POSIX; however, there are differences in the
approaches being taken. Activities of these consortia in the POSIX area are discussed in
this section; additional information on portability profiles is provided in Chapter 8.

(U)  The international nonprofit consortium X/Open™ is developing extensions
to UNIX™ System V Interface Definition (SVID) to a distributed (two-phase) transaction
processing environment that meets OSI standards A layered functional model for this

8  (U) P1003.2 (Draft #9, 1989) is currently undergoing a formal approval process as a FIPS for the US.
Approval as 2 mandatory standard is expected early in 1991.
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processing environment that meets OSI standards A layered functional model for this
environment that consists of resource, commit, and transaction management has been
proposed. This model requires certain extensions to the UNIXTM kernel (guaranteed
output to files and concurrent input from peripherals). The X/Open System V Specification
(XVS) is the initial recommended standard for the operating system. The extensions would
be part of a Common Applications Environment (CAE), a concept to promote software
portability. This would be achieved by adopting and adapting existing industry and "de
facto” standards, rather than by creating a new standard. Future goals for the CAE are
alignment with POSIX P1003.1 (with a large number of extensions) and ANSI X3J11 C
together with interfaces for Indexed Sequential Access Method (ISAM) and an embedded
standard Relational Database Language (SQL). The X/Open version of ISAM is based on a
major (implementation nonspecific) subset of C-ISAM Version 2.10 (January 1985) from
the Informix Corporation. The initial X/Open version of SQL is not fully compliant with
ANSI X3.135-1986 [Ref. 59-61]. Standards recommended for the CAE are discussed in
Section 9.4.3.

(U)  Another approach to developing standard interfaces to UNIX-type systems
is being taken by the Open Software Foundation (OSF), an international consortium
formed in May 1988. The emerging operating system interface standards would initially be
based on AIX™, an IBM version of UNIX interfaces. The operating system is planned to
be fully compatible with the POSIX standards. In addition to the operating system, the
other elements of the OSF architecture are: languages, user interface (e.g., distributed
window manager), graphics libraries, networking services, and database management.
Each element in the OSF Level Zero application environment specification is defined by
existing ISO, FIPS, ANSI, and military standards. OSF is a non-profit, industry-
supported research and development organization whose activities are designed to promote
an open, portable application environment.

(U) A third approach to developing POSIX-conformant operating systems is
underway. This approach is based on providing a version of the Berkeley UNIX with a
POSIX interface.

(U) A fourth approach has been announced by the consortium called OPENSS.
This consortium is reported to be planning to have a POSIX-conformant version of UNIX
in 1990.

(U)  The NIST has developed an Applications Portability Profile (APP) as an
approach to identifying standards that could be used to achieve an open environment that
would ensure a high degree of applications portability. In addition to the operating system,
this environment includes data management, data interchange, network services, user
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the key, in addition to opcn' systems interconnection, to such an environment. NIST has
identified [Ref. 62] a number of areas in which the current POSIX definition must be
extended in order to "provide full operating system functionality.” These extensions
include shell and tools, system administration, and terminal interface extensions. Extended
POSIX would be part of an integrated set of non-proprietary standards. Efforts are still
required to specify the appropriate standards and "bindings" for the open environment.
The complete APP proposed by NIST, together with the status of relevant standards other
than POSIX, is discussed in Section 9.4.3. )

§.4 Options Within the Standards

(U) POSIX standards are still in an early stage of development. Extensions to
the draft standards currently available will increase functionality and reduce the options not
yet addressed by the standards, specifically in the areas of language bindings, tools, and
administration.

5.5 Assessment of Coverage by Standards

(U)  While an operating system could provide SCF services, such services could
potentially be provided in other ways. Standardization of operating systems appears
unlikely and not required for ATCCIS. Further, there is no need to select a standard
operating system for ATCCIS, since such a selection is viewed as an implementation issue
left to the nations. When mature, adopting the POSIX interface standard for ATCCIS
appears to be an attractive option, both to achieve some of the SCF functionality and to
promote applications portability among the nations during implementation. Adoption of
POSIX would probably not fully meet SCF requirements. However, further refinement of
the SCF requirements and extension of the POSIX standard are needed to assess additional
requirements for ATCCIS.
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6. THE DATA MANAGEMENT FACILITY (DMF)

6.1 Description of the DMF

(U) The DMF for ATCCIS is defined in WP 24 as a logical entity in each
ensemble that provides services for manipulating data objects to support the transfer of
information between systems. The purpose of data management is to represent the
meaning and relationships of the information items required to perform key tasks, to ensure
meanings and relationships are preserved when information is exchanged with another
ATCCIS system, and to ensure changes to data items in ATCCIS systems are applied
consistently wherever these items are stored. The DMF provides the services related to
transaction processing and database management, whereas the exchange mechanisms are
provided by the Transfer Facility (TF).

(U)  Peer interactions between two DMFs will be of two forms: either a DMF
will be sending an update or it will be requesting data. One or more standard query
languages will form the basis of the peer-to-peer protocol for the exchange of data between
ATCCIS systems. More than one data model (e.g., relational, hierarchical, image/map
oriented) may be required for the DMF. The information transfer services are primarily
constrained by finite communications bandwidth and security. Security is discussed in
Section 8.1.

(U)  The DMF will provide mechanisms to accurately represent the meanings and
relationships of the information items to be managed. These mechanisms include the
database system, the conceptual schema, and ATCCIS domains. For each ATCCIS data
model to be supported, these mechanisms will provide a standard way of representing the
data, including support for common data definitions. (The definitions as well as the data
would be standardized during the implementation phase of ATCCIS.) An example of one
type of support that could be provided is a data dictionary system, which could be used by
ATCCIS conformant systems to maintain common data definitions and representations.
Another example is the data definition language (DDL) that may be provided with a
database system or language. The DDL must be rich enough in its forms of expression to
have attributes required of both commercial and military systems. For example, it needs to
have the capability 10 recognize several types of hierarchy for data classification and
compartmentalization and be trusted to permit access by users with varying levels of
authorization for these classification levels and compartments.
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6.1.1 Partitioned, Partially Replicated Database System

(U)  Asdescribed in WP 24 [Ref. 3], Annéx A, data transfer services in
ATCCIS will be provided by a partitioned, partially replicated database system.
Partitioning means that the entire ATCCIS database is segmented into disjoint parts that are
held at geographically separate locations. Some of the parts of the ATCCIS database are
copied or replicated at other locations to ensure survivability or to provide more rapid local
access. A partitioned, partially replicated database provides sufficient flexibility for
efficient exchange of information in a manner that minimizes usage of communication by
permitting either "push” access (for updates) or “pull” access (for queries).

6.1.2 Conceptual Schema

) A common conceptual schema will define all ATCCIS data related
to information exchange. The ATCCIS database will be segmented or partitioned into
replication domains, each owned and managed by a specified sub{unctional area (SFA).
Each replication domain has one master copy and may have other copies referred to as slave
copies. A single DMF would be able to access some, but not all of the master and
replication domains.

6.1.3 Domains

(8)) Each domain comprises two parts. One part (domain details)
provides the characteristics and control information for the domain. Examples of possible
domain details are: name, owning SFA, home ATCCIS ensemble for the master domain,
list of permitted users, component addresses for the replication domains, and security
classification parameters. The other part of a domain (domain data) provides the values of
each data item. The representations of some features of a domain, such as data item
characteristics, data relationships, and data dictionaries, are implementation dependent and
have therefore not been specified.

9 (U) The schema may not identify information managed uniquely by a headquarters or a national
system. '
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6.1.4 Required Services

) The DMF provides these basic services [Ref. 3, Annex A}:

Data definition--provides a common understanding between systems on the
atributes and meaning of data.

Local queries--queries that can be satisfied by a data item or a set of items as
specified in parameters supplied in the query, subject to authentication of the
requestor's identity before issuing the data, such that the data resides in either a
master or slave copy at the location where the query is made.

Remote queries--transfers, from a remote master or slave copy, a data item or 2
set of items as specified in parameters supplied in the query, subject to
authentication of the requestor's identity before issuing the data, from a
location other than the one where the query originated.

Consistency control--ensures that any updates to values of data items in a slave
copy ultimately become the same as the values in the master copies of the
relevant domain; consistency control also ensures that update transactions are
applied in the correct order.

Local updating--provides for changing the values of a data item or set of data
items for a domain, where the master copy is held at the same location as the
one where the update originated.

Local slave updating--provides for changing the values of a data item or set of
data items for a slave domain, but without replication of the updates.

Remote updating--provides for changing the values of a data item or set of data
items for a domain, where the master copy is at a remote location; these
operations are subsequently directed to all slave copies of the relevant domain.

Integrity of replicas--ensures that each replica, together with deferred updates,
can be used to replace the master domain in the event of a system failure.

Management of distribution--supports the partitioning and partial replication of
the databases.

Recovery from failure--provides mechanisms to decide that there has been a
failure, allows recovery from failure, and permit a slave copy to become a
master copy.

Change of command--supports change of location of command (COLOC) and
succession of command (SUCOC) by permitting a slave to become the master
and by permitting new slave copies to be designated dynamically.

Database statistics--provides status and usage data for the system manager.

Database initialization--provides for the creation and loading of initial values of
a database and its replicas when the system is initialized.
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) In aﬂdition, wne DMF will provide the following management

Create domain--creates a new, empty domain, either as a master copy or for
use as a replication copy of a domain.

Delete domain--deletes a domain and erases all data in that domain. (When
applied to a master copy it will delete all associated replication copies.)

Transfer domain--causes, when proceeding to normal completion, the master
of the domain to become a slave copy and the slave copy at a designated
replication component to become the master.

Assume domain--provides for change of ownership of a domain.

Unassume domain--provides the capability to resolve the situation in which
more than one ATCCIS component has exercised assumption of the same
domain by designating another domain as the master.

Amend domain--provides for changing the characteristics of a domain, such as
the list of users or the replication list, by the owner or other authorized user.

Details domain--provides for query of the details or characteristics of a domain
by an authorized user.

Copy domain--copies the entire contents of a domain, both characteristics and
data, to a replication copy. (Space for the copy is first created by "create
domain.")

Restore domain--allows the owner of a domain to recreate the data in the
master copy of the domain by copying it from a replication copy, in support of
data recovery after failure.

Advise domain--al'ows an A TCCIS component to be interrogated to see if it
holds a copy of a domain. (This permits components who have lost and then
reestablished communications to find out whether the replication list is correct.)

) Some options for standardizing the appropriate features of domains

are inherent in the discussions in the sections that follow. Some services being evaluated to
provide database operations (not yet adopted) imply implementation of a relational database
architecture. Examples of database operations are: select, update, delete, insert, project,
product, union, intersect, difference, divide, join, and equijoin.

6.2
U)

Standards to Support the DMF

This section primarily addresses the technical aspects of data management.

The procedural aspects of data management are addressed in Sections 6.5 and 6.6. The
Reference Model for Data Management described below applies to both the technical and
procedural aspects.
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6.2.1 ISO Reference Model for Data Management

(9)) The Reference Model for Data Management is CD 10032.
Development began in 1988 and a second CD text was distributed in 1990. The Reference
Model for Data Management is expected to take 2 more years to complete. Issues to be
resolved for this reference model include distributed operation and export-import concepts
and requirements. Coordination with ODP is required.

() CD 10032 includes in the scope of data management the
description, creation, modification, use, and control of data in information systems. The
model provides a framework for identifying interfaces; positioning interfaces relative to
each other; identifying facilities provided at each interface; identifying the process that
supports each interface and, where appropriate, the specific data required for this support;
positioning the use of the interfaces in terms of the information system's life cycle; and
identifying the binding alternatives associated with each interface. The concepts defined in
the model may be used to define the services provided by particular database management
systems or data dictionary systems. The data management field of applicatdon concerns any
user--human or applications program--who wants to request services for management and
storage of information in a persistent manner.

) SC21/WG3 is preparing a technical report, Tutorial for Reference
Model of Data Management, that will address the following topics [Ref. 63]:
*  Tutorial aspects for the Reference Model of Data Management

*  Analysis of current database standards in terms of the Reference Model
concepts

*  Analysis of data management services using data flow diagrams

*  Description of current database standards with resnect to the requirements of
the Reference Model.
6.2.2 Data Definition and Manipulation Language Standards

{9)) There are now two data manipulation language standards approved
by ISO, ANSI, and FIPS: NDL!0 and SQL.!!

6.2.2.1 Database ianguage NDL. (U) Database Language NDL
(ISO 8907, ANSI X3.133-1986, FIPS 126) is an outgrowth of 1978 CODASYL

10 () NDL is not an acronym; historically, the term derived from the concept of a network data
language.

11 U) SQL is also not an acronym; historically, the term derived from the concept of a structured query
language, but today represents much more.
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specifications using a network model for a DDL and a data manipulation language (DML).
NDL is characterized, in part, by extensive use of logical pointers These pointers support
such facilities as FIND NEXT (push down in a stack) and FIND OWNER (pop up in a
stack). The specification work was conducted from 1981 to 1986 by the ANSI X3H2
Database Committee. No follow-on standards activities are being conducted by ISO or
ANSI for NDL (Ref. 64, 65].

6.2.2.2 Database Language SQL. (U) SQL (ISO 9075, ANSI
X3.135-1986, FIPS 127) is based on a relational database model; the specification work
was conducted from 1982 to 1986 by the ANSI X3H2 Database Committee. Future work
in the standards for database management systems by ISO and ANSI/X3H2 will be on
distributed database processing (e.g., remote data access protocol) and extensions to SQL.

) Both ISO and ANSI are working closely together and in parallel on
SQL2 (CD 9075.2), a follow-on standard. A draft proposal version of the SQL2 standard
was released in 1989. SC21 has recommended that SQL2 proceed to a second CD ballot in
July 1990. Due to the length of the document, 5 months has been allowed for comments.
An editing meeting is planned for January 1991, IS text is expected in 1992. SQL2 is
expected to incorporate the following draft addenda:

*  Addendum 1 (ISO 9075 AD1, Integrity Enhancement Feature) provides for
check clauses, default clauses, and referential integrity constraints.

*  Addendum 2 (SC21 N 2663) would formally incorporate the appendix in
ISO 9075 on embedded SQL for COBOL, FORTRAN, PL/1, and Pascal as a
standard. Further, it would extend standards for embedded SQL to two more
programming languages, Ada and C.
) Work has already begun on SQL3 (WD 9075.3), which is planned
to become a standard about 1993. SQL3 would contain the following features:

»  Generalized triggers (similar to IF...THEN statements; based on a condition of
data, not time)

*  Generalized assertions (given a certain condition, to trigger integrity checks on
the database; e.g., to do before and after validation on values in the database)

»  Recursive expressions (these allow an open-ended subordinate assertion, e.g.,
to completely search a tree--currently, only finite queries to specified levels are
permitted)

»  Escape from SQL to call external features

»  Basic capability for user-defined data types (the only structure in SQL is a
table; this allows the user to declare a domain separate from a table)

66
UNCLASSIFIED




UNCLASSIFIED

«  Support for subtables, provided through inheritance and generalization features
*  Appropriate support tools for object-oriented and knowledge-based systems.

6.2.3 Stsndards for Interfacing Data Definition and
Manipulation Languages to OSI Service Elements

6.2.3.1 Remote Data Access (RDA). (U) RDA!2 is an ISO
standard to facilitate access to databases from intelligent workstations and from other
database systems. It is essentially a (standard) generalization of certain operations of
database systems, file servers, and document servers. RDA will allow, with minimum of
technical agreement outside the interconnection standards, the interconnection of
applications and database systems from different manufacturers, under different
managements, of different levels of complexity, and exploiting different technologies.
Since an application may itself be a database system, RDA can be used to support multi-
database system interworking.

(9)) RDA service is designed to picvide all possible valid data
manipulation functions on any database. The functions needed (and available) depend on
the structure and content of the database, so the definition of these functions must be
accomplished at run time (not explicitly coded into software). Thus, RDA allows data
management language operations to be defined and named (actually numbered) so they can
be repeatedly invoked later in an application and association.

) The ISO standard for RDA (DP 9579) defines the format and
meaning of messages that support this application. RDA uses common OSI services for
the association control service element (ACSE)--ISO 8649 and ISO 8650, commitment
concurrency and recovery (CCR) service elements--ISO 9804 and ISO 9805, and ROSE
(ISO 9072) to provide the communications services. RDA can be viewed as a composition
of ACSE and CCR with a specialization of the ROSE.13 RDA needs no specific protocol
of its own; it only requires additional sequencing'rulcs and a method for handling violations
of them. The Abstract Syntax Notation standards (ISO 8824 and 8825) are used in the
Presentation Layer to define structures (data types) and rules for encoding structures so that
the structures can be transmitted.

12 (U) Discussion taken from Remote Database Access, Tutorial, SC21 N 1927, ISO/TC97/SC21,
28 July 1987, UNCLASSIFIED; and DP 9579-1, 29 March 1990 {SC21 N 4282).

13 (U) Application Service Elements ACSE, CCR, RTSE, and ROSE are discussed in Section 4.3.5.
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(U)  The ISO standard DP 9579 is based on work of the ECMA
Technical Committee on Databases, CCITT, and ISO SC18. ECMA TR30 (December
1985) was the starting point for RDA, and ECMA TR31 initially defined the concepts,
notation, and cornecticn-oriented mappings for remote operations. DP 9579 has two parts:

e DP 9579-1, Generic Model, Service, and Protocol [SC21 N 4282, March
1990]

o DP9579-2.1, SOL Specialization [SC21 N 4282, March 1990].

(9)) The remote operations philosophy is based on object modelling in
which the functionality of an object is modelled as a set of operations available at its
interface. Object modelling also includes the notion of object classes, subclasses, and
property inheritance. In RDA these concepts are used to define a generic RDA, which
defines a class of remote database access applications, and specific RDAs, each of which
defines a subclass of RDA applications. Those properties common to all RDA applications
are defined in the generic RDA. Those that relate to subclasses are defined in RDA
specializations.

) The generic RDA can support any data management language. One
of the specific RDAs is a specification for the Database Language SQL [Ref. 66]. Other
specific RDAs to be developed in the near future are also expected to be based on the
relational approach. The relationship data management language was chosen because it
supports complex selection functions and multi-record operations for updating and
deletion. This enables the RDA to accomplish selection processing in the database server
(the place where the data is stored). This reduces the amount of unneeded data that is
transferred to the client (user) and thus minimizes use of communications [Ref. 67].

{8)) The generic RDA standard has completed its first DP ballot.
Alignment with the Application Layer Structure (ISO 9545) and TP (DIS 10026) is
required. SQL1 (DP 9579-2.1) and SQL2 (WD 9579-2.2) specializations for RDA are
being developed; a CD draft of the SQL2 specialization is expected in June 1991.

) The SQL1 spccializatioh (DP 9579-2.1) defines the service and
protocol for access to databases and supports the data manipulation functions of SQL. This
is done through specifying the transfer syntax for specific data manipulation functions, as
provided for in ISO 9075 for SQL database systems. The elements of the SQL (or any
other) specialization are definitions for [Ref. 68]:

e Data resources available as a result of establishing a dialogue and any
constraints on opening and closing further data resources

e Data structure of a class of data objects supported
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Permissible classes of operations upon the objects
Representation of all operations in an abstract syntax
Representation for data passed as parameters for these operations.

(8))] The SQL specialization for RDA (DP 9579-2.1) augments the

generic RDA (DP 9579-1) so that the two parts together define the following:

Capabilities of an SQL database server that supports dialogues with clients
Model of dialogues between the SQL database server and remote users
Model of a dialogue between an RDA client and an SQL server

Abstract service interface for the RDA SQL ASE that models the
communications facilities supporting interaction between the SQL client and the
SQL server _

RDA SQL ASE protocol to support the RDA SQL service
Characteristics of application contexts that include the RDA SQL ASE

Application contexts that support remote database access using SQL,
specifically the RDA Basic Application Context and the RDA TP Application
Context.

) SC21/WG3 is considering standardizing some or all of the

following properties of distributed database systems [Ref. 69]--the new work would be
done in conjunction with RDA:

Single database image presented to the user

Location transparency (includes automatic routing and transaction
decomposition)

Distributed transaction management
Query optimization (to minimize communications flows)
Data replication (optional)

Local autonomy for database administration (i.e., no requirement for a single
DBMS)

Decentralized schema management
Distributed deadlock detection/avoidance
Extensibility (heterogeneous database)
Concurrency management.

6.2.3.2 Remote Operations Service Element (ROSE). (U)

ROSE standards are discussed with the TF in Section 4.3.5.4. The RDA service and
protocol are defined using the Remote Operations (RO) notation of ROSE (ISO 9072-1).
The RO notation is syntactically an extension of ASN.1 (ISO 8824).
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6.2.3.3 Commitment Control, Concurrency Control, and
Recovery Control (CCR). (U) CCR is architecturally part of the set of the
Application Service Elements (ASEs) provided in the Application Layer (Layer 7). CCR
(discussed in Section 4.3.5.2) supports distributed applications by defining service
primitives for commencing and concluding protocol exchanges and related activity on each
interconnection so that the entire sequence appears to other applications as atomic. CCR
requires the cooperating application entities to organize their activity into a tree structure,
either statically or dynamically defined. Commitment control uses a two-phase commit in
which there is a phase to determine whether all the subordinates are prepared to carry out an
atomic action (i.e., commit to the action) and a separate phase in which the subordinates are
ordered to commiit or roll back.

V) Extensions to CCR being considered (amendments to ISO 9804
and 9805) include dynamic commitment tree, transfer of commitment decision to last
subordinate (last subordinate optimization), real only optimization, heuristics,
checkpointing (resumption after failure), return of rollback data, and negotiation of CCR
facilities.

6.2.4 Information Resource Dictionary System (IRDS)
Standards!4

((8))] An IRDS is a system that provides facilities for creating,
maintaining, and accessing an Information Resource Dictionary (IRD) and its IRD
definition. The IRDS framework standard (ISO 10027, May 1990) provides a common
basis for developing information resource dictionaries (IRDs), which are sharable
repositories for the definition of the information resources relevant to all or part of an
enterprise. Information resources may include:

e Data needed by the enterprise

+  Computerized and possibly noncomputerized processes that are available for
presenting and maintaining such data

e  Available physical hardware environment on which such data can be
represented

e  Organization of human and physical resources that can make use of the
information

»  Human resources responsible for generating that information.

14 (U) Portions of the discussion of IRDS are taken from ISO 10027, IRDS Framework.
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(6)) The IRDS standard does not provide a standard definition of all
the above kinds of information. Rather, it provides a framework for defining such
information in which the information can be represented and managed. The content of an
IRD can be compared with the content of a typical application database--an application
database contains data of relevance to the day-to-day operation of an enterprise. The
difference is that the data is at a higher level (metadata or data about data) and may include
such entities as data item types, data files, computer programs, and subsystems.

) An IRDS is used to control and document an enterprise's
information resources. ISO 10027, IRDS Framework, defines a number of concepts that
are basic to data management. A database is a collection of interrelated data stored together
with controlled redundancy according to a schema to serve one or more applications.
Database integrity is the consistency of a collection of data in a database. Export is the
function of extracting information from an IRDS and packaging it to an export/import file.
Import is the function of receiving data from an export/import file into an IRDS. An IRD is
a part of a repository managed by an IRDS in which the information resources of an
enterprise may be recorded. A value is an abstraction with a single characteristic that can
be compared with other values and that may be represented by an encoding of the value. A
data modelling facility is a set of data structuring rules and an associated set of data
manipulation rules. An application schema is a set of definitions that control what may
exist at any time in an application.

L) The IRDS Framework identifies the kinds of data, together with
the major processors and their associated interfaces and the broad nature of the services
provided at each interface. Aspects addressed by various IRDS standards include
programming language dependence, interface style, data modelling facility used, and data
interchange format. Examples of processor interface styles are programmatic (such as a
procedure call interface, consisting of a sequenced set of parameters and associated binding
rules for the CALL statement in a programming language); syntax for execution time
interpretation; and service convention (a standard set of programming language independent
conventions for specifying parameter lists and service primitives for use in an open systems
environment). Examples of alternative styles for human interfaces are panels (abstract
screen formats), concrete syntax (such as a command language), and graphics.

(8)) An abstract syntax is the specification of a service (such as for an
interface style) by using notation rules that are independent of the encoding techniques used
to represent them. An abstract syntax may be used to define a set of services without
prescribing any linguistic form to be used when each service is initiated or invoked.
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) Examples of data modelling facilities are those based on standard
database languages such as NDL or SQL, based on a non-standard database language,
specific to a standard programming language (such as COBOL or PL/1), specific to a non-
language standard (such as OSI Directory services), or which are non-standard data
modelling facilities (such as entity-relationship modelling). Each data modelling facility is
an intrinsically independent means of representing data and possibly the services that may
be specified for such data.

) Three types of support can be provided for a database using
international standards. One is using standardized services at an interface, in which the
contents of some part of the IRD are defined, together with the services by which those
contents may be accessed and manipulated. The second type of support is by standardizing
in precise terms the content of some part of an IRD accerding to some prescribed data
modelling facility. The services that may be performed on that data may or may not be
implicit in the general data manipulation services associated with that data modelling
facility. The third type of support is the use of a standard data interchange format,
designed to facilitate the interoperability of several real systems by standardizing the
formats of the various kinds of messages sent from one real system to another. A data
interchange format may be specific to an application.

) IRDS provides for two types of user interfaces: a menu-driven
(panel) interface and a command language interface. The panel interface provides for a
structured path of screens (i.e., panels) by which an inexperienced user can execute IRDS
functions. The command language may be used in either an interactive or batch mode.
~ One of the facilities provided in IRDS supports the moving of data from one standard
dictionary to another.

) IRDS, including the command language and panel interfaces, is
specified in terms of entities, relationships, and attributes. The entities represent or
describe the concepts and data objects about which values are to be stored in the database.
Relationships are binary associations between two entities (e.g., one contains the other).
Attributes represent the properties of an entity or relationship. Each relationship and
attribute is assigned a specific type. Entities can be compared if they have a common
attribute with a common type. Ordered sets of attributes, called attribute groups, are also
provided in IRDS. The IRDS schema that defines and controls what is permitted in a data
dictionary is also defined using entities, relationships, attributes, and attribute groups.
IRDS supports local and universal naming conventions through three types of entity names:
access names (used with the command language), descriptive names (e.g., from an
ATCCIS-wide data dictionary), and alternate names (e.g., aliases used for the convenience
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of one or more nations or one or more ATCCIS components). IRDS functions include
adding, deleting, modifying, and copying entities and relationships, in addition to report
writing. '

) The IRDS is a data dictionary standard being developed in parallel
by both ISO JTC1 SC21/WG3) and ANSI (X3H4). The standard is based on the entity-
relationship model and would be applicable to Database Language NDL and Database
Language SQL. In addition to the ISO framework standard (ISO 10027), there is an ISO
proposal for a Command Language and Panel Interface (DP 8800-1, March 1987). The
project for DP 8800 has been suspended until the JRDS Service Interface (WD xxxx)
reaches DIS status. The command language and panel interface are expected to be split into
separate standards. Working drafts have been prepared in two other areas: /RDS Design
Support for SQL Applications and IRDS Export/Import. CD texts for both these standards
are expected in December 1991. The ANSI draft standard is identified as X3.138-1988.

(8)) Unfortunately, the ANSI and ISO communities have diverged
over the issue of whether relationships are permitted to have attributes (ANSI) or not
(OSI). The rationale for the simpler model (no attributes) is that it would fit more easily
with SQL tables. The rationale for the ANSI position is that a model permitting attributes,
while more complex and more cumbersome, would provide greater flexibility. Further, a
lot of existing products would be invalidated if no attributes were permitted for the
relationships. A decision has recently been made by ISQ that the IRDS Services standard
should make use of the SQL data model and be defined in SQL terms [Ref. 70]. While this
revision brings together two major database standardization activities, it further complicates
the alignment of the ANSI and ISO standards.

) In WG3, development of the IRDS framework document is
continuing and may require alignment of concepts with those of the Reference Model,
which could take 2 years to complete. Ongoing work includes the Services Interface
(scheduled for completion in 1991), Export/Import (scheduled for completion in 1993),
Support for SQLI with Integrity Enhancement (scheduled for completion in 1993), and
two pending areas, Command Language and Panel Interface.

) Meanwhile, the US standards effort is building on the ANSI and
FIPS IRDS. Three efforts are nearing US public review status, while five new work areas
have been initiated. All of the new work is scheduled to be completed by early 1991. The
three efforts that are nearing external review status are:15

15 (U) Personal communication with Jerry Winkler, Chair, ANSI X3H4 on IRDS standards, June 1990,
UNCLASSIFIED.
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o IRDS Services Interface (IRDS/SI). The ANSI draft proposal for IRDS/SI
began its initial US public review in the summer of 1989. The target date for
an ANSI standard for IRDS/SI is early 1991.

e IRDS Export/Import File Format. The ANSI draft proposal for IRDS Export-
Import File Format, which supports the export-import requirements identified
in the X3.138, was released for public review in late 1989 and should be an
ANSI standard by late 1990.

o  Technical Report on the IRDS Reference Modei. This report wili explain the
relationship of the IRDS within the information environment of an enterprise.
This document is expected to be released in 1990.

) The other five efforts are: (1) IRDS Naming Convention

Verification, (2) Technical Report on the Requirements for an IRDS in a Distributed
Heterogeneous Environment, (3) Technical Report on Integration of IRDS Schemas,
(4) Standard on Export/Import Extensions, and (5) Technical Report for IRDS in a
Distributed Environment.

6.2.5 Conceptual Data Modelling Facility Standards
6.2.5.1 Conceptual Schema. (U) SC21/WG3 has identified five

different uses of the term "conceptual schema.” The following identifies the five uses and
provides WG3 comments on those uses [Ref. 71):

(1) The results of an analysis of the data and possibly the processes perceivabic in
some real-world situation.

There is considerable disparity among the data analysis techniques used in
various parts of the world. Some are being energetically promoted by
minority groups.

There are rapid developments in Computer Aided Software Engineering.

Atempts to standardize on any one technique may be premature. Such
efforts should await availability of the Reference Model or Information
Systems Engineering being developed by SC7/WG4.

Work on a conceptual data modelling facility should be considered as

content of an IRDS and be conducted in accordance with the IRDS
Framework (ISO 10027).

(2) A repository of "metadata” in which it is possible to specify declaratively 100%
of the semantics of the data in a computerized information system (the 100%
principle of TR 9007).

The 100% principle has had major influence on SC21/WG3 work in the
development of SQL. The SQL draft proposal being progressed contains
language specifications that make it possible to specify declaratively a very
large percentage of the constraints on the data that a database designer is
ever likely to want to define.
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- While SQL is never promoted as a means of defining a conceptual
schema, it is, in this very important respect, superior to many of the
approaches developed especially for the purpose.

(3) A data definition that has the property of being independent of its
representation in storage.

- Some standards committees have adopted the term to refer to some kind of

representation of the data definition that is above the level of stored
representations.

- 8SQL is a langrage thot enaoles the preparation of a storage independent
definition of data.

(4) A data definition that is common to the collections of data at two separate sites,
such that it can be used as a common frame of reference when exporting data
from one site and importing it at another site.

- In electronic data interchange (EDI), one needs a definition of data to be
interchanged that is common to all sites involved in a set of interchanges.

- Much of the EDI work has been concerned with the specification of
standard formats for an industry area, such as banking or travel. As EDI
tends to adopt a more generalized approach to standardization, the need
for a common definition facility becomes apparent.

(5) A data modelling facility (see CD 10032 on data management) that is different
from and therefore "neutral" with respect to broadly similar data modelling
facilities used in commercially available database management systems.

- Data modelling facilities are also called date models; merits of various
approaches are controversial topics.

- Another "neutral” approach would lead to confusion, is not required, and
is not recommended by WG3.

6.2.5.2 Conceptual Schema Standardization. (U) Work in the
area of conceptual schema in ISO dates back to the early 1980s. In 1982, TC97/SC5
- published Concepts and Terminology for the Conceptual Schema and the Information
Base. This report was followed in 1985 by the Assessment Guidelines for Conceptual
Schema Language Proposals. The 1982 document defined the "100% principle” now
adopted by ISO [Ref. 72, 73]:
All relevant static and dynamic rules, law, etc., about the universe of
discourse should be described in the conceptual schema. The

information system cannot be held responsible for enforcing those rules
described elsewhere, particularly those described in user procedures.

V) SC21 has agreed to hold a workshop on conceptual schema and its
relationship to the Common Data Modelling Facility. It is planned to be held in the
Netherlands in November 1990. '

) ANSI has proposed that a new Question be established in SC21 to
determine the use, scope, and purpose of one or more standards for conceptual schema.
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The goal would be to address the need for models of a "universe of discourse.” Such
models are needed to clarify in a formal way the notion of a particular universe of discourse
to which a standard applies (e.g., for Directory schema) and to facilitate the specification of
a common universe of discourse for information exchange (e.g., for Application Layer
Structure, ISO 9545) [Ref. 74].

6.2.5.3 Conceptual Data Modelling Facility
Standardization. (U) Japan has proposed a new work item in SC21/WG3 for a
conceptual data modelling facility [SC21 N 4280, February 1990]. The proposed standard
would specify the facility to describe an application data model and the representation
method of the result of the description of an application data model.

6.2.5.4 Object-Oriented Database Support. (U) SC21/WG3 is
including in its work on SQL standardizing support for object-oriented databases. This
work will impact SQL3 and potentially also IRDS and the Reference Model on Data
Management [Ref. 75].

6.2.5.5 Full Text Manipulation in Structured Data.
(U) SC21/WG3 is including in its work on SQL standardizing support for full text
manipulation in combination with the management of structured data using SQL. SQL2
will support storage of a collection of text as a single data value, but will be capable of the
complex requirements for full text manipulation [Ref. 76).

(9)] Standardization of SQL metadata that goes beyond IRDS has been
proposed. Currently, SQL is being used as both the IRDS modeling and implementation
language. A new standard may be required for more general information modeling
applications support, which would support metadata about classes of information other
than those normally defined for data retrieval systems. Examples of data models for
information modelling applications are binary entity-relationship data model such as IRDS,
N-ary entity-relationship data model, and object-oriented data model. One effort being
conducted in this area in SC21/WG3 is the Tool Integration Standard. Additional efforts
on all of these models are now being conducted in the US. One standards issue in this
area, as noted above, is whether relationships as well as entities should be permitted to
have attributes. The OSI management information model (DIS 10165-1) has a containment
relationship whose constraints could be represented as attributes of a containment
relationship [Ref. 77].
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6.2.6 Distributed Transaction Processing (TP) Standards

6.2.6.1 TP Reference Model. (U) A reference model for
distributed Transaction Processing (TP), DIS 10026-1, has been developed by
SC21/WGS. TP service elements are viewed as pertaining to the Application Layer. While
TP services are discussed in relation to the DMF, some of these services may be provided
by the SCF and TF.

6.2.6.2 TP Requirements. (U) The user requirements addressed
by DIE 10026 are to:
»  Define procedures that support distributed transactions in order to:

- Allow a distributed transaction to be organized into a transaction tree
- Provide multi-party coordination, including local resources

- Allow restoration to a consistent state, following failure of the
state/context of a distributed transaction and of distributed information

- Allow the detection of failure to achieve consistency

- Allow a distributed transaction to be restarted following successful state
restoration

- Indicate successful completion or failure of a transaction
«  Provide for the delimitation of a sequence of logically related transactions

»  Allow the grouping of transactions within an applications process

+  Allow for access control, acce 5 control granularity on groups of TP objects,
authentication, and non-repudiation

»  Allow conformance testing of the protocol and delineate clearly the static and
dynamic conformance requirements (through a PICS statement).
6.2.6.3 TP Standards. (U) The TP model, service, and protocol
have now reached DIS status: DIS 10026--Parts 1, 2 and 3, respectively. CD 10026-4 is
the TP PICS Proforma. DIS 10026 will be used by the RDA standard and is being
considered for use by RPC, extensions to IRDS, and extensions to FTAM. It is the first
Application Layer service for distributed processing [Ref. 78].

((8)) An editing meeting for CD 10026-4 is planned for November
1990; DIS balloting is to begin January 1991, and the editing meeting to develop IS text is
planned for September 1991. TP is dependent on a revised version of CCR, which was
progressed in 1989. Two formal descriptions of TP have been produced, one in Estelle
and one in LOTOS; both will be progressed as informative annexes to the TP protocol
standard. TP activity will be conducted in coordination with work on RDA (WG3) and
Application Layer standards (WG6).
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6.2.6.4 TP New Work Items. (U) Table 7 identifies the new
work items that have been proposed for TP [Ref. 79]. ISO is considering "sub-
transaction” extensions to TP that would provide partial rollback and nested transactions.
In the current TP standard (DIS 10026), all the bound data that are involved in a transaction
tree for a transaction are committed together and, if the transaction fails, all the bound data
are rolled back. Work in this area has already been done by ECMA and the US [Ref. 80].

Q) A new work item on TP security [Ref. 81] is intended to expand
the TP model, service, and protocol (DIS 10026-1,2,3) to provide a secure environment
for distributed transaction processing interactions involving multiple open systems. FDAD
text is expected in 1992, DAD in 1993, and AD in 1994,

Table 7. (U) New Work Items Proposed in ISO for TP

UNCLASSIFIED

. IP Appilication-Context Proforma~use of OS| TP elements is expected to require the presence of

one or more user application service elements (ASEs), in addition to the ACSE and the TP-ASE;
therefore, some form of application context definition will be necessary [SC21 N 4165].

. TP _Associatiopn Management--to provide for the management of application associations in a
distributed processing environment involving muttipie open systems [SC21 N 5177). PDAD to be
completed in 1992, DAD in 1993, and AD in 1984.

. IP _Commitment Optimization--to improve the performance and functionality of the commitment
operation of a distributed transaction. Mechanisms being considered include aiternate
commitment initiator, commitment indication service, explicit seiection of commit coordinator, last
subordinate optimization, multiple commitment initiators, real-only optimization, reversible ready,
and unsolicited ready [SC21 N 4168).

. IP Data Transfer-—standardizes appropriate data mechanisms to support frequently occurring
models of data exchange and to allow for migration to the use of OS! TP facilitias [SC21 N 4166).

. IP Dialogue Becovery--the third phase of recovery (as defined in DIS 10026-1); it is required to
enable Transaction Processing Service User Invocations (TPSUIs) to continue normal operation
following the re-establishment of bound data consistency [SC21 N 4170).

. IP Heuristic Decisions--provides advisory propagation of a heuristic decision to all nodes;
advisory propagation to nodes in the subtree below the node taking the heuristic decision;
mandatory propagation of a heuristic decision to all nodes; and mandatory propagation to nodes in
the subtree below the node taking the heuristic decision [SC21 N 4167].

. IP _Savepoints—service to enable a transaction to be able to save and later restore a consistent
jtate o; an bound data under its control [SC21 N 4171]; new work item not accepted by JTC1,

une 1990.

. IP_Security--considers requirements for provision of a secure environment for TP in areas such
as access control, auditing, authentication, confidentiality, integrity, management,
nonropudlatlon replay, and revocation [SC21 N 5176, approved June 1990]. PDAD to be
completed in 1992, DAD in 1993, and AD in 1994,

- IR Conformance Testing [SC21 N 4172
«  IPPICS Proforma [SC21 N 4169)]

Report on JTC1 SC21/WGS OS! Transaction Processing Rapporteur Group Meeting, Florence,
1-9 November 1989, BSI IST/21:1850, A. J. Bainbridge, 14 November 1989,
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) A new work item has been accepted by JTC1 for Data Transfer for
OSI TP. Included in the ccope of this work is development of TP queue services that
would support transactions broken down into multiple steps. These services could also be
used as the basis for a deferred transaction initiation mechanism or as a mechanism for
reliable message transfer [Ref. 82].

{9)) A working draft for a standard for Unstructured Data Transfer
(UDT) for OSI Transaction Processing has been developed [Ref. 83] by SC21/WGS. This
standard would allow interconnection of computer systems from different manufacturers,
including those under different management, of different levels of complexity, and of
different technologies. UDT is not suitable outside the TP environment. The draft consists
of a model, service, and protocol for UDT and an annex for the application context for
UDT.

) Work has begun on TP association management. The work is
expected to produce an addendum to DIS 10026: CD text is expected in 1992, DIS text in
1993, and intemnational standard text in 1994 [Ref. 84]. The statement of requirements for
TP association management was issued by SC21/WGS in June 1990 [Ref. 85]. It
addresses association management objects for both application associations and application
association pools, negotiations with remote systems, pool sizing, query/status information,
and manipulation of the authority to release associations.

{9)) Two appr «ches are being considered for using RPC and TP
together [Ref. 86]:

*  With RPC as the data transfer paradigm for TP with use being made of TP
dialogue management functions

*  Using TP commitment functionality to complement the operation of RPC-
based services (without necessarily making use of TP dialogues) to support
"exactly once" semantics.

((9)) In 1989 a potentially serious problem was identified for TP.
Under certain circumstances, protocol exchanges from one transaction (such as rollback)
could overtake those outstanding from a previous transaction (and could therefore be
interpreted by the receiving node as pertaining to the previous transaction). This can occur
if lower layer expedited services are used to convey particular PDUs. The interim solution
that was adopted was to avoid the use of Transport expedited data transfer services. A
long-term solution to this problem is required to progress TP; the goal is December 1990.
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6.2.7 Open Distributed Processing (ODP) Standards
) Open distributed processing (ODP) is a new area of standards

development. Begun in 1987, the work has progressed so far in ISO that a new working
group (WG7) has been formed in SC21 to progress the standards for an ODP Reference
Model. The current work comprises the framework of abstractions (e.g., the nature of the
different points of view of a system); functions and interfaces; and modelling.

(%)) The Basic Reference Model of ODP is being developed in

SC21/WG?7. It addresses the following aspects:

Modelling distributed processing in terms of components, the services they
support, their environment, and the interactions between them

Identifying levels of abstraction at which the services and interactions can be
described

Classifying the boundaries between components and identifying the points of
interaction associated with them

Identifying generic functions performed by distributed systems
Showing how the elements of the model can be combined to achieve ODP.

() The Basic Reference Model of ODP further defines levels of

abstraction at which services and interactions can be defined in other standards,
generalizing the concepts of service and protocol defined in the OSI Reference Model
(ISO 7498). The proposed structure of the Basic Reference Model is as follows [Ref. 87]:

L]

Part 1: Overview, containing a motivational overview of ODP, giving the
scope, explained the key definitions (with no substantial architectural content),
and enumerating required areas of standardization (not normative). WD is
planned for 1993, CD in 1994, DIS in 1995, and IS status in 1996.

Part 2: Descriptive Model, defining the concepts, analytical framework, and
notation for normalized description of (arbitrary) distributed processing
systems (not normative but establishes requirements for new specification
techniques). WD is planned for 1991, CD in 1992, DIS in 1993, and IS status
in 1994,

Part 3: Prescriptive Model, specifying the required characteristics that qualify
distributed processing as open--these are the constraints to which ODP
standards must conform. WD is planned for 1992, CD in 1993, DIS in 1994,
and IS status in 1995.

Part 4: User Model, describing the resulting ODP environment from the users'
point of view and containing explanatory material of how ODP is intended to
be viewed by system engineers designing distributed applications to be run in
the ODP environment (not normative). WD is planned for 1993, CD in 1994,
DIS in 1995, and IS status in 1996.
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u) -The approach of SC21/WG?7 is to identify and expand a number of
ODP topics in parallel. The applicable documents are:

+  Topics List--November 1989 Version--for the Basic Reference Model of Open
Distributed Processing, December 1989 [SC21 N 4019]

»  List of Open and Resolved Issues--November 1987 Version, December 1989
[SC21 N 4020]

*  Topic 1--The Problem of Distributed Processing, March 1988 [SC21 N 2507)
»  Topic 2.2--Properties and Design Freedoms, December 1988 [SC21 N 3288)
»  Topic 2.3--Framework of Abstractions, December 1988 [SC21 N 3194]

»  Topic 3--Structure of ODP Standards, March 1988 [SC21 N 2509]

*  Topic 4.1--Structures and Functions, December 1989 [SC21 N 4022)

*  Topic 6.1--Modelling Techniques and Their Use in ODP, December 1989
[SC21 N 4023}

*  Topic 6.2--Formalisms and Specification, December 1989 [SC21 N 4024]
»  Topic 7.1--Basic RM of ODP, December 1989 [SC21 N 4029].
*  Topic 8.1--Draft Basic RM of ODP, Part II, December 1989 [SC21 N 4025].

In addition, SC21/WGT7 has prepared a set of definitions and a glossary [SC21 N 2511},
and a register of documents and bibliography [SC21 N 3192].

6.3 Other Standards Activities and Emerging Standards

(U) CODASYL data management standards are the responsibility of the
CODASYL Systems Committee. A report on distribution alternatives and generic
architectures for distributed database systems was produced by this committee in 1980

[Ref. 88]. One of the two standard ISO data management languages (NDL) is based on
CODASYL concepts.

(U)  ANSI standards for database architectures are produced by the Database
Architecture Framework Task Group (DAFTG) through the Standards and Planning
Requirements Committee (SPARC). A draft report [Ref. 89] from the DAFTG in 1982
provided a framework to support distributed databases, multiple data models, and data
dictionaries. One concept, the ASN.1, has been specified [Ref. 90, 91].
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(U) In 7985, ECMA!S issued a final draft report [Ref. 92] for remote database
access service and protocol.

(U) CCITT does not provide standards for data management. The US
Governmen: Open Systems Interconnection Profile (GOSIP, see Section 9.3.3) does not
address standards for data management [Ref. 93].

6.4 Options Within the Standards

(U) The ANSI standard X3.135-1986 SQL allows for two levels of compliance.
Level 1 is a core standard that leaves many areas open to implementation definition. Level
2 contains many extensions over Level 1, but Level 2 still has a large number of options for
implementation. Examples of facilities found in Level 2 but not in Level 1 are [Ref. 94]:

*  Atomic transactions with respect to recovery

»  Eighteen-character identifiers

»  Table-name qualification by user-name

*  Indicator variables

*  Quter references

»  Keyword ALL allowed in query-specifications, sub-queries, and set functions
»  Updatable query-specification definitions

»  Statements atomic with respect to database changes

*  Not equal to comparisons (<>)

»  Escape characters in the LIKE predicate

< REAL, DOUBLE PRECISION, and NUMERIC data types
»  WITH CHECK OPTION on a view definition

*  WITH GRANT OPTION on a privilege definition

»  DISTINCT with AVG, MAX, MIN, and SUM.

6.5 Data Element Standardization

(U)  The ISO has issued a draft standard (DP 7826) on the representation of data
elements. This draft proposal sets out standard procedures for the identification and
representation of existing and new coding systems, without providing any guidance on

16 (U) ECMA full membership is open only *o companies vho Jdeveiop, manafacture, and seil computers
in Europe. The resiricted membership makes full consensus among participants in standards-making
easier and quicker to reach than in ISO.
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specific coding systems.!7 It also specifies a technique for interchange of coded
representations and the requirements for the administration of International Coding System
Identifiers (ICSIs). This will permit the use of more than one coding system, reduce the
possibility of ambiguity, reduce the need for human intervention, and diminish the time
required to negotiate interchange of coded representation agreements. DP 7826 identifies
three types of data element attributes: administrative, relational, and representative. These
are the types of attributes described in WP 7L [Ref. 95] and recommended for ATCCIS.

(U)  Substantial work has been done cooperatively by ISO JTC1/SC14 and
ANSI X3L8 during the last 3 years; a draft proposal for data management is expected
sometime in 1990. Once accepted by the working groups, this draft proposal will be
offered to ISO for adoption [Ref. 96]. The general approach to the structure of data
recommended for ATCCIS in WP 7L was derived from discussions with ISO JTC1/SC14
and ANSI X3L8.

(U)  The data element naming convention and rules presented in WP 7L were
derived from an emerging standard from the NIST Guide to Data Entity Naming
Conventions [Ref. 97], which is expected to be offered to ISO in the near future.
However, the rules were expanded to support the concepts and structure of data consistent
with the needs in NATO, SHAPE, and ATCCIS, as well as the emerging ISO taxonomy.

(U) The US Army has recently published an Army Regulation (AR 25-9)
[Ref. 98] to prescribe policies, responsibilities, and concept of operation for the
management of data used in manual and automated information systems throughout the
US Army. This document has been coordinated with ISO, ANSI, and the NIST, as well
as with the US Joint Chiefs of Staff, to ensure alignment in the area of a data element
naming convention. The US Army plans to maintain a Service-wide data encyclopedia of
information about all data elements that have gone through a standardization process and
are designated as Army standard elements. Additional information on AR 25-9 is provided
in WP 7L.

6.6 Policy and Issues for Data Management

6.6.1 Data Management Policy in NATO

6.6.1.1 NACISA Policy. (U) There is currently no data
management policy for NATO. However, a draft statement was recently developed for the

17 () 150 646, 1! U 2022, ISO 6937, and ISO 8859 are examples of standard coding systems. (See
Appendix D (Section I & E.)
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July 1990 meeting of the Information Systems Working Group (ISWG) of the NACISC
that addresses data management policy [Ref. 99]. The statement was distributed by the
Secretary of the ISWG on June 1990. It is a statement of the requirement, jointly revised
and refined by staff of the ISWG and ADSIA, for a NATO data management policy.
Table 8 provides excerpts from that draft statement. The conclusion is as follows:
Recognizing that there is further detailed work which will involve or
indeed depend on the actions of the organisations, e.g. ADSIA, MAS,
NACISA, etc., it is concluded that the ISWG should initiate, as a
matter of urgency because of the advanced stage of SD&IC, the
creation of a broad Data Management Policy to embrace: Data
Management, Data Integrity, Data Dictionary, [and] Data Definition;
and the relationship to Data Security. From this initial action, the
position of Data Manipulation [and] Data Distribution should be
clarified and tasking for detailed implementation identified.

6.6.1.2 ADSIA Recommendations. (U) In April 1986, ADSIA

revised a working paper [Ref. 100] on the need for standardization of data management.
The following actions were recommended:

e NATO Communications and Information Systems Agency (NACISA) to

identify and collect the requirements for database management systems and for

standardization of database schemes, file transfers, database information
exchange, and configuration management procedures

*  Subsequently, the Information Systems Working Group (ISWG) to develop a
NATO policy on data management and on the use of database management
systems in NATO CCISs

«  ADSIA to coordinate the development of technical and procedural standards for
databases

»  ADSIA to develop the procedural standards for database information exchange

+  TSGCEE SG9 to develop technical standards for database schemes and file
transfer

»  NACISA to control the implementation of the developed standards and NATO

policy paper to ensure the interoperability of command and control systems
within the NATO CCIS.
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Table 8. (U) Excerpts from the 1990 Draft Statement by NACISA on the
Requirement for Data Management -

UNCLASSIFIED

. The need for interoperability among fully automated information systems requires policies,
procedures and standards of a different scope than currently available as NATO common
interoperability standards. The resulting need is for a data management policy to ensure the data
integrity throughout the NATO Interconnected information System (NIIS), to include a NATO Data
Dictionary to provide data definitions and a set of standards for database-to-database information
exchange.

. Interoperability in the NIIS requires consistency and integrity of data throughout the system,
which in turn requires NATO-wide data management standards. The use of invalid data or the
incorrect interpretation of data by other information systems can be disastrous for any type of
operations. Common and consistent definition of data that is subject to exchange is a
prerequisite for data integrity. Data definitions are normally maintained in a data dictionary.
Historically, data dictionaries have been tailored to the specific system being designed and the
meanings have reflected the local users operational vocabulary. Emerging systems such as ACE
ACCIS, ACCS, BICES, and ATCCIS have a requirement for a data dictionary. Only a NATO Data
Dictionary can ensure that data integrity is maintained in the exchange among the various
systems in the future NIIS. ‘

. Elements of data management have been analysed to estabiish which of them, for reasons of
operational interoperability, require to be subject to NATO-wide Data Management Policy. It has
been concluded that the following six fall into this category to some degree:

- Data Dictionary

Data Definition

- Data Manipulation

Data Security

Data Integrity
- Data Distribution.

. The following five elements of data management are considered not necessary to be subject to a
policy, but necessary to be addressed internally in each information system. They are therefore
not further considered in this policy statement:

- Data Monitoring

- Data Recovery

- Data System Monitoring
- Data Backup

- Data Audit Trails.

. For NATO Data Management as a whole and for each of the elements identified above, a

requirement exists to:

- Define the data management element clearly,

- Identify the policy activity necessary in its regard,

- identity the responsible authority for this activity, and

- ldentify the time scale, sequence and any internal/external dependencies as appropriate.

Source: Statement of the Requirement for A NATO Data Management Policy, Annex to
AC/317(WG/2)WP/60 on Data Management, Working Paper, Information Systems Working Group,
NACISA, 5 June 1990, NATO UNCLASSIFIED.

6.6.1.3 NIMP. (U) Many aspects of data management are procedural

in nature and will be controlled by procedural and not technical standards. Several of these
standards are also identified below. The NATO Interoperability Management Plan (NIMP)
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[Ref. 101] specifically identifies standards and rules for representing data as information
procedural standards and assigns the responsibility for these standards to the Allied Data
Systems Interoperability Agency (ADSIA). To emphasize the role of data management in
achieving interoperability, the NIMP states:

In order for the information exchange to be effective, it is necessary that the
meaning and relationships associated with that information [received from
other facilities] is common and preserved, irrespective of the interoperability
service and transmission media. A single common definition for all
operational information throughout NATO is needed to achieve this goal.

6.6.1.4 SHAPE Policy. (U) The purpose of data management in
NATO is to provide methods to ensure data availability, security, integrity, quality, and
interoperability, and to provide data sharing. The ACE Manual (AM) on Data
Management, AM 96-1-4 [Ref. 102], defines data as representing the elementary facis,
descriptions, and qualifications about things of interest to some headquarters, unit activity,
or enterprise. It further defines the role of a data dictionary as an automated tool that
provides a centralized library of metadata covering all aspects of all types and structures of
data residing in databases, file systems, and manual systems within an organization. AM
96-1-4 further asserts that:
e Evolution towards an ACE ACCIS will only succeed from the data
management point of view by ensuring that the standardization of data

- definitions, the control of the data, and the maintenance of its overall integnity
are systematically established on a command or site basis.

e« The fundamental key to data management is the early definition and
identification of data elements and, later, data fields. The definition and
corresponding name should be clear, accurate, and meaningful, but reference
should be given to connotation, which relates to the interpretation that bears
upon the specific context of usage of data.

6.6.1.5 STC Work. (U) In 1975, Shape Technical Centre (STC)
published a Technical Memorandum (TM) on data management standardization for the ACE
ACCIS [TM-776, Ref. 103]. TM-776 recommends standardization of the architecture,
functionality, and structure of the Data Management Subsystem (DMS) of the ACE
ACCIS. These areas of standardization include data management methodologies and the
tools used to design, build, and maintain the ACE ACCIS databases. TM-776
accomplished the following:

»  Identified the requirement that the DMS at each ACE ACCIS node must agree
on the semantics and syntax of the information exchange.

e« Recommended that there be a standard ACE data definition or conceptual
schema, where a schema defines all application object types, including their
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attributes, relationships, and static constraints, and where a database is an
instance of a schema.

» Stated that a data classification method must be used that is based on the
principle of sorting data according to the type of information provided by their
values, independent of their use in particular databases, messages, or
applications.

« Identified the need for a methodology for formal definition of data elements
based on standardized terminology, including the use of naming conventions:

- A data element is defined as a basic unit of data that has a name, a
definition, and a set of values for representing particular facts. A data
element and its definition should not include any application or usage
information.

- A method is needed for analysing, defining, and controlling data
elements. This method should have three components: a type
classification of data elements, syntax rules for the structure and
completeness of formal definitions, and a controlled vocabulary of
permitted terms for formal definitions.

- Standard data elements and relationships should be placed intv an ACE
common data structure.

6.6.1.6 NATO Publications on Data Management. (U)
AAP-6, NATO Glossary of Terms and Definitions (English and French), standardizes
terminology used throughout NATO, thereby promoting mutual understanding. The
criterion for inclusion is that the term be of a general military application. While earlier
editions put qualifiers immediately following the term, such qualifiers are now embedded in
the definition. In addition, terms and definitions are not to be composed of, nor contain,
abbreviations and acronyms. A term and definition are included in the glossary only when
they have been agreed upon by all nations in both English and French.

) The terms defined in ADatP-2 [Ref. 104], Automatic Data
Processing (ADP) NATO Glossary, English and French, are derived from glossaries,
dictionaries, and vocabularies from ANSI, Americar. National Directory for Information
Processing, ISO, International Business Machines, and ACP 167. The definitions are
annotated by source and may include abbreviations, examples, notes, diagrams, accepted
synonyms, contrasting terms, related terms, and cross-references for multiple uses. This
information is noted when harmonization is being examined for multiple uses.

) ADatP-3 (STANAG 5500) [Ref. 105], NATO Message Text
Formatting System (FORMETS), provides the rules, constructions, and vocabulary for
standardized character-oriented message text formats that can be used in both manual and
computer-assisted operational environments.
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) ACP 167 [Ref. 106], Glossary of Communications-Electronics
Terms, provides definitions of terms used by communications, electronic warfare, and
operational personnel for Allied networks.

6.6.2 Data Management Issues in EDI

L) The Special Working Group on Electronic Data Interchange

(SWG-EDI) of JTC1 has identified a. number of data management issues that require

coordination within JTC1 (SCs 14, 18, 21, and 24) and with other Technical Committees
(TCs) such as TC 46, 68, 154, and 184. The issues include [Ref. 107]:

+  Ensuring a complete separation of semantic and form of data elements, for

which the conceptual schema is defined at a level other than the actual
applications

+  Accommodating different types of data representations, specifically with regard
to thc data models for different types of data, so as to assure logical
relatonships between data of diff:rent types can be expressed

»  Structuring precisely the dictionaries of data elements and groupings, to
include all the attributes of data elements and to permit ui.ambiguous reference
to other directories

«  Assuring coherence of dictionaries across time (updating and maintenance) and
sectors and also with generic dictionaries.

6.6.3 Data Management for Distributed Applications

(%)) The Workshop on Distributed Applications held by JTC1 in March
1990 noted that "very similar data management requirements are being addressed by
differing standards applications” and that "potential exists for prevention of a considerable
amount of duplication of effort and overlap...by increasing the extent of utilization of
common aspects of data management facilities.” Coordination was recommended among
SC21/WG3(Database) and WG7(ODP), SC14, SC18, SC22, SC24, SWG-EDI, TC46,
and CCITT SGs VII and VIII. Table 9 identifies common requirements for data structures
and data models being addressed in ISO [Ref. 108].

6.7 Assessment of Coverage by Standards

(U)  Undil recently. there were very few standards that applied to the DMF other
than those for SDL and NDL. Even so, the SDL standard is not very mature, and
extensions will have to be agreed to and options reduced before SDL implementations can
be expected to be interoperable.
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(U)  Standards for RDA and concepts for ODA show promise for use with
standardizing DVF services and protocols. It is too early to te:l how well these standards
activities will cover DMF requirements.

Table 9. (U) Data Management Requirements Identified in ISO Relating to
Data Structures and Data Models

UNCLASSIFIED

. Federated data models

. Mapping to user-oriented cata structures/operations

. Ability to support access control to data structures

. Wide range of sizes--large and small volumes of data

. Legaing of operations for audit

. Ability to combine separately defined data types (static and dynamic)
. Application-oriented operations (e.g., searching)

. Support for internationalization

. Version control {including data structure modifications)

. Distribution, transparency support, and modelling location

. Handling of uninterpreted data

. Support of different levels of consistency and data integrity

. Ability to relate families of spacifications for different leveis of abstraction
. Support for recursive and structured definitions

. Persistant storage of results of operations

. Ability to support pointer types

. Ability to support powerful query languages

. Support for Directed Acyclic Graphs (incluriing selection)

. Support for uniqueness requirements

. independence from programming languages and means of access
. Support of declaration of hotspots and triggers

. Choice of granularity

Source: Consideration of the Data Management Component of Application Standards,
Workshop on Distributed Applications, SC21 N 4524, 23 April 1990.

(U)  SC21 has identified three issues regarding its future study items, all related
to databases. These issues are [Ref. 109]:

(1) There is an urgent need to develop clear views on the relationships between
database activity and OSI activity. Two major areas need to be addressed:

- Relationship between IRDS work and act*ivity on directories, and on the
structure of management information

- Relationship between export-import requirements and distributed database
work, and OSI standards, in particular those to do with the storage and
manipulation of information (i.e., FTAM).
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There is a need to clarify conformance requirements in relation to database
standards, in particular:

- Nature of conformance statements in database standards
- Need for, and nature of, conformance test specification standards.

There is a need to clarify security requirements in relation to database
standards, in particular:

- Security needs
- Security approaches and mechanisms
- Relation of SC20 work to database security requirements

- Relationship of database security needs to other security work (in
particular to OSI security) and to overall system security policies.
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7. THE SYSTEM MANAGEMENT FACILITY (SMF)

7.1 Description of the SMF

(U)  The system management functions are identified in WP 24 as managing and
updating a set of parameters that relate ensemble operations to other parts of the host
system or other ATCCIS systems. The parameters (not yet specified) would be those
required to ensure maximum continuity of service to the users in the event of equipment
failure. The majority of system management services will be provided by the transfer of
system management data using standard DMF services.

(U) The SMF is a logical entity that will interact on a peer basis as appropriate to
provide specified services that cannot be provided by alternate means. Examples of system
management data may be the logical-to-physical tables used by the TF and the tables
defining the DMF domains.

(U) WP 24, Annex D, identifies as system management functions all activities
of the system controller, system administrator, database administrator, and network
administrator with the aim to control the system operations. The system management
activities identified were: allocate resources, expand resources, distribute/disperse
resources, move/relocate, manage crypto, manage access rights, select mode of operation,
initialize, monitor system status, control system operations, and terminate.

(U)  SMF works at the application level. Functionality unique to the SMF is
very limited. Specifically, SMF is required to manage the concepts for Service Requests
that have been identified [WP 24, Annex D] for ATCCIS. This may mean that SMF-
unique functions may be ATCCIS-unique, and there may not be standards that address it.
Further, most of the system management functions are expected to be provided as national-
unique system management applications that use the other basic ATCCIS facilites.

7.2 Standards to Support the SMF

(U)  No standards unique to the SMF have been identified. Further, none may
be required.
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8. STANDARDS FOR ALL BASIC FACILITIES

(U)  This chapter summarizes the status of standards in five areas: security,
network (OSI) management, registration authorities, conformance testing, and formal
description techniques (FDTs). Appendix F identifies organizations and standards bodies
that have contributed to development of these standards.

8.1 Status of Standards for Security

(U)  Security requirements for ATCCIS and other NATO Command and Control
Information Systems (CCISs) include authentication, access control, confidentiality,
integrity, and non-repudiation. These features are required by both civil and military
systems and may be expected to be addressed by ISO and CCITT standards in the future.
Specific military requirements for security and the TSGCEE recommendations for
addressing these requirements will be treated in Sections 10.2 and 10.3.7.

8.1.1 Overview of Civil and NATO Security Standards

) Standards for security are being addressed in the following:
o ISO 7498-2 Security Architecture.
» - DP 10181, Security Frameworks in Open Systems, December 1989.

» NATO OSI Security Architecture (NOSA), March 1988, NATO
UNCLASSIFIED [Ref. 110], defines the security services, based upon
ISO 7498-2, required in the NATO OSI Reference Model.

o Security Architecture for NATO Information Systems Interconnection
(SANISI) (NU), Version 2.0, April 1989, NATO CONFIDENTIAL ([Ref.
111]. SANISI is planned to be standardized as STANAG 4250-2.

»  Security annexes (Annex B) for NATO OSI STANAGs 4250-56 and 4261-66
and other STANAGS planned for Layers 6 and 7 (a draft Annex B has been
prepared for STANAG 4253 and 4263).

* A series of appendixes to SANISI are expected to be developed to expand on
the actual implementation of a secure protocol. The first of these, Trusted
Communications Sublayer (TCS), is defined in the NOSA and SANISI
documents.

e  Secure Data Network System (SDNS) security protocols for the network and
Transport Layer. (There is a close correspondence of services between the
Layer 3 SDNS security protocol and TCS [Ref. 112].)

o Extensions to SDNS protocols, such as the End-to-End Security Protocol
(EESP) being developed in the UK for submission to ISO SC21/WG1.
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8.1.2 Security Standards Work in ISC

) JTC1 SC21/WG1 has begun a number of initiatives to address the
models and standards frameworks required to progress OSI security standards. Work is
progressing on security enhancements to presentation standards, to association control
standards, and (as necessary) to other Application Layer standards. In 1988 and 1989,
WGt circulated a number of documents to SC21:

»  Plan of work on security [SC21 N 3267]

«  Proposed drafts for an Upper-Layer Security Model [SC21 N 3225] and a
Lower-Layer Security Model [SC21 N 3283]

«  Security enhancements to presentation standards, to association control
standards, and (as necessary) to other Application Layer standards
»  Draft standards Security Frameworks in Open Systems (DP 10181)

« Discussion of the security management domain and security policies
[SC21 N 3337]

»  Management Plan for Security, November 1989; maintained as an internal
SC21 document to indicate projects, priorities, and liaisons concerned with
OSI security.

8.1.2.1 Security Framework. (U) DP 10181, Open Systems
Security Framework, defines the framework within which security services for open
systems are specified. These open systems include database, distributed applications,
ODP, and OSI. The framework addresses data elements and sequences of operations (but
not protocol elements) that are used to obtain security services. These security services
may apply to the communicating entities of systems as well as to data exchanged between
systems and to data managed by systems. Note that the security framework is being
developed by SC21/WG1, whereas the Upper Layer Security Model is the responsibility of
~ SC21/WG6. Table 10 identifies the scope of the individual parts of the framework.

(9)) In 1990, two new projects were transferred from SC20 to SC21 in
the OSI security area: (1) presentation cryptographic techniques and (2) protocol
conditions for ACSE authentication. SC21/WG1 will conduct the work in these areas.

8.1.2.2 Upper Layer Security Model. (U) The Upper Layer
Security Model is intended to provide the necessary basis for the development of security
related protocol elements for the secure exchange of information between open systems,
with the interchange of information related to security policy control and management, and
with services and mechanisms for controlling access to resources accessible via OSI. It
will address the following:
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e  Security aspects of OSI-pertinent relationships between communicating
application processes

+ Relationships between security services and mechanisms in the Upper Layers,
to be considered in greater detail than is provided in ISO 7498-2

»  Properties of the possible combinations of security services and mechanisms in
the Upper Layers

» Interactions among Application, Presentation, and Session Layers in providing
security services

«  Placement of security functions in the Application Layer Structure (ISO 9545)
+ Invocation of Lower Layer security services
»  Requirements for security management in the Upper Layers.

Table 10. (U) OSI Security Framework--DP 10181
UNCLASSIFIED

Part 1 (WD 10181-1), Overview, December 1989 [SC21 N 4210]--Describes the organization of the
security framework, defines security concepts that are required in more than one part of the
security framework, and describes the interrelationship of the services and mechanisms identified
in other parts of the framework.

Part 2 (DP 10181-2), Authentication Framework, 13 December 1989 [SC21 N 4207]--
Authentication is the process of corroborating an identity. Voting results on DP 10181-2 [April
1990, SC21 N 4585) indicates that a second ballot will be required.

Part 3 (WD 10181-3), Access Control Framework, December 1989 [SC21 N 4206)-Access control
is the process of determining whether the use of resources within an open system is permitted.
The access control framework did not proceed to a DP ballot early in 1990 due to the extensive
revisions made in the Florence meeting in November 1989.

Part 4 (WD 10181-4), Non-Repudiation Framework, December 1989 [SC21 N 4208])--Non-
repudiation is a security service that provides proof of origin or delivery of data in order to protect
the sender against the false denial by the recipient, that the data has been recsived, or to protect
the recipient against false denial by the sender that the data has been sent. The use of
appropriate mechanisms is coupled with the necessary assurance mechanisms providing proof
about certain properties of the communications between the entities involved, such as its
integrity, origin, time, and destination. Non-repudiation implies the existence of an agreed third
party whose primary role is to arbitrate disputes resulting from non-repudiation.

Part 5 (WD 10181-5), Confidentiality Framework, December 1989--There ware no substantial

contributions to the confidentiality framework in November 1989 and it remains as only a list of
planned contents.

Part 6 (WD 10181-6), Integrity Framework, December 1989 [SC21 N 4208]--The integrity
framework addresses the constancy of a data value and not any other form of invariant that such
a value may possess. In particular, it does not address the constancy of any information that the
data is deemed to represent. There are two types of integrity mechanisms needed for two types of
constancy. The first is the constancy of the value of data in an environment in which a random
modification to integral data may be made. The second is the constancy of the value of data in an
environment in which a modification to integral data may deliberately be made to defeat the
integrity mechanism.

Part 7 (WD 10181-7), Audit Trail Framework, December 1989.
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8.1.2.3 Requirements and Approaches for Security. (U) In

March 1990 at the Workshop on Distributed Applications in Phoenix, the following
observations on security were made [Ref. 113]:

It is highly desirable to standardize a general approach to providing security in
the Application Layer. This can be accomplished by supporting a variety of
security methods that involve communication of security information.
Examples of such methods could be:

- Two-way or three-way authentication exchange
- Privilege attribute certificate transfer
- Key negotiation sequence.

A security method would consist of semantics, syntax, and procedural rules
relating to the communications aspects of the method.

There ajpear to be three possible OSI architectural approaches to supporting
security methods:
- No generic security ASE(s), in which the syntax and procedural rules for

any security method are imported into the specification of an application-
specific ASE.

- One generic ASE, in which one ASE is provided that can import into its
abstract syntax the syntax of any security method. Possibly, the
procedural rules associated with all security methods could be
incorporated into the ASE specification.

- Multiple purpose-specific security ASEs, in which each ASE incorporates
. the procedural rules and syntax for a particular security method or group
of closely related methods (e.g., an ASE to support two-way
authentication exchanges).
Satisfaction of security requirements of TP, Directory, and OSI Management
will depend on addressing security modelling issues related to distributed
applications. The Upper Layer Security Model includes this in its scope, but
the current draft of the model suggests little will be done in this area when it is
first released.

Access control to data resources must address the data model being used by
individual applications such as DFR, DTAM, FTAM, IRDS, etc. Use of a
common data modelling approach provides the potential for use of common
access control facilities to such data resources and consequently increases the
attractiveness of the common data model approach in order to prevent the need
for re-specification of access control facilities for data management
aprlications.

8.1.2.4 FTAM Security. (U) Most FTAM security appears to be

based around access control lists, such as listing "people” and "groups of people” that are
or are not allowed access. Change of access control lists is a procedural matter outside of
OSI. FTAM can pass names and passwords (both encrypted and unencrypted), but this
may better be supported with the Peer Entity Authentication framework of ISO 10181
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[Ref. 114]. This approach may not be general enough to address all types of access
control (e.g., label-based security as mandated in the Orange Book).

8.1.2.5 TP Security. (U) A new work item is being drafted in
SC21/WGS for Transaction Processing security.

8.1.2.6 ODA Security. (U) Changes are being made to ODA, ISO
8613, to improve the security aspects. ODA provides protection for documents as a whole
or for parts of a document. Confidentiality, integrity, authentication, and non-repudiation
of origin are all supported using encipherment, fingerprints, and seals [Ref. 115].

8.1.2.7 Directory Security. (U) An access control framework for
the Directory was recommended for DP status at the November 1989 meeting in Florence.
A second DP ballot is planned in 1990, DIS status in 1991, and International Standard
status in time for the next CCITT meeting in 1992. Access control is planned to be
available at the attribute value, attribute type, directory entry, and domain levels. Two
types of access control rules would be supported: (1) absolute access controls that are
evaluated with outer domains taking precedence, and (2) default access controls that are
evaluated with inner domains taking precedence. If no access control rules are found of
either type that refer to an individual access, access is denied. The types of accesses
controlled include manage, administer, compare, read, add, delete, and modify.

49)] The need for a key management framework has been identified by
SC21/WG1. A liaison statement between SC21 and SC27 for such a framework is
planned for 1990 [Ref. 116].

8.1.2.8 Database Security. (U) SQL2 specifies some security
functionality but the standard (ISO 9075) does not address how a secure database should
be built. Since the security of the operating system needs to be considered in building a
(secure) database, POSIX standards are also relevant to the security of databases.

8.1.2.9 Layer 3 Security. (U) The UK plans to submit a proposal
for an end-to-end security protocol (EESP) that operates at the top of Layer 3 as a separate
protocol. EESP may require changes to ISO 8648, Internal Organization of the Network
Layer [Ref. 117].

8.1.2.10 Proposed ASE for Security. (U) CCITT SG VII has
identified a need to define an ASE capable of providing arbitrarily complex n-way security
exchanges, where such exchanges could occur in conjunction with association
establishment or after an association has been established. The SG VIII proposal
[Ref. 118] identifies such application-layer exchanges as peer-entity authentication
exchanges, exchanges of keying information, and combinations of these. The proposed
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Security Exchange Service Element would address ACSE shortcomings: peer
authentication in ACSE (ISO 8649 DADI1) applies only at the time of association
establishment and is limited to a single two-way exchange.

{8)) A new work item on security exchange ASE has been adopted by
SC21 that will provide for the transfer of information between a pair of application-entity
invocations in support of security services such as authentication, access control,
confidentiality, and integrity. The security exchange would be allowed to occur either in
conjunction with association establishment or at any time on an established association.
Encryption/signature functions could be located in either the Application Layer or the
Presentation Layer. A standard method for defining security exchange information using
ASN.1 would be defined as part of this work item [Ref. 119].

8.1.2.11 Security Exchange Information. (U) Canada has
proposed the following approach for introducing a flexible means of generating protocols
to support general-purpose security services in the Application Layer [Ref. 120]:

» Identify concepts of security exchange and security exchange information
(SEI) and general approaches to defining such information

*  Provide an ASN.1 framework for defining SEI to support the incorporation of
SEI into existing or new Application Layer protocols based on ASN.1

»  Specify a generic security-exchange ASE that provides a standard means of
transporting SEI in application contexts where no other ASE provides for this
transport.

8.1.2.12 JTC1 Workshop on Security. (U) JTC1 has scheduled

a Workshop on Security in London during 5-7 November 1990. JTC1 participants are
expected from the Special Working Group (SWG) on Security, SWG-EDI, SC6
(WG2/WG4), SC17(WG4), SC18(WG1/WG4), SC21(WG1), SC22 (POSIX Security),
and SC27. Additional participants are expected from TC68 and TC154. The security
topics proposed for this workshop are wide ranging and indicate the scope of ongoing
work and areas envisioned for standardization in the next 5 or more years [Ref. 121]:

*  Information security technology

+ Information security risk analysis methodology

»  Access control to applications and or security objects (e.g., for confidentuality
and integrity)
»  User authentication

» Indirect access to security objects or delegation mechanisms
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« Physical security in such areas as biometrics equipment, TEMPEST
equipment, tamper resistance, computer room design, and card access control
equipment '

¢  Network security management
»  Network access control
«  Syntax and data elements for audit trails

«  Secure version of OSI protocols (e.g., Data Link Layer, Transport Layer,
upper layers)

»  Secure versions of EDI

»  Secure versions of standards for office documentation
»  Standards for secure application design

+  Secure versions of databases

*  Generic security techniques and mechanisms in such areas as message
authentication, digital signatures, peer entity authentication, and key
management

»  Security of distributed applications

e Security of transaction processing

»  Information technology security evaluation criteria
»  Integrated circuit cards security.

8.1.3 Security Standards Work in NATO

8.1.3.1 TSGCEE SG9 AHWG on Security. (U) The TSGCEE
SG9 Ad Hoc Working Group (AHWG) on Security is developing the NOSA and SANISI
documents, whereas the security annexes for the layer STANAGS are the responsibility of
TSGCEE SG9 WG1 and WG2. NOSA was developed to give guidance to contractors and
procurement managers on the preferred placement of security services within OSI-
conformant systems. SANISI provides more detailed rationale on the placement of
security services and mechanisms within the NATO OSI Reference Model. The emphasis
has been to derive appropriate refinements and augmentations to ISO 7498-2 so that a
comprehensive set of security facilities can be defined to satisfy the NATO secure
interoperability requirements. SANISI is expected to remain classified for the foreseeable
future. Annexes in SANISI are planned to address LANSs, security management, and TCS
services. There are some terminology differences between NOSA and SANISI; otherwise
these documents are considered stable. The AHWG on Security has also developed a
classification guide [Ref. 122].
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15)) The TCS architecture has been broken down into five functional
modules. A description of this internal architecture was presented at the SHAPE Technical
Centre Military OSI Symposium in June 1990 [Ref. 123]. Two of the five TCS modules
identified so far now have service definitions and protocol specifications in draft form
[Ref. 124]. Work is continuing in the AHWG on Security to make the TCS conform to
the eventual security protocol agreed by ISO--only the implementation would be unique to
NATO. Further, security issues have been identified by the AHWG on ISDN; when a
security architecture is defined for ISDN, that architecture will be assessed to see how it
relates to NOSA.

8.1.3.2 NOSA. (U) NOSA identifies OSI security services for the
Physical, Network, and Presentation/Application Layers. These are [Ref. 110]:
¢ Physical Layer will provide two services by transparent means without
requiring modifications to the Physical Layer protocols:

- Connection confidentiality, which is capable of dealing with
circumstances where the physical communication is intermittent or
asymmetric.

- Traffic flow confidentiality.

*  Network Layer security services are provided within subnetwork-dependent
roles and within a TCS:

- Subnetwork-dependent services are peer entity authentication, data origin
authentication, access control, connection confidentiality, connectionless
confidentality, traffic flow confidentiality, connection integrity without
recovery, and connectionless integrity.

- Security services that can be provided by the NATO TCS are identical to
the eight identified above for subnetwork-dependent roles.

+  Presentation/Application Layers could provide as many as 14 security services:

- The eight services identified above for the Network Layer.

- The following additional six services: selective field confidentiality,
connection integrity with recovery, selective field connection integrity,
selective field connectionless integrity, non-repudiation with proof of
origin, and nonrepudiation with proof of delivery.

8.1.4 Other Security Standards Work

8.14.1 Secure Data Network System (SDNS). (U) The goals of
SDNS are to create specifications for end-to-end security; to utilize the OSI Reference
Model; to design an architecture to include electronic mail and end-to-end encryption; to
provide transparent key management; and to demonstrate feasibility of techniques. The
US National Security Agency (NSA) is supporting the SDNS project [Ref. 125], which
has released to the public domain several standards for security protocols [Ref. 126-136].
The elements of SDNS are described in Table 11.
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Table 11. (U) Security Protocols Developed in SDNS
UNCLASSIFIED

. Security Protocol 3 (SP3). Provides various security services in the Network Layer through the
use of cryptographic mechanisms; SP3 is a subnetwork independent convergence protocol
(SNICP, ISO 8648) that extends the CLNS (ISO 8348/AD1) with confidentiality (protection against
passive monitoring), integrity (protection against modification, replay, addition, or deletion), or
both. SP3 is designed to be used at the top of Layer 3 [Ref. 126].

. Security Protocol 4 (SP4). Specifies optional extensions of the COTS (ISO 8072) and
connectionless transport service (ISO 8072/AD1) for the Transport Layer. The extensions permit
the use of cryptographic techniques to provide data protection for transport connections for
connectionless-mode Transport Protocol Data Unit (TPDU) transmission. SP4 can be used with
the CONS or the CLNS. SP4 is designed to be used at the bottom of Layer 4 [Ref. 127].

. Message Security Protocot (MSP). Defines additions to the CCITT X.400 (either 1984 or 1988)
that permit any type of message (including interpersonal messages) 10 be sent and received
securely. When used with the conventions defined by ANSI for the X.400 Message Transfer
System, MSP can be used to exchange EDI messages securely. The MSP provides writer-to-
reader confidentiality, access control for message transfer, and request for a signed receipt of
the received message. SDN 701 [Ref. 129) specifies the MSP, and SDN 702 [Ret. 130) defines
new attribute types and object classes for inclusion in the X.500 Directory in support of key
managemaent functions used by MSP.

. Key Management Protocol. Key management provides for the generation, distribution, and
updating of traffic encryption keys (TEKs). The abstract model for a Key Management Application
Process (KMAP) consists of two parts: the information processing part that is supported by
Management information Bases (M!Bs) for keys and for TEKs, and the communication pan, called
the Key Management Application Entity (KMAE). The KMAE consists of the Layer 7 ACSE
(ISO 8649) and a Key Management Application Service Element (KMASE). The Key Management
Protocol provides Layer 7 peer-level services between the KMASEs of two KMAPs. The Key
Management Protocol assumes the use of the connection-oriented presentation services
(ISO 8822) [Ref. 128, 134-136).

. Access Control. Access control is the prevention of the unauthorized use of a resource, including
the prevention of use of a resource in an unauthorized manner (ISO 7498-2). SDN 801, SDN 802,
and SDN 802/1 [Ref. 131-133] specity an access control framework based on a four-tiered model
and an Access Control Information System (ACIS) that provides a uniform method for encoding
access control information that is independent of any particular security policy. The ACIS also
provides a standard algorithm for interpreting and comparing access control attributes. The
access control framework provides for authentication data and access control checks that will
allow communication between different SDNS users/systems when their respective security
policies allow it. The framework provides two processes: a Peer Access Approval process for
interpreting the data of the four-tiered mode, and the Peer Access Enforcement Process for
enforcing access control on a Protocol Data Unit (PDU) basis {Ref. 131-133).

) The SP3 protocol is comparable to the TCS requirement identified
by TSGCEE SG9. However, it does not meet all the TCS requirements and it requires a
CL network services. For example, traffic flow confidentiality is not supported by SDNS.
The UK has recently introduced the EESP, which could address the TCS requirements
more fully, and support services for CO networks [Ref. 137]. There is some question as
to whether the security models and the mechanisms that provide security services
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underlying SDNS and the TCS are so different that SDNS can meet the TCS requirements
[Ref. 138].18

{8)) NSA is working with NIST to incorporate the SDNS protocols into
US GOSIP. The SDNS protocols will also be introduced into the ANSI by NIST and, if
accepted, into the ISO OSI Security Architecture. SP3 and SP4 have already been
submitted by ANSI to ISO: SP4 has been accepted as a new work item, and SP3 is
expected to be accepted as a new work item after some modifications. Testing of
breadboard hardware with the SDNS protocols was conducted in 1989.

8.1.4.2 NIST Recommendations. (U) The NIST approach to
OSI security standards includes the following features [Ref. 139]:

e Security encapsulation standard to provide cryptographic protection of integrity
and confidentiality. A common format and processing standard that is
independent of the algorithm to be used 1s needed.

»  Security Protocol at Layer 2 (SP2), between th: logical link control and the
media access control protocols. This is being developed by IEEE under
P802.10 as a Standard for Interoperable LAN security (described below).

*  Security Protocol at Layer 3 (SP3). There are four subclasses: N-no routing,
A-routing but no fragmenting and reassembly, I-fragmenting and reassembly,
and D-fragmenting and reassembly for DoD Internetwork Protocol.

*  Security Protocol at Layer 4 (SP4).

¢ Mail handling security system for MHS, to be used between the User Agent
and the Transfer Agent to encapsulate the entire message contents; this requires
posted keys and certificates. (One candidate is from X.411; another is the
MSP from SDNS.)

»  Cryptographic key management, a service to be provided at the Application
Layer to support real-time (SP2, SP3, and SP4) as well as posted (MHS)
requirements. Current proposals are based on private key (ANSI X9.17) or
public key (SDNS) techniques.

»  Security labels and labelling. These are planned to be strongly coupled with
data.

*  Authorization and access control. These features would permit policies to be
specified within security domains and would support multiple policies and
models (candidates are from ECMA and SDNS).

In addition, NIST is developing standards for digital signature and nonrepudiation where a
message and the identity of the sender are cryptographically combined in such a way that

18 ) In a private communication with Clive Walmsley, RSRE, in March 1990, a comment was made
that the prospect of interoperability between the two models would be remote.
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any unaut.iorized change to the message is detectable and the originator cannot deny
creating the message. This feature would require trusted notarization and storage. Finally,
NIST is developing standards outside the O." model for personal identification and
authentication. Approaches include knowledge, token, or physical means. Technologies
being considered include a sriart card and use of passwords.

) The NIST OSI Implementor's Workshops have a Special Interest
Group (SIG) on OSI Security Architecture. The purpose of this group is to develop an
overall OSI security architecture that is con.istent with the OSI Reference Model and that
economically satisfies the primary security needs of both the commercial and Government
sectors. The SIG on OSI Security Architecture plans to address key management and
security management functions that must be performed between the layers and the peer
entities defined in the OSI architecture. Once SP3 and SP4 are adopted as Draft
International Standards, the SIG on OSI Security Architecture can consider them for
Interim OSI Implementor's Agreements.

8.1.4.3 ECMA Recommendations. (U) In July 1988, ECMA
issued a technical report (TR46) entitled Security in Open Systems--A Security Framework
[Ref. 140]. This document describes a framework for the development of security
provisions in the Application Layer.

8.1.4.4 IEEE Work on Secure Local Area Networks (LANs).
(U) Draft standards are being developed for secure LANs. IEEE P802.10 has released
(January 1989) a draft of the Standard for Interoperable LAN Security (SILS) [Ref. 141].
The draft standard provides different service interfaces for key management, secure data
exchange, and system management. System management primarily addresses security
management, but may be expanded to include fault, performance, and configuration
management as well. In addition, IEEE P802.2 is considering an optional security
sublayer for logical link control [Ref. 142].

8.1.4.5 BLACKER. (U) On the Defense Integrated Secure
Network (DISNET), the Defense Communications Agency (DCA) operates a standard end-
to-end encryption (E3) system called BLACKER. A BLACKER front end (BFE) device is
installed on each host-to-switch access path of all hosts used by subscribers, including
terminal access controllers. The BLACKER system includes key distribution center (KDC)
and access control center (ACC) hosts that automatically manage encryption keys via
DISNET. BLACKER ensures that no network malfunction can permit or cause an
unencrypted packet to be delivered to a host not authorized to receive it [Ref. 143-145].
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V) BLACKER is designed to satisfy Class Al of the DoD Trusted
Computer System Evaluation Criteria (TCSEC), also known as "the Orange Book," by
encrypting the application data in each X.25 packet while leaving header data unencrypted
for backbone use. BLACKER makes DISNET multilevel secure in three ways. First,
BLACKER separates subscriber security communities from each other, allowing the
DISNET communities to share one backbone. Second, on the host side, the BFE
recognizes a security label on each packet, allowing DISNET to serve a multilevel secure
host through one BFE. Third, BLACKER separates the entire host community on one side
of the BFEs from the backbone on the other, allowing the backbone to operate at a lower,
less costly security level.

{8)) The host interface to the BFE is based on standards defined for the
1983 DDN X.25 interface, and requires that the Internet Protocol (IP) be used as the next
layer above X.25. The BFE presents a Data Circuit-Terminating Equipment (DCE)
interface to the host. Only DDN "Standard Service" X.25 is offered at the host interface;
no provisions for "Basic Service" will be made.

U The BFE conforms to the following Layer 3 specifications
[Ref. 145]:

o Defense Data Nerwork X.25 Host Interface Specification, DCA, December
1983.

o Interface Between Dara Terminal Equipment (DTE) and Data Circuit
Termination Equipment (DCE) for Terminals Operating in the Packet Mode on
Public Data Networks, Recommendation X.25, CCITT, 1980.

« WD2512 X.25 Packet Network Interface (LAPB), Western Digital Corp.,
1989.

) In the fall of 1989, a multi-Service demonstration that used
BLACKER communications security and off-the-shelf gateways and routers was held in
the US. The Integrated Tactical-Strategic Data Networking (ITDN) demonstration was
attended by the ATCCIS PWG. ITDN used only non-developmental item components,
standard data communications protocols (X.25 with TCP/IP), and existing military
communications systems. ITDN interconnected automated systems at multiple echelons at
widely dispersed (over 1,000 miles) locations with multiple-security-level interconnected
networks.

) Work similar to BLACKER is being done in other NATO nations
to achieve the same ends.

8.1.4.6 Computer Security (COMPUSEC) Guidance. (U) In
order to guarantee secure handling of data and information technology systems, it is
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necessary to comply with security standards appropriate to the respective risks in differing
operational environments. The most commonly referenced security standards in NATO for
COMPUSEC guidance are [Ref. 146-150]:
o IT-Security Criteria, Criteria for the Evaluation of Trustworthiness of
Information Technology (IT) Systems, published by the Zentralstelle fiir

Sicherheit in der Informationstechnik (ZSI,German Information Security
Agency) in 1989.

s Computer Security Requirements--Guidance for Applying the Department of
Defense Trusted Computer System Evaluation Criteria in Specific
Environments (Yellow Book), issued by the DoD Computer Securit:’ Center
(DoDCSC) in June 198S.

¢« Technical Rationale Behind CSC-STD-003-85: Computer Securiry
Requirements--Guidance for Applying the Department of Defense Trusted
Computer System Evaluation Criteria in Specific Environments (Yellow Book
Rationale), issued by DoDCSC in June 1985.

»  Department of Defense Trusted Computer System Evaluation Criteria (Orange
Book), issued under the authority and in accordance with DoD Directive
5200.28 in December 1985.

»  Trusted Network Interpretation (Red Book), issued by the National Computer
Security Center in July 1987.

8.2 Status of Standards for OSI Management

(U) The OSI Reference Model identifies three areas of OSI management:
systems management, layer management, and application process management.
Development of international civil standards for the overall management architecture and for
systems management is being coordinated through SC21 WG4 on OSI Management.

(U)  Figure 10 identifies the classes of OSI management standards and indicates
the relationships among these classes. ISO standards are identified where they apply. One
standard, CD xxxxx, Guide to Systems Management, has not yet been drafted. It will be
informative, independent of the other standards, and based on the guidelines contained in
the early working documents on the five management functional areas: fault,
configuration, security, accounting, and performance.

(U)  All the Systems Management CD/CDAM progressions were passed by
SC21 in June 1990. One of the NWI items failed--the proposal for a formal description of
the CMIP.

(U)  Work is progressing in SC6/W32&WG4 on OSI management in the lower
layers. A working draft specification of the elements of network layer management
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information has been developed [February 1989] and circulated to SC6 and SC21
[SC6 N 5448, October 1989; and SC21 N 4347, January 1990]. SC6 has developed a
set of general principles for the definition of lower layer management [SC6 N 5784,
January 1990; SC21 N 4630, April 1990]. These principles extend and refine the
Guidelines for the Definition of Managed Objects (DIS 10165-4).

8.2.1 Development of OSI Management Standards

{9)) Network management standards are being developed by the
ISO/IEC JTC1 SC21/WG4. TSGCEE SG9 activities have been directed at identifying
issues and positions of concern to military applications and influencing the direction of the
work in ISO/IEC. The emphasis of the TSGCEE SG9 issues has been in the area of
quality of service (QoS).

8.2.2 ISO Approach to OSI Management1®

) OSI Management concerns itself with three things: inter-system
communications carrying management information, structure of the management
information, and management functions to be undertaken by end systems. There are three
ways by which management information is communicated:

»  Systems Management protocols at the Application Layer
e Layer management protocols at lower layers
e Normal operation of layer protocols.

Systems Management is the preferred method. The others are required only because OSI
Management concerns the resources and activities needed to monitor and control the open
communications environment. They are not required for management outside OSI
Management.

19 () The discussion of the ISO approach to OSI management is taken from a working paper, Open
Distributed Management Standards--The OSI Management Approach, A. Langsford (British Standards
Institute 1ST21/P4 Chair), July 1989, UNCLASSIFIED.
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Source: DIS 10040, Systems Management Overview, SC21 N 4865,
29 May 1980, UNCLASSIFIED.

UNCLASSIFIED

Figure 10. (U) Application Functional Profiles

{9)) Systems Management uses a Common Management Information
Protocol (CMIP) to communicate information between systems. This identifies
information to be transferred and whether the transfer concerns an event report or an
operation. Event reports are generated to notify another system of an asynchronous
happening. Operations can monitor data and can exercise control either by assigning data
values or initiating actions through a synchronous communi  :on between end-systems.
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8.2.2.1 Functional Areas. (U) Establishing the scope of OSI
Management is deemed necessary to establishing a consensus concerning the requirements.
This led to identifying five functional areas for management: fault management,
configuration management, accounting management, performance management, and
security management. Although this approach had some advantages in resolving basic
elements of functionality, it also exercised a constraining influence over the organization of
work. Each functional area became concerned with its narrow perspective. This led to
questions concerning the interplay between functional areas, exemplified by the following:
"How does one handle standards for reconfiguring a system once a fault has been
detected?"

8.2.2.2 Focus on Managed Objects. (U) A clarification came
from a shift of emphasis to the data of concern to management. Only when the data have
been defined are the functions, which use the data through monitoring or controlling
activities, considered. This has resulted in simpler functional standards. Each function can
now stand alone rather than being bound into a composite document covering all the
functions conceived as belonging to a particular area. It also enabled functions that cross
the preconceived functional area boundaries to be handled in a natural manner. The result
is that a particular function can be issued as a CD proposal when it is deemed to be
technically stable without being unduly delayed by less mature work considered as
belonging to the same functional area.

W With this shift of emphasis towards data, the aim is now to identify
the objects of concern to management, their attributes, and the operations that may be
performed upon them. The communication services are thus the vehicles for carrying the
values of attributes and a coded field identifying the operation to be carried out on a specific
object, not for carrying information specifying a functional area. The approach is very
close to (but not quite identical with) object-oriented methods. It has meant that work has
concentrated on the management interchanges between systems performing a managing role
and systems operating in an agent role manipulating internal managed objects. There has
been little investigation of management exchanges between peer, managing entities, or of
the management procedures invoked by managers.

) The object-oriented approach has enabled OSI Management
experts, in collaboration with those developing standards for various OSI layer protocols,
to identify classes of managed objects and commonly used attributes. This in turn has
promoted the development of a standard naming scheme through which to identify
instances of object classes. The naming scheme is based on that used for Directory
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services. This facilitates the use of directories, conforming to ISO 9494 (CCITT
Recommendation X.500), when management makes references to OSI objects.

8.2.2.3 Distributed Processing Aspects. (U) The shift of
emphasis has been further beneficial in bringing into relief the fact that some management
has been recognized as a distributed processing activity with its own managed objects. For
example, the "event forwarding discriminator” takes management decisions about what
should be done to asynchronous notifications flowing from OSI managed objects.

{8)) Thus, OSI Management standards are beginning to reveal explicitly
what has always been known by management specialists; i.e., management is a distributed
processing activity and has much in common with other distributed processing activities.
Management's distinguishing feature is that the scope of the distributed application is
limited to manipulating the information processing, storage, input/output, and
communications environments themselves. Hence, particular attention is paid to
controlling the permission to obtain an act upon system information.

8.2.2.4 Results of Work in OSI Management. (U) OSI
Management has had a long learning process. The lessons learned have been valuable and
appear to be applicable to management in general. The following steps are important in
creating new management standards:
»  Establish a requirement, since this sets the scope for the standard.

» Identify the objects of concern to management through which that requirement
is realized. With identification of the objects goes the identification of their
attributes, operations, and of any objects that can be encapsulated within the
identified objects.

»  Establish a naming scheme for the objects and their attributes.

» Identify management procedures that, through monitoring and controlling
activities, meet the requirement. Where a procedure requires inter-system
communication, the communication is provided through the use of CMIP.

) The Structure of Management Information (SMI) standards for OSI
set out rules for specifying managed objects, attributes, and their operations. Although
detailed investigations remain to be carried out, first impressions are that these rules are
applicable to all aspects of management. However, it could be that further investigation
will reveal places where detail may need to be refined.

{9))] OSI Management standards identify a number of attributes that are
common to many management activities (e.g., counters, gauges, thresholds, status, logs)
and many events that have general applicability (e.g., fault reporting, exception handling).
Though not yet as well developed, it appears that OS1 management procedures for testing,
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accounting, managing, and accessing logs have the same general applicability. Adopting
this work as a basis and providing extensions where required will (a) obviate rework,
(b) help limit the unnecessary proliferation of managed standards, and (c) help reduce the
diversity of management software that suppliers have to write to support open distributed
management.

) In communicating related sets of operations to be performed or
invoking remote operations, a managing system may wish to assert relative priorities to
various tasks. If and how priority should be handled and communicated through CMIP is
an open question.

8.2.2.5 Conformance. (U) SC21/WG4 has only begun to describe
how conformance statements should be constructed so that they apply meaningfully to OSI
Management. The one exception is CMIP for which, being a conventional Application
Layer protocol, the task of generating conformance statements is straightforward.

(8)) The main problem is that OSI Management is concerned not just
with "how" something is communicated (CMIP) but "what" is communicated (SMI) and
"why" (management functions and procedures). Whereas conformance and particularly the
demonstration of conformance through conformance testing is readily applied to CMIP
since the communication is visible and monitorable, the "what" and "why" require that
conformance testing be applied to activities taking place within end systems. There is a
need to investigate whether the approach of the OSI Conformance Testing Methodology is
applicable or whether another method needs to be developed. Any method must recognize
the distributed nature of management operations and so would probably be appropriate to
other classes of distributed processing enterprise.

) Consideration of conformance to management standards, with the
wider scope of open distributed processing, could have the beneficial effect of clarifying
the conformance requirements, conformance clauses, PICS proformas (or the equivalent),
and profiles for OS] Management standards [Ref, 151].

8.2.3 ISO Standards for OSI Management

8.2.3.1 Status of OSI Management Standards. (U) The
following are the standards documents being developed in ISO by SC21/WG4 for OSI
management:

e OSI Management Framework, 1SO 7498-4, November 1989. The Framework
document provides an architectural ovgrvicw (CCITT X.700).

e Systems Management Overview, DIS 10040, May 1990 [SC21 N 4865]; a
meeting is scheduled for June 1991 to resolve comments on the DIS ballot.
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The Overview document provides more detailed architectural concepts. It may
contain normative material that an implementor must know but will probably
not contain specific requirements that would be reflected in conformance
testing. The DIS balloting for the Overview (and the first seven parts of DIS
10164) will take 6 months; it will be followed by a period to review and
respond to ballot comments. The editing meeting will be in June or September
1991, after which the international standard text could be issued (CCITT
X.701).

Systems Management, DIS 10164:

- Part 1: Object Management Function, DIS 10164-1, July 1990
[SC21 N 4067, December 1989]--editing meeting on respcases to DIS
balloting for Parts 1-7 planned for June 1991 with IS status at the end of
1991 (CCITT X.730).

- Part 2. State Management Function, DIS 10164-2, July 1990
[SC21 N 4068, December 1989] (CCITT X.731).

- Part 3: Aruributes for Representing Relationships, DIS 10164-3,
July 1990 [SC21 N 4069, December 1989] (CCITT X.732).

- Part 4: Alarm Reporting Function, DIS 10164-2, July 1990
[SC21 N 4070, December 1989] (CCITT X.733).

- Part 5: Event Report Management Function, DIS 10164-5, July 1990
[SC21 N 4071, December 1989] (CCITT X.734).

- Part 6: Log Control Function, DIS 10164-6, July 1990 [SC21 N 4063,
December 1989] (CCITT X.735).

- Part 7: Security Alarm Reporting Function, DIS 10164-7, July 1990
[SC21 N 4064, December 1989] (CCITT X.736).

- Part 8: Security Audit Trail Function, CD 10164-8, July 1990
[SC21 N 4955]--editing meeting on responses to CD balloting for
Parts 8-11 planned for March 1991; open issues would be discussed at the
May 1991 SC21 plenary meeting. DIS balloting could begin later in 1991
with IS status in 1992 (CCITT X.740).

- Part 9: Objects and Attributes for Access Control, CD 10164-9,
July 1990 [SC21 N 4956] (CCITT X.741).

- Part 10: Accounting Meter Function, CD 10164-10, July 1990
[SC21 N 4958] (CCITT X.742).

- Part 11: Workload Monitoring Function, CD 10164-11, July 1990
[SC21 N 4959] (CCITT X.739).

Structure of Management Information (SMI), DIS 10165 (a meeting is
scheduled in June 1991 to resolve comments on DIS ballot):

- Part 1: Management Information Model, DIS 10165-1, July 1990
[SC21 N 4484] (CCITT X.720).

- Part 2: Definition of Management Information , DIS 10165-2, July 1990
{SC21 N 4867] (CCITT X.721).

- Part 3: Cancelled in November 1989 by recommendation of SC21 and
incorporated into Part 2.

- Part 4: Guidelines for the Definition of Managed Objects, DIS 10165-4,
15 June, 1990 [SC21 N 4852).

111
UNCLASSIFIED




UNCLASSIFIED

«  Common Management Information Service (CMIS) Definition, 1SO 9595
(formerly DIS 9595-2), January 1990 [SC21 N 33874] (approval was received
at the SC21 meeting in Seoul in June 1990 to proceed to IS status); CCITT and
ISO/IEC are collaborating on CMIS and CMIP. CMIS defines services for
acting on an object and include creation and deletion. Services can apply to
values from a set of attribute values; the attribute values can have the structure
of a table, so that services can affect entries, entire rows, and entire columns
(CCITT X.710).

- DAD 1: CancelGet Service, February 1990 [SC21 N 3876].
- DAD 2: Add/Remove Service, February 1990 [SC21 N 3877].

- PCDAM 3: Support of Allomorphism,?® July 1990 [SC21 N #966)
(CDAMs for CMIS and CMIP are expected in November 1990).

- PCDAM 4: Access Control, July 1990 [SC21 N 4999]; CMIS has an
access control field--the issue is how to use it.

e Common Management Information Protocol (CMIP) Specification, ISO 9596
(formerly DIS 9596-2) [SC21 N 3698]; CMIP defines peer protocols for layer
services between Systems Management entities (CCITT X.711).

- DAD 1: CancelGet Protocol, February 1990 [SC21 N 3878].

- DAD 2: Add/Remove Protocol, February 1990 [SC21 N 3879].

- PCDAM 3: Support of Allomorphism, July 1990 [SC21 N 4967].
- PCDAM 4: PICS Proforma, July 1990 [SC21 N 4965].

8.2.3.2 New Work Items. (U) Work in SC21/WG4 on OSI
management is continuing on several new parts for Systems Management, DIS 10164. CD
text for these parts is expected in November 1990. These are [Ref. 152]:

» Part Y: Test Management Function, July 1990 [SC21 N 4978].
*  Part Z: Confidence and Diagnostic Test Classes, July 1990 [SC21 N 4957].
o Part A: Measurement Summarization Function, July 1990 [SC21 N 4972].

New work items include:

»  Systems Management Tutorial, July 1990 [SC21 N 4942] (planned to be a
new technical report) (CCITT X.702) [Ref. 153].

»  State Tables for CMIP, January 1990 [SC21 N 4058] (accepted by JTC1 in
June 1990, but will probably not be addressed by SC21/WG4 until late 1991).

*  Software Management Function, July 1990 [SC21 N 4976], expected to be a
new part of DIS 10164 and an addendum to DIS 10165-2 (accepted by JTC1
in June 1990; CD text expected in June 1992).

20 (U) An object in a refined class (i.c., a subclass) of a class definition (e.g., a modem) could bchave in
certain situations as if it were the parent. This characteristic, called polymorphism or more recently
allomorphism, would support backwards compatibility. The way in which an object would respond
would depend on how it is addressed. This work will lead to a change in both CMIS and CMIP.
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Time Management: Rerresentation of Time, July 1990 [SC21 N 4953)
(accepted by JTC1 in June 1990; expected to be a new part of DIS 10164)--
deals with the distribution and synchronization of time in a distributed
environment.

Extensioned Systems Management Architecture, July 1990 [SC21 N 4943]
(planned to be an amendment to DIS 10040).

Formal Descriptions of CMIP, July 1990 [SC21 N 4947].

Systems Management Relationship Model, July 1990 [SC21 N 4948]--
expected to use entity-relationship modelling (planned to be a new part of
DIS 10164).

Systems Management: Response Time Monitoring, July 1990 [SC21 N 4949}
(planned to be a new part of DIS 10164).

Generic Managed Objects, July 1990 [SC21 N 4944] (planned to be a new part
DIS 10164).

Definition of a Management Information Register and Registration Procedures,
July 1990 [SC21 N 4945]--to define a mechanism for registering system
management information and procedures for maintaining the register. The
Management Information Register would contain information describing:

- Support managed object classes.

- Generic managed object classes.

- Definitions of attribute types, support objects, system management
notifications, system management actions, name bindings, and
management information parameters.

Requirements and Guidelines for Managed Object Conformance Statement

(MOCS) Proformas, July 1990 [SC21 N 4946]--to provide requirements and

develop a standard specification technique (template) for MOCS proforma,

thus helping to ensure their completeness, consistency, and ease of use.

MOCS proformas are analogous to PICS proformas, but apply to managed

object definitions as opposed to protocols. Designed to be an addendum to

DIS 10165-4 (PDAD in 1991, DAD in 1992, and AD in 1993).

Management Information for the OSI Upper Layers (approved by JTC1 in
May 1990) [Ref. 154].

General Model for Relationship Management to support DIS 10164-3, which
addresses three methods of representing relationships: by name binding, by
attributes, and by managed objects [Ref. 155].

) In addition, SC21/WG4 is preparing a draft technical report

containing the general information generated for the five functional area documents
(configuration management, fault management, accounting management, performance
management, and security management). Extensions to the architecture document, System
Management Overview, DIS 10040, include scenarios, associations (e.g., initialization),
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and management of system management. Generic managed object registration and
registration procedures have been accepted as a new work item. Further, SC21/WG4 will
begin work on managed objects and conformance statement proforma (guidelines).
Finally, SC21/WG4 will work on CMIS/CMIP in areas such as superclasses and state
tables for CMIP.

8.2.3.3 Systems Management, DIS 10164. (U) DIS 10164,
Systems Management, establishes user.requirements for each management function,
establishes a model that relates the services and generic definitions provided by this
function to user requirements, defines the services provided, defines generic notification
types and parameters documented in accordance with the guidelines for the definition of
managed objects, specifies the protocol necessary to provide the service, specifies the
abstract syntax necessary to identify and negotiate the functional units in the protocol (if
necessary), defines the relationship between the services and SMI operations and
notifications, specifies compliance requirements placed on other standards that make use of
these generic definitions, defines relationships with other systems management functions,
and specifies conformance requirements. DIS 10164 does not define implementation
aspects, specify the manner in which management is accomplished, define interactions that
result in the use of management functions, specify services for establishment and normal or
abnormal release of a management association, or define managed objects.

(8)] DIS 10164 defines particular systems management functions and
how these are achieved by use of CMIS. ASN.1 is the notation used to express the
abstract syntax of the data elements associated with managed object, attribute, event, and
action definitions that shall be carried in CMIP.

) The major management functions addressed in SMI are defined in
Table 12.

8.2.3.4 Major Remaining Issues for DIS 10164. (U) The

following technical issues are not yet addressed by DIS 10164 [Ref. 156]:
* Renaming managed objccts--requifcments for renaming managed objects,
including classes to be renamed, conditions under which rename would be
permitted, constraints on renaming objects in standardized procedures, and

changes that need to be coordinated to make a renaming operation consistent
and meaningful.
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»  Service access control--mechanism to address the need for individual open
systems to have the option of protecting themselves against the invocation of
services that would forcibly change existing configured relationships among
managed objects.

*  Startup and shutdown--addressing the requirement to manage the state of an
object as regards invoking startup (or initialization) and shutdown.

8.2.3.5 Structure of Management Information (DIS 10165).
(U) The purpose of DIS 10165-1, Management Information Model, is 10 give structure to
the management information conveyed externally by systems management protocols and to
model management aspects of the related resources (e.g., an X.25 protocol machine).
Managed objects are abstractions of data processing and data communications resources
(e.g., protocol state machines, connections, modems) for the purposed of management. It
is the attributes, operations, and notifications of managed objects that are visible to
management, whereas the internal functioning of the managed object (i.e., the resource it
represents) is not otherwise visible to management. DIS 10165-1 describes the model of
management information in terms of managed objects and the set of operations that may be
performed upon them and notifications that they may generate. It also defines, using
object-oriented principles, key concepts such as inheritance, allomorphism, containment,
and naming as they relate to managed objects.
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Table 12. (U) Definitions of OSI Management Functions From DIS 10164
UNCLASSIFIED

. Objact _management--ability to create, delete, examine, and change sets of management
information that describe parts of the OS! environment.

. State management--the ability to examine and be notified of changes in state, to monitor overall
operability and usage of objects in a consistent manner, and to give or withhold permission for the
use of specific objects. .

. Belationship management--the ability to examine the relationships among various pans of the

system, to see how the operation of one part of the system depends upon is depended upon by
other parts.

Alarm reponing function—reports alarms, errors, and related information. Maltunctions will range
in severity from minor, where a minimal impact upon the quality of service to the user occurs, to
major, whaere it is no longer possible to provide the quality of service requested (or promised t0)
the service user.

. Event report management--the ability to specify conditions to be satisfied by a potential event
report relating to a narticular managed object or a set of managed objects, in order to be sent to
specified destinations.

. Log control--the ability to preserve information about events that may have occurred or operations
that may have been performed by or on various objects.

. Security alarm reporting function--provides such capabilities as the means tc receive notifications
of security-related events, alerts of any misoperations in security services and mechznicms,
alerts of attacks on system security, and information as to the perceived severity of any
misoperation, attack, or breach of security. The standard provides notifications that include
reporting of the clearance of fault conditions.

. Security audit trail--the ability to maintain a record of security-related events that occur in the
management domain and 1o review and analyse these events to detect security breacnes,
malfunctions, and effectiveness of the security services and mechanisms that are implemented
pursuant to the security policy.

. Access control--provides consistent levels of granularity necessary to a homogeneous control
policy, preventing management notifications from being sent to unauthorized recipients,
preventing initiators from having access to managemant operations, and protecting management
information from unintended disclosure. Various levels of access control will be supported: some
users may be given read and write access 1o specific attributes while other users have only read
access Or no access; some users may be granted access only to spacific managed objects; and
some users may not be allowed to establish management communications at all.

. JTest Management Function--remote contro} of tests involving real open systems and the

specification of tests that exercise OSI resources.

. Confidence and Diagnostic Test Classes--defines service in the form of test classes that are
required in order to investigate the ability of a resource to perform its allotted function, the ability
of the communications mechanism to make a connection between a number of open systems and
to transfer data without modification between a number of open systems, the integrity of a
protocol, and the effect of increased utilization of a resource.

. Measyrement Summarization Function-measures throughput, time dslays, message round trips,

response times, and other measures of congestion and resource utilization for performance
monitoring and statistics related to performance monitoring.

(9)] DIS 10165-2 defines the generic object classes, support inanaged
object classes, abstract attribute types, attributes types, notifications types, action types,
parameter types, and associated abstract syntaxes that may be applicable to a number of
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different standards. It also specifies compliance requirements place on other standards that
make use of these definitions.

) DIS 10165-4 defines the management information that is to be
transferred or manipulated by means of the OSI management protocol and the managed
objects to which that information relates. DIS 10165-4 provides developers of managed
object class definitions with the information and documentation tools that are required in
order to produce complete managed object class definitions.

8.2.4 Telecommunication Management Network (TMN)

) The Telecommunication Management Network (TMN) is concept
developed by CCITT (Recommendation M.30) to manage a telecommunication network
(e.g., the public telephone network or an ISDN). A TMN is conceptually a separate
network that interfaces a telecommunications network at several different points to receive
information from it and to control its operations. A TMN may use parts of the
telecommunications network to provide for its own communications.

L) Architecturally, the TMN functions are divided into three blocks:

»  Operation System Function (OSF) that processes the information related to
telecommunication management to support or control the realization of various
telecommunication management functions.

*  Mediation Function (MF) that acts on information passing between Network
Element Functions (see beiow) and OSFs to achieve smooth and efficient
communication. The main MFs are communication control, protocol
conversion, data handling, communication of primitives, processing involving
decision making, ana data storage.

*  Data Communication Function (DCF) that provides the means to transport

information related to telecommunication management between functional
blocks.

) The three fu~ctional blocks can communicate with two external
blocks. One is the Network Element Function (NEF) that communicates with a TMN for
the purpose of being monitored and/or controlled. The other is the Workstation Function
(WSF) that provides the means for communications between funcaon blocks (OSF, MF,
DCF, and NEF) and the user. The current draft of the NATC C3 Architecture
Communications Subsystem (July 1989) indicates that the management of the NATO ISDN
will be based on the TMN concept [Ref. 157].
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8.2.5 Military Concerns in Network Management

{9)) Some concerns in the OSI managemeat area involve the direction
and support of work being done by ISO for Quality of Service (QoS) and
multipeer/multiaddressing. Both of these areas were reassessed in 1989 due to lack of
support from the nations. Specifically, a formal question2! has been raised and put to a
ballot on the need for a framework for quality of service within the ISO standards. Since
these areas have been found to be priority items for achieving military requirements within
NATO, it is important for the nations individually and collectively to increase their support
for additional work in these standards areas.

) The Ad Hoc Working Group on OSI Management (AHWG-OM) of

TSGCEE SG9 has been formed to address OSI management issues for NATO.22 The

major standing document of the AHWG-OM is NATO Requirements for Open Systems
Management [Ref. 158]; some key elements are the following:

«  Part 1: Rationale and Objective (of which Section 7 is Military Features and

Their Impact on OSI Management and Annex A.2 is the Work Plan),
28 June 1990

« Annex H: Notes Concerning the Quality of Service Issue, Third Draft,
9 February 1990

e  Appendix 4, Requirements for a Network Management Broadcast Facility,
1 May 1990.

8.2.6 Quality of Service (QoS)

(8)) In the framework of OS], QoS provides the capability to measure
the service level provided by the communications service provider and the means to request
a target service from the communications service provider. QoS parameters now used in
ISO standards?3 include transit delay and priority.

(9)) SC21/WG1 posed Question 62 (Q62) in 1989 to query whether a
QoS Architecture was necessary since such an architecture would require modification to
the OSI Reference Model. The first step to developing such an architecture would be
defining the components of a QoS Framework. A concern of several national bodies in

21 () ISO/IEC JTC1/SC21/WG1 Question 62: "Is Quality of Scrvice an architectural issue which needs
overall guidance and consistent approach across all layers?” Balloting closed in May 1989.

22 () The work TSGCEE SG9 working groups is discusscd in Scction 10.3. The AHWG-OM is
addressed in Section 10.3.5.

23 (U) ISO/EC references to QoS are in Layer 3 (1SO 8438), Layer 4 (1SO 8072, 8073) Layer 5 (ISO
8326), Layer 6 (ISO 8822), and Layer 7 (ISO 8649, 8650, 8571-3).
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WGH is that a new QoS Architecture would destabilize the existing standards. At the May
1990 SC21 Plenary in Seoul, WG1 did not progress the QoS Framework as a new work
item. WGI1 reported to SC21 [Ref. 159]:

[WGI1] believes that it is still premature to progress the work any
further at the current stage. The group noted that only [a] limited
number of national body contributions [were] received on this question;
also noted that there is not enough technical contributions and general
consensus for progressing the work, although renewed expressions of
interest have been received from several national bodies.

WG has requested additional contributions from national bodies by January 1991 on the
QoS Framework.

) The AHWG-OM (see Section 10.3.5) has identified

[Ref. 160, 161] the following deficiencies and requirements relative to QoS:

Only static QoS parameters have been defined--the relationship of various QoS
parameters to each other and actions to take upon dynamic change in QoS are
not yet supported.

A tight coupling between QoS and communications services is needed to

support applications in areas such as military and real-time process control and

high assurance of message delivery. Specifically, this means that applications

need:

- Capability to clearly express the QoS requirement to the underlying
communications service

- Notification of changes in QoS

- Close mcaitoring of the QoS

- Assurance that QoS is maintained in a deterministic manner.

While the need of the layer services have led to protocol definitions that include

parameters for specifying QoS, no syntax or semantic meaning of those

parameters has been defined.

Further, the AHWG-OM has recommended that:

An overall framework for OSI QoS be developed and, specifically, ISO/IEC
SC21/WGl1 raise the priority of QoS discussions in this area.

QoS be expanded to provide five functions: establishment, monitoring,
maintenance, notification of change, and negotiation.
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*  The definition of QoS be modified to include the following four classes of QoS
parameters:

- Quality of addressing--the correct assignment of addresses to the
originator and the recipient.

- Quality of message--the reliability of message deiivery against data loss,
data corruption or insertion, misdelivery, duplicate delivery, or out-of-
sequence delivery.

- Quality of timeliness--the delay of transferring information across a
communications service, including specification of requirements on time
limits for delivery of a message. The latter may be in terms of the time
after which the message is no longer valid, allowable delay in the transfer,
and the action to take on failure to meet the criteria.

- Quality of confidentiality--the ability of the system to protect its resources
from unauthorized use and to prevent unauthorized interception of
information relative to the transfer of a message. Clearly this quality
overlaps security requirements.

) The AHWG-OM in its meeting in June 1990 recommended three
steps for progressing work on QoS: (1) establish an ad hoc working group on QoS in
TSGCEE SG9 to define QoS requirements and a QoS Framework; (2) apply the QoS
Framework in other SG9 working groups; and (3) provide additional information to ISO
and other standards bodies on the need for QoS. AHWG-OM recommended that the
proposed framework consider the application QoS parameters, the application actions
(procedures used by applications in processing QoS information), and QoS facilities for
establishment, monitoring, maintenance, notification, and negotiation of QoS [Ref. 162].

) A key background paper for QoS is Management Requirements
Arising from a NATO Study of Quality of Service [Ref. 163]. This paper identifies QoS
requirements in such areas as specification, establishment, application actions, monitorin g,
maintenance, notification, negotiation, information flow, and applicability. It also
addresses the QoS framework, information model, and interaction model. Four QoS
parameters are identified: addressing, message, timeliness, and confidentiality. The June
1990 recommendations of the AHWG-OM to SG9 were based, in part, on material
described in this paper.
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8.2.7 Special Interest Groups for OSI Management

({9)) A number of special interest groups have been formed to promote
standardization of OSI management. These include [Ref. 164]:

»  Network Management Experts Group--formed within EWOS with plans to
meet four times per year

+  Network Management Forum (NMForum)--developing specifications that will
be demonstrated in September 1990 during the first Network Management
Showcase

e NIST Network Management Special Interest Group (NMSIG)--developing
specifications for the Stable Implementor's Workshop Agreements with a
target date of December 1990. The 1990 version will define, in coordination
with EWOS and the NMForum, managed objects for LANSs including FDDI,
X.25, and ISDN. Additional managed objects would be defined in 1991 for
Layer 3-7 protocols and routers and in 1992 for applications, operating
systems, and database management systems.

8.3 Standards for Registration Authorities

(U) Registration provides unambiguous identification of instances of certain
types of information objects within the OSI environment. Examples of these instances are
an application process, an application entity, and the definition of a class of information
such as a file format. Registration is the assignment of an unambiguous name to an
instance of a type of information object in a way that makes the assignment available to

interested parties. It is carried out by a registration agent that may be either a standard or an
organization.

(U) SC21 and SG VII have agreed to collaborate in work on registration
authorities. The groups have concurred that "the establishment and operation of
registration is critical to communications in a distributed environment and that, without
procedures for the operation of registration, interoperability between applications is
unlikely” [Ref. 165]). An area of disagreement is the presence of the Name Form in
DIS 9834-1, included to support the specification of procedures to ensure the assignment
of unambiguous names for registration purposes.
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(U) ISOJTC1 SC21/WG1 has developed?4 a standard (DIS 9834, Procedures
for the Operation of OSI Registration Authorities) for the operation of OSI registration
authorities. The status and structure of this standard is as follows:

o  DIS 9834-1 (Part 1): General Procedures, March 1990 [SC21 N 4352]

e DIS 9834-2 (Part 2): Registraicon Procedures for Document Types, May 1988
[SC21 N 2605]

o ISO 9834-3 (Part 3): International Register of Object Identifier Component
Values for Joint ISOICCITT Use, 1989 [SC21 N 4718, April 1990]

» DIS 9834-4 (Part 4): Registration of VTE Profiles, March 1990
[SC21 N 4325]

« DIS 9834-5 (Part 5): Registration of VT Control Objects, March 1990
SC21 N 4322]

»  DP 9834-6 (Part 6): Registration Authority Procedures for AP Titles and AE
Titles, July 1989 [SC21 N 3185] (DIS text expected in 1990).

DIS balloting on 9834-1 was suspended and will begin again in August 1990 on
recommendation to SC21 by WG6 [Ref. 166].

(U)  Work in registration authorities (SC21/WG1) is ongoing in one additional
area: registration of system titles, for which DP status is expected in November 1990.
Prior work on authentication mechanisms, application context names, abstract syntaxes,
and transfer syntaxes is now considered as not required.

8.4 Status of Standards for Conformance Testing

(U) Conformance testing is crucial to the achievement of OSI to ensure
comparability of test procedures and results by different test centres. Standardization of
conformance iest suites needs to be based on a standard testing methodology and approach
to test suite specification, which is reflected in DIS 9646, OSI Conformance Testing
Methodology and Framework. Work has already begun in standardizing test suites based
on DIS 9646 for X.25 terminals, the connection-oriented transport protocol (ISO 8073),
MHS, FTAM, ACSE:s, session, and presentation protocols. A detailed description of OS]
conformance testing is provided in Reference 167. ISO/IEC work in confortnance testing
is done by SC21/WG1.

24 () Work on Registration Authorities beginning in November 1989 was transferred to SC21/WG6.

122
UNCLASSIFIED




UNCLASSIFIED

(U)  DIS 9646 is being developed in six parts, all of which are stable:

)

DIS 9646-1, Part 1: General Concepts, May 1990 [SC21 N 3429] (CCITT
X.290)

DIS 9646-2, Part 2: Abstract Test Suite Specification, May 1990
[SC21 N 3430] (CCITT X.291)

Addendum to Part 2 on Testing and Formal Description Techniques (FDTs),
DIS 9646-2 WDAD1

DIS 9646-3, Part 3: The Tree and Tabular Combined Notation (TTCN),
January 1990 [SC21 N 4327] (CCITT X.292)

Addendum on Extensions to TTCN Including Parallel Tree, DIS 9646-3
WDAD1, March 1990 [SC21 N 4219, December 1989]

DIS 9646-4, Part 4: Test Realization, May 1990 [SC21 N 3504] (CCITT
X.293)

DIS 9646-5, Part 5: Requirements on Test Laboratories and Clients for the
Conformance Assessment Process, May 1990 [SC21 N 3503] (CCITT X.294)

DP 9646-6, Part 6: Interpretation of Test Report, 1989
Protocol Profile Testing Methodology, May 1990 [SGFS N 9].

There are four primary areas for standardization of conformance testing in

the near future: multi-protocol (profile) testing, multi-party test methods, additional
features in TTCN and multi-test case tables, and the nature of profile conformance testing
and configurability [Ref. 168]. Specifically,

Protocol Profile Testing Methodology is a proposal for a new work item,
January 1990. This standard will supersede TR 10000-1 as far as
conformance aspects are concerned. A joint meeting with CCITT SG VII is
planned for February 1991; CD text as Part 7 and addenda are expected in
June 1991.

Multi-party test methods will be addenda to parts of DIS 9646. A joint meeting
with CCITT SG VI is planned for February 1991, and CDAMs are expected
in June 1991.

Work on TTCN extensions has already begun. As an addendum to
DIS 9646-3, TTCN Extensions introduces the notion of parallelism in order to
ease the writing of test cases, provide a language means to describe explicitly
the cooperation of (distributed) components of a test architecture, and to make
TTCN a test notation that covers the aspects of a multiparty test methodology.
WDAD text was distributed for comment in March 1990, and CDAD text is
expected in October 1990. '

Formal methods in conformance testing is a proposal for a new work item,
January 1990. A join: meeting is planned with CCITT SG X in
November 1990, and CD text is expected in May 1992.
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Additional topics to be addressed for conformance testing in 1991-1992 are ISDN and
multimedia concerns, application of formal methods, and protocols for test support.

(U)  The Protocol Profile Testing Methodology will extend the OSI conformance
testing methodology and framework (DIS 9646) to make it applicable to OSI protocol
profiles as well as base protocols.

(U) The multi-party test methods (MPTM) addenda to DIS 9646
[SC21 N 4218, January 1990] define the main requirements concerning MPTM and a
multi-party test architectural model. The model will be used to map abstract test methods
on which to base the development of abstract test suites and means of testing for the
various multi-party protocols and multi-party testing configurations using more than one
protocol or more than one channel.

(U)  SC21/WGI1 has noted concerns [Ref. 169] about the available resources and
direction of work on upper layer conformance testing. Work has slipped 2 years on
abstract test suites for FTAM and 3 years for embedded test suites for ACSE, Presentation
Layer, and Session Layer. There is an imbalance between work on the basic methodology
and that applied to the actual conformance tests, specifically on abstract test suites.

(U) EWOS has agreed [Ref. 170] to convene an activity to study and investigate
OSI Conformance Testing Methodology. This work would examine central aspects of OSI
testing methodology that are necessary to support standardization of test specifications.
CEN has been assigned leadership of the work.

(U) TTCN is a unique, informal notation that was developed by ISO and CCITT
for specifying generic and abstract test cases [Ref. 171]. Other formal description
techniques in use for this purpose are the Language of Temporal Ordering of Specification
(LOTOS) and Estelle--both accepted in the NTIS Transition Strategy--and the System
Development Language (SDL), developed by CCITT (Recommendation Z.100). Both
Estelle and SDL are Pascal-based notations. These formal description techniques (FDT's)
are described in detail in Section 8.5.

(U) TTCN provides a notation in which generic and abstract test cases can be
expressed in test suite standards, which is independent of test methods, layers, and
protocols, and which reflects the abstract testing methodology of DIS 9646. TTCN
provides a naming structure to reflect the position of test cases in the abstract test suite
hierarchy (complete test suite, test groups, test cases, test steps, and test events). TTCN
also provides the means of structuring test cases as a hierarchy of test steps culminating in
test events.
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(U)  An approach used in conformance testing (and in other applications) to
specify interoperability parameters for an implementation (or a functional profile) is called a
protocol implementation conformance statement (PICS). A PICS specifies all the
parameters and options required to show how a particular implementation meets static
conformance requirements. As such, it is the first tool in conformance testing. A PICS
proforma is a PICS template developed and standardized in conjunction with a protocol
standard. TSGCEE SG9 will use the PICS proforma as part of the functional profile
guidelines.

(U) Many organizations have been formed to address OSI conformance testing.
These include Corporation for Open System (COS), SPAG, European Committee for
Standardization (CEN)/European Committee for Electrotechnical Standardization
(CENELEC), NIST, Industrial Technology Institute (ITI), World Federation of
Manufacturing Automation Protocol (MAP) and Technical and Office Protocol (TOP) User
Groups, Conformance Testing Services-Wide Area Network (CTS-WAN), National
Computing Centre (NCC), and EurOSInet. TSGCEE SG9 is addressing [Ref. 172]
NATO requirements in this area and whether NATO-specific activities need to be
supported. The following are areas in which existing civil organizations may be expected
to contribute to conformance testing to support NATO requirements [Ref. 173]:

*  Developing standards and conformance certification criteria: ISO, CCITT

*  Developing abstract test suites for OSI upper layers: ISO

»  Developing test profiles and provisioning testing under military requirements:
COS, SPAG

*  Developing site accreditation criteria: Industrial Technology Institute (I1TT)

* Implementing site accreditation and testing tools, and specifying test control
and maintenance procedures: NIST

*  Developing standards and test methodologies: CEN/CENELEC, ANSI.

(U) COS [Ref. 1742] and SPAG have now completed formal agreement to
combine their conformance test products within a single integrated tool set (ITS). In
addition, COS, POSI, and SPAG have completed (June 1989) an Initial Strategic Technical
Cooperation Agreement that commits the organizations to a strategic cooperative
arrangement designed to provide a common technical solution to conformance testing,
building upon the ITS. The agreement is also known as "CPS" (both for Conformance
Promotion Strategy and for COS-POSI-SPAG).
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8.5 Formal Description Techniques (FDTs)25

(U)  FDTs are used to produce unambiguous descriptions of OSI services and
protocols in a more precise and comprehensive way than natural language descriptions.
Further, FDTs provide a foundation for analysis and verification of a description. The
objectives of FDTs are to provide:

»  Unambiguous, clear, and concise specifications

»  Basis for determining completeness of specifications

»  Foundation for analysing specifications for correctness, efficiency, etc.

»  Basis for determining consistency of specifications reiative to each other

»  Basis for implementation support.

(U)  There are three international standard FDTs that range from abstract to
implementation-oriented: Estelle, LOTOS, and SDL. Since emerging standards are being
written in one or more of these FDTs, the following sections are provided to give some
technical information, together with the basis, derivation, and character, for these
description techniques [Ref. 175]. DTR 10167, Guidelines for the Application of Estelle,
LOTOS, and SDL, SC21 N 4259, January 1990, provides guidelines for applying these
three FDTs. A fourth FDT--TTCN--was described in Section 8.4.

(U)  SC21/WG1 has developing a working draft for Architectural Semantics for
FDTs [SC21 N 4231, April 1990]. This work was planned to assist development of
formal descriptions of standards for data communications, networking, and distributed
computing. The draft defines and catalogues a set of selected elementary concepts, which
act as a bridge between the architectural concepts and structures and the semantic models of
the FDTs (Estelle, LOTOS, and SDL). SC21 approved the May 1990 recommendations
developed by a reassessment of the work associated with the Architectural Semantics for
FDTs. The current work in SC21/WG1 will be terminated and a subproject initiated in
SC21/WGT in the area of ODP architectural semantics [Ref. 176].

8.5.1 Estelle

(%)) Estelle (ISO 9074, Estelle, A Formal Description Technique Based
on an Extended State Transition Model, July 1989) is a formally-defined specification
language for describing distributed or concurrent processing systems, in particular those
that implement OSI services and protocols. The language is based on widely used and

25 () Discussion of FDTs is taken, in part, from DTR 10167, Guidelines for the Application of
Estelle, LOTOS, and SDL.
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accepted concepts of communicating non-deterministic state machines (automata). An
Estelle specification defines a system of hierarchically-structured state machines. The
machines communicate by exchanging messages through bidirectional channels connecting
their communications ports. These messages are queued at either end of the channel. The
actions of machines are specified in (extended) Pascal; hence, familiarity with Pascal makes
Estelle specifications easily readable. Estelle uses Pascal data types in its data descriptions.

) Estelle is based on an extended state transition model, i.e., a model
of a nondeterministic communicating automaton extended by the addition of the Pascal
language. Estelle may be view as a set of extensions to Level 0 of 1SO 7185
(Programming Language - Pascal) that models a specified system as a hierarchical structure
of communicating automata that may run in parallel and may communicate by exchanging
messages and by sharing, in a restricted way, some variables. As in Pascal, all
manipulated objects are strongly typed, which enables static detection (e.g., during
compilation) of specification inconsistencies.

) Estelle language mechanisms allow modelling of synchronous and
asynchronous parallelism between state machines of a specified system. They also permit
dynamic development of the system configuration. Estelle specifications can be prevared at
different levels of abstraction, from abstract to quite implementation-oriented. The 1atter
may be derived from the former with the aid of supporting tools. An Estelle tutorial has
been developed and is intended to become Annex D (informative) of the Estelle base
standard (ISO 9074 PDADI, Estelle Tutorial, SC21 N 4230, December 1990).

8.5.2 LOTOS

) LOTOS (ISO 8807, LOTOS, A Formal Description Technique
Based on the Temporal Ordering of Observational Behaviour, February 1989) is a
mathematically-defined FDT, developed from a large, well-established body of theory
based on three mathematical techniques: Calculus of Communicating Systems (CCS),
Communicating Sequential Processes (CSP), and ACT ONE. Having a well-defined
mathematical foundation, it provides a solid basis for both analysis and development of
reliable tools, including simulation, compilation, and test sequence derivation. The basic
constructs of LOTOS allow modeliing of sequencing, choice, concurrency, and
nond...rminism in an entirely unambiguous way. In addition, LOTOS permits modelling
of both synchronous and asynchronous communication. LOTOS, like SDL, uses abstract
data types in its data descriptions.

((8)) LOTOS may be applied to produce a specification of the allowed
behaviours of a system, i.c., the set of all behaviours that may be observed of a
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conforming implementation. Furthermore, LOTOS permits the description of allowed
behaviours without describing how this may be achieved or by describing particular
mechanisms that achieve the required behaviour.

) Formal descriptions of the session service and protocol using
LOTOS have been developed:

o TR 9571, LOTOS Description of the Session Service, September 1989
» TR 9572, LOTOS Description of the Session Protocol, September 1989.

8.5.3 SDL

U) SDL is based (CCITT Z.100-Series recommendations) on the
extended finite state machine model supplemecnted by capabilities for abstract data types
based on the initial algebra model (the same one used in the ACT ONE part of LOTOS).
This combination is supported by well-defined formal semantics. SDL provides constructs
to present structures, behaviours, interfaces, and communications links. In addition, it
provides constructs for abstraction, module encapsulation, and refinement. All of these
constructs were designed to assist the representation of a variety of telecommunications
systems specifications, including aspects of protocols and services.

8.5.4 G-LOTOS

(9)) Text for a standard for a graphical syntax, G-LOTOS, has been
submitted [Ref. 177] that provides an extension to LOTOS (ISO 8807) to facilitate
production and enhance clarity and readability of formal descriptions, simplify teaching and
learning the language, favour the development of advanced user-friendly software tools,
and promote the diffusion and application of the language [Ref. 178].26

26 @U) New work item {JTC1 N 485] for G-LOTOS was not accepted; status of PDADI is uncertain
(April 1990).
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9. STANDARDSV FOR ENHANCED INTEROPERABILITY

(U) Previous chapters have identified technical standards needed to achieve
basic interoperability, which is defined as the exchange of information that preserves
meaning and relationships. Chapters 4-7 reviewed standards applicable to one of the four
basic facilities, and Chapter 8 addressed standards applicable to all four basic facilities.
This chapter summarizes standards and technical approaches to selecting interoperability
parameters from standards that would go beyond basic interoperability and beyond the four
Basic Facilities that support basic interoperability.

9.1 Enhanced Interoperability

(U)  Enhanced interoperability includes all the functionality required to provide
basic interoperability, together with additional functionality and characteristics. Standards
for enhanced interoperability would go beyond those required for ATCCIS-conformant
systerns and would require additional agreements. Examples of enhanced interoperability
would be application-level facilities (ALFs) for performing certain key tasks, a human-
computer interface service facility, a user-interface management system (UIMS), and
specialized input-output facilities (IOFs). These are discussed in WP 24.27

9.2 Standards for Enhanced Interoperability

(U) There is a potential for cost savings and improved interoperability if
standards are adopted for use by two or more nations in ATCCIS-conformant systems.
These standards could be in the areas of operating systems, human-computer interfaces,
database management, graphics interchange, document interchange, and programming
services (e.g., languages for scftware development). Use of such standards can lead to
portable application software for use in more than one type of ATCCIS-conformant
system, not only to implement applications that go beyond basic interoperability, but also to
achieve basic interoperability in a more cost effective way.

(U) In April 1988, JTC1 of the ISO/IEC began a formal Technical Study Group
(TSG-1) for Interfaces for Applications Portability (IAP). Managed directly under the
JTC1, and not any of the subcommittees, the IAP study will identify user requirements and
standards needed to support those requirements. The TSG-1 will address several aspects
of portability, including moving applications across a range of machines, minimizing

27 (U) WP 24 refers to the human-computer interface service facility as the Man-Machine Interface
(MMI) Service Facility (MSF).
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training and simplifying user interfaces (user portability), recognizing different underlying
philosophies/architectures, and distinguishing among possible levels of portability.

(U) ISO has recognized that standardization is needed for information
processing that goes beyond data communications services and protocols. As will be
shown in the sections that follow, there are major efforts under way in the areas of standard
interfaces to operating systems, databases, graphics, user input and display devices, and
programming languages. In addition, open systems standards are being developed for
document interchange and distributed processing. ’

(U)  SC21 has identified [Ref. 179] the need to provide standardization in areas
related to both basic and enhanced ATCCIS interoperability. These areas are:

* Information exchange
*  Intemetworking of systems
»  Specification of functions needed in systems built for specific purposes
»  Portability of applications across system hardware and software
»  Definition of common interfaces to system services
*  Security of systems
*  Reliability of systems
*  Human/computer (man/machine) interfaces
¢ Definition of common concepts
»  Safety and iegal requirements.
SC21 specifically plans to address standardization for database management systems and

single and distributed processing environments, in addition to open systems
interconnection.

9.2.1 Operating System Standards

{9)) When common operating systems are used, there is a potential to
reduce the development of ATCCIS system elements by sharing software. Even when
different operating systems are used, adoption of operating system interface standards can
increase application software portability. In ATCCIS, the recommended approach would
be to agree on a standard operating system interface (i.e., POSIX), but not to seek
agreement on a standard operating system. Operating system interface standards
(specifically POSIX) are discussed in Sections 5.2 and 5.3. Standards for applications
portability are addressed in Section 9.4 below.
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(8)) SC21 has begun work in the area of Operating Systems Command
and Response Language (OSCRL). A draft proposal for OSCRL is planned, but has not
yet been promulgated.

{9)) Two communities of operating systems standards have received
strong support from vendor groups promoting application portability. Jne group is UNIX
International (foimerly Archer, with a membership of 42 corporations and user groups),
which promotes UNIX System V, a proprietary standard of AT&T. Availability of Release
4.0 of UNIX System V was announced at the UNIX EXPO (November 1989) and is now
commercially available. This release aims to:

e  Merge all the major versions of the UNIX operating system (i.e., the
/usr/group Xenix, the Berkeley 4.x BSD, and the Sun Operating System)

« Enhance data networking with the addition of Remote File Systems and
Remote Procedure Calls

*  Address real-time applications and environments

*  Ensure con‘ormance to POSIX through enhanced signa! handling, multiple
groups and ownership, and job control

*  Achieve and maintain full compliance with the X/OPEN CAE.

) The other major group promoting operating systems is the Open
Software Foundation, which has adopted the IBM AIX Version 3 of UNIX. This version
conforms to POSIX, and future releases will comply with Issue 3 of the X/Open Portability
Guide (XPG3). IBM intends to support both TCP/IP and OSI protocols that will operate
over various physical connections (to include X.25). Other features of this operating
system are the provisions for network management functions via OSI's Common
Management Information Service/Protocol (CMIS/CMIP), electronic mail via X.400, and
presentation services via X Windows [Ref. 180].

9.2.2 Terminal and Human-Computer Interface (HCI)
Standards

) Human-computer interfaces comprise two levels of
standardization. One level is the specification of how computer system elements shall
interface to display terminals, workstations, and other output devices for which there is
capability for human interaction. The second level is the look, feel, and layout of the
display screens, keyboards, and other elements of the workstation tha: would define the
way information is displayed and how the user interacts with the information provided. In
ATCCIS, the recommended technical approach is to standardize the interfaces. This is

131
UNCLASSIFIED



UNCLASSIFIED

distinct from the military necessity of standardizing information formats and presentations
at workstations for operational reasons. .

9.2.2.1 HCI Work in ISQO. (U) The standards work in ISO/IEC
covers both levels of HCI. These standards activities seek to:

»  Provide consistency--in screen and keyboard layout, terminology, semantics,
user action, and syntax--across and within manufacturers, systems, and
applications .

*  Enhance comfort and well-being

»  Enhance usability2®

¢ Assist in product procurement and evaluation.

Specifically, ISO/IEC JTC1 SC18 (Text and Office Systems) has a working group, WG9
(User System Interfaces and Symbols), that is developing standards to support keyboard
layout, user interfaces, cursor control, and icons (e.g., symbols) to be displayed. In
addition, the Ergonomics Technical Committee (TC159) of 1SO is addressing, through
SC4 (Signals and Controls) and WGS (Software Ergonomics and Man-Machine Dialogue),
standards for dialogue interface, coding, formatting, menus, and usability assurance.
Other areas of standardization related to the user interface to information systems being
addressed by ISO are [Ref. 181]:

*  Documentation (JTC1 SC7/WG2)

*  Software quality characteristics JTC1 SC7/WG3)

«  Textinterchange (JTC1 SC18/WG4)

*  Terminal management JTC1 SC21/WG4)

»  Form Interface Management System (JTC1 SC22)

 POSIX (JTC1 SC22/WG15)

*  Commands for Interactive Text Searching (TC46/SC4)

»  Software quality assurance (TC176 SC2/WGS).

9.2.2.2 Visual Display Terminal. (U) SC18/WG9 seeks to

develop a User Interface Standard that would address names of basic objects and actions,
user guidance, dialogue interaction, and graphical symbols used on screens. A working

draft of part of this standard is planned for 1989 and an initial draft proposal for 1990.
TC159 SC4/WGS is developing a standard (DIS 9241) for VDTs that addresses office task

28 (U) Asused in SC18/WGS, usability of a product is defined as the degree to which specific users can
achieve specified goals in a particular environment effectively, efficiently, comfortably, and in an
acceptable manner. »
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requirements, visual requirements, keyboard ergonomics, work place design and
environment, surfaces and filters, use of colour and graphics, non-keyboard input devices,
usability, coding, formatting, and terminology.

9.2.2.3 Virtual Terminal (VT). (U) VT standards (ISO 9040 and
9041) define a communications protocol between a terminal and its host in terms of a
conceptual terminal, where the mapping from the conceptual terminal to the physical device
is an implementation issue outside the standard. Several classes of display and data
manipulation capabilities will eventually be addressed by VT standards [Ref. 182]:

e Basic class, for textual data in a rectangular array of character boxcs

e Forms class, similar to the basic class, but with the ability to define fields with
control over data entry

*  Graphics class, for geometric data such as lines and circles (as defined, for
example, in GKS)

»  Text class, for structured data such as provided by ODA data streams
*  Image class, for bit-mapped displays.

) The initial VT standards address the basic class of capabilities.
They will contain addenda that provide extensions (AD1, Extended Facility Set) to the basic
class for enhanced access rules, structured control objects, blocks, fields, and reference
information objects. These enhancements will be incorporated into the base text before the
standards are submitted for ballot as international standards. Three additional extensions
are being developed [SC21 N 3366 and N 3367, December 1988] for VT: ripple, to
provide facilities to undertake simple text editing by the addition of control objects and
operations; exception reporting for non-fatal errors; and context retention for multiple VT
sessions. These extensions are being progressed as Addendum 2 (DAM2, Additional
Functional Units) to both ISO 9040 and 9041. CD 9041-2, VT PICS Proforma, is planned
for June 1991. SC21/WGS expects DIS text for the PICS Proforma to be available ir
November 1992. In addition, registration authority procedures are being developed for the
Virtual Terminal Environment (VTE) and VT Control Objects: DIS 9834-4 and
DIS 9834-5, respectively. Finally, a guide to VT standards has been developed by
SC21/WGS5 [SC21 N 3365, December 1988]. A draft Conformance Test Suite for the VT
Protocol [SC21 N 4161] has also been developed.

) DAM2 [SC21 N 5031, May 1990] for ISO 9040/9041 enhances
the capability of the VT environment by use of the Association Establishment or
Negotiation functions, extends the set of objects and operations provided by the Data
Transfer function, and enhances error handling capabilities of the service provider. DAM2
provides additional functionality for ripple mode editing (insertion, deletion, and copy
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operations for a Display Object), exception reporting (provides mechanisms by which
non-fatal exception conditions may be reported by the VT service provider to VT users),
and retention of VT context across Negotiation (retention of the information stored in
selected VT Objects--Display Object and Control Objects--to be retained between
successive VT environments within the life time of a VT association).

(8)) VT profiles are being developed by two regional workshops: the
European Workshop for Open Systems (EWOS) and the NIST OSI Implementor's
Workshop. EWOS is working on synchronous-mode profiles that are based on a two-way
exchange with a single display object requiring the exchange of an access token. EWOS
profiles include Forms, Page, Enhanced, and Enhanced Page. The NIST Workshop is
developing asynchronous-mode profiles. These are based on a character-by-character
interworking, in which there are two display objects, but the user at each end is allowed to
update only one of the objccts; NIST Workshop profiles include TELNET, Transparent,
Forms, Scroll, Page, and X29 (of which the first three are in the Stable Agreements).

9.2.2.4 Terminal Management (TM). (U) SC21/WGS is
working on a program for developing standards for TM, directed at support for
multi-function workstations. The role of TM is to support the control and manipulation of
logical devices typically associated with workstations. Logical devices are defined in TM
to provide a mapping between transferred data such as ODA documents and the physical
devices such as a workstation screen, taking into account control information such as
synchronization and the use policy of a particular application. TM is related to Document
Transfer and Manipulation (DTAM, CCITT), user interface standards (SC18), Forms
Interface Management System (FIMS, SC22), and window management (SC24). The TM
standard consists of three parts: TM Model (CD 10184-1), TM Service (WD 10184-2),
and TM Protocol (WD 10184-3). The first, TM Model, progressed to CD status in April
1990. CD status for the other two is expected in July 1991 [Ref. 183].

((9))] TM provides a general framework for defining interactive
processes that support in a systematic way such diverse features as: (1) combining
different data types (e.g., presenting diagrams with a telephone conversation); (2) handling
multiple simultaneous dialogues from a single terminal, and (3) interacting with several
levels of processes in a single session, in which low-level functions such as echoing and
simple checking are done locally and responses to more demanding operations such as
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database access are generated by a remote system. The TM draft standards address the
following requirements [Ref. 184]:

Presenting data from several sources on a single display, for example using a
window system.

Moving data between windows presented together.
Supporting multiple users and displays attached to one application.

Handling the same data at several different levels of abstraction; for example, a
graphics image may need to be manipulated at the level of a display list, at the
level of various geometric objects, or at the bit-map level.

Controlling how the logical structure of dialogues is mapped onto real
resources, such as open systems and OSI application associations.

((9)) TM permits the establishment of a general network of processes

with dialogues between them. The dialogues may be of a variety of types, such as VT,
bit-map graphics, or ODA. TM does not itself define the operation of an individual
process, nor does TM define the data stream for a particular dialogue type--these are
specified by other standards. Where a process has input parameters that may be adjusted,
such as the specification of the positions and priorities of the various windows in a window
system, these are provided by TM. The TM model addresses the following:

Model for Terminal Management Application Service Elements (ASE) in two
or more open systems that collectively are defined as a Terminal Management
Domain (TMD)

Model for the information flows between ASEs within a TMD

Model for the shared use of interactive resources within a TMD

Mechanisms for the representation of information in a window environment

Relationships between the Terminal Management ASE and other ASEs within a
Single Association Control Function

Relationship between the Terminal Management ASEs and other ASEs within
the Multiple Association Control Function.

) A User Descriptor Object (UDO) is defined in TM; the UDO is

updated and maintained by a TM control process within a TM domain. The UDO supports
the following mechanisms and requirements:

End-user specific libraries
User Interface Management System (UIMS) tool kits

135
UNCLASSIFIED




UNCLASSIFIED

e  Local system characteristics such as devices supported, window management
system information in support of specific menus and icons, peripherals to be
supported during a given instance of communication, and a user clipboard for
the storage of miscellaneous information

«  Application-specific information (known to the user)

»  Window management system and user interface dependencies, such as sizing a
user interface to fit window instructions

»  State information for devices supported, UIMS in gencral and active and
de-activated applications.

(9)) TM contains a User Window Manager Interface onto which users
may interface their own window manager. If a user-supplied window manager is in place,
all user requests are first sent to the user window manager. In cases where the user
window manager makes decisions in conflict with the TM domain user policy, these are
resolved within the TM process.

9.2.2.5 Status of X-Windows. (U) The X-Windows standard
effort, a UNIX-based user interface standard, began as a de facto standard developed at the
Massachusetts Institute of Technology (MIT). It was developed by Project Athena and the
Laboratory for Computer Science at MIT with funding and participation by Digital
Equipment Corporation (DEC) and IBM [Ref. 185]). Currently in Version 11 (Release 3),
X-Windows sets a standard to provide portability of information across different hardware
and operating systems. In contrast to the kernel-based architecture of traditional
windowing systems, it has a network-based architecture. User Interfuce™ is based on
this standard as is DEC windows ™ software from DEC.29

(9)) The strategic direction in ISO OS? *~r support of windowing
environments is Terminal Management. However, there is a rapidly growing demand for
the use of the X-Windows System. This demand is being satisfied by the use of
X-Windows clients and servers co-located in the same machine or over LANs using
protocols such as TCP/IP. Some large user communities are now trying to run
X-Windows over WANs and in some cases may plan to install TCP/IP networks in
competition with the emerging OSI networks based on ISO protocols [Ref. 186].

29 (U) Sec "DEC Opens an X Window for Control Systems,” J. M. Stoffel, Control Engineering, Vol.
36, No. 4, April 1989, and "OSF Motif, the User Interface Standard,” H. Oldenburg, IEEE Colloguium
on User Interface Management Systems, Digest, No. 135, Issue 2, IEEE, 17 November 1989,
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) Three options are being considered by ANSI Committee X3H3.6
for developing an efficient OSI compatible way of supporting the X-Windows System in
an OS] environment:

«  Map X-Windows directly onto the Layer 7 ACSE.
+  Map X-Windows directly onto a Connection-Oriented Transport Service.

« Rewrite X-Windows completely, removing the session and presentation
functionality it concurrently contains. Map X-Windows onto ACSE properly
using all the facilities that can be provided by Layer 7 services.

While the last option is preferable from the standards point of view, it would require
developmental effort and dedicated expertise that does not appear to be available. Further,
by the time any such standard becomes complete, it would likely be too late to gain
acceptance. The advantage of the first two approaches is that each recognizes the large
body of user pressure that might well precipitate a non-OSI solution before the Terminal
Management standard becomes available.

) Because Version 11 of X-Windows (X11) has limited
two-dimensional (2D) graphics capabilities, a consortium of organizations under the
auspices of MIT has developed X3D-PEX, an extension to the X11 standard that supports
the Programmers' Hierarchical Interactive Graphics System (PHIGS) and the
three-dimensional version of the Graphical Kernel System (GKS-3D) [Ref. 187]. PHIGS
and GKS are discussed in Sections 9.2.3.5 and 9.2.3.3, respectively.

(9)) Despite competition from other UNIX-based windowing systems
like Sun Microsystems' NewsTM, Silicon Graphics™, 4 Sight™, and Camnegie-Mellon's
Andrew™ [Ref. 188], X-Windows has received rapid and overwhelming acceptance as an
industry standard [Ref. 189]. X-Windows is the subject of NIST, IEEE, and ANSI
standards projects. FIPS-158, X-Window User Interface, was approved in May 1990 as a
US mandatory standard. It comprises the first three layers (Layers 0-2) of the User
Interface Reference Model developed by NIST [Ref. 190]. The NIST Model consists of:

«  Layer 0: Data Stream Encoding -

e Layer 1: Data Stream Interface (Xlib)

¢ Layer 2: Subroutine Foundation (Xt Intrinsics)
e  Layer 3: Toolkit

e  Layer 4: Dialogue

* Layer5: Presentation

e« Layer 6: Application.
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) Layer 0 is an X- Protocol for messages between client and server.
It equates with ANSI X3H3.6 (Window Management) Project 0672-D, "X Data-Stream
Encoding for Window Management X Window System VII Data Stream Definition." The
target date for completion of this standard is the second quarter of 1991. Layer 1 is a
librarv interface that provides a C language interface to the X-Protocol. Layer 2 consists of
basic functions for controlling windows and acts as a tool kit for building tool kits
[Ref. 190].

) An IEEE P1201 Reference Model, which is built on the NIST
Reference Model relates X, 1201 work, and other systems. IEEE Project P1201.4,
"X Library" (Layer 1 of the NIST Model) is expected to go to direct ballot in 1990 using a
forthcoming draft from the MIT X-Windows group. Xt Intrinsics (Layer 2 from the NIST
Model above) may be taken on by IEEE P1201, but a formal proposal has not yet been
made for this work.

) NIST Reference Model Layers 3 through 5, while not part of
FIPS-158, are the subject of IEEE projects. Layer 3 is equivalent to IEEE Project 1201.1,
"Toolkit--High-Level Windowing Applications Program Interface.” It is the application-
level interface for higher level functions. Layers 4 and 5 are addressed respectively by the
User Interface Language and User Interface Management Systems work of IEEE Project
1201.3 and are still in the research stage. IEEE has formed a study group, but not a
working group, for this work.

) The Graphical User Interface is part of the IEEE P1201 Reference
Model but is not included in the NIST Reference Model. The Graphical User Interface is
the subject of IEEE Project 1201.2, "Drivability Guide," which provides a recommended
~ practice for minimal commonality for window systems (see Table 15 in Section 9.4.4.2).
It uses the analogy of controls for driving a car [Ref. 190].

9.2.3 Graphics Interchange Standards

) This section reviews standards being developed in ISO/IEC,
CCITT, and the nations for computer graphics. These include the Computer Graphics
Reference Model, Computer Graphics Metafile (CGM), Graphics Kemel System (GKS),
Computer Graphics Interface (CGI), Programmer's Hierarchical Interactive Graphics
System (PHIGS), and the Initial Graphics Exchange Specification (IGES).
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9.2.3.1 Computer Graphics Reference Model. (U) The
Reference Model for Computer Graphics3? defines a basic architecture and consistent
terminology for computer graphics. It addresses environment; primitives; geometry,
attributes, and aspects of primitives; pictures; collections; metafiles; and archives. There
are four environments: application (to which an application interfaces), virtual, logical, and
physical (to which the user interfaces) [Ref. 191].

9.2.3.2 Computer Graphics Metafile (CGM). (U) CGM
standards provide a file format suitable for the storage and retrieval of picture information.
The file format consists of a set of elements that can be used to describe pictrres in a way
that is compatible between systems of different architectures and devices of differing
capabilities and design. ISO 8632 is a standard for producing a CGM in order to:

«  Allow picture information to be stored in an organized way on a graphical
software system

»  Facilitate transfer of picture information between different graphical software
systems

»  Enable picture information to be transferred between graphical devices
e Enable picture information to be transferred between different computer
graphics installations.
(8)) The CGM standards are:
o ISO 8632-1, Functional Specification
e ISO 8632-2, Character Encoding
o IS0 8632-3, Binary Encoding
» IS0 8632-4, Clear Text Encoding.

9.2.3.3 Graphics Kernel System (GKS). (U) The GKS
standard, ISO 7942, spccifies a 1anguage-independent nucleus of a graphics system. For
integration into a specific programming language, GKS is embedded in a language-
dependent layer obeying the particular conventions of that language. This layer (technically
referenced as a "binding") has been defined for the programming language Ada in
ISO 8651-3, based on the Reference Manual for the Ada Programming Language
(ISO 8652). It has also been defined for the programming languages FORTRAN
(ISO 8651-1), Pascal (ISO 8651-2), and C (WD 8651-4).

(8)) A 3D version of GKS is being developed in ISO. The purpose of
GKS-3D is to specify extensions to GKS for defining and viewing 3D wire-frame objects.

30 () This model does not appear to have been published as an ISO standard.
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As such, the GKS-3D documents only describe additions to be made to GKS. The
GKS-3D portions of the GKS standards are:

« ISO 8805, GKS for Three Dimensions (GKS-3D) Functional Description,
October 1988, and ISO 8805/WDADI1, Addendum 1: Name Set Addendum,
April 1987

« DIS 8806-1, GKS-3D Language Bindings - Part 1: FORTRAN,
November 1988

«  DIS 8806-3, GKS-3D Language Bindings - Part 3: Ada, 1989
«  DIS 8806-4, GKS-3D Language Bindings - Part 4: C, 1989
« ANSI X3.122.5, GKS-3D Language Bindings - LISP.
W) One of the major design goals in ISO is compatibility between
GKS-3D and GKS. The 2D primitives of GKS can be seen as a subset of the 3D
primitives obtainable via GKS-3D. This allows a GKS-3D program to read both 2D and
3D metafiles (by forcing 2D primitives to the z=0 plane); however, GKS is unable to use

3D metafiles. Thus, upwards compatibility has been achieved but not downwards
compatibility.

9.2.3.4 Computer Graphics Interfacing (CGI). (U) The
ISO/IEC approach to defining a CGl is provided in the document, "Interfacing Techniques
for Dialogues with Graphical Devices" (CGI) [SC21 N 1179]. The governing standard is
DIS 9636, which has the following parts:

+  Part 1: Overview, Profiles, and Conformance

+  Part2: Conrtrol, Negotiation, and Errors

o Part 3: Owput and Attributes

e  Part4: Segmentation

e Pant 5: Input and Echoing

»  Part 6: Raster

o  Part 8: FORTRAN Language Binding of CGI (working draft)

e Part 11: C Language Binding of CGI (working draft).

9.2.3.5 Programmer's Hierarchical Interactive Graphics

System (PHIGS). (U) The following are the standards for PHIGS, defining language
bindings for graphics interfaces:

e 1SO9592-1, PHIGS - Part 1: Functional Description

o ISO9592-2, PHIGS - Part 2: Archive Fiie Format

« IS0 9592-3, PHIGS - Part 3: Clear-Text Encoding of Archive File
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o 1SO9593-1, PHIGS Language Bindings - Part 1: FORTRAN Binding

o DIS 9593-2, PHIGS Language Bindings - Part 2: Extended Pascal

«  DIS 9593-3, PHIGS Language Bindings - Part 3: Ada

« DIS 9593-4, PHIGS Language Bindings - Part 4: C.

9.2.3.6 Initial Graphics Exchange Specification (IGES). (U)

The IGES, Version 4.0, is an ANSI standard (Y 14.26M-1989) developed by the American
Society for Mechanical Engineers (ASME). It establishes information structures to be used
for the digital representation and cormmunication of product definition data used by various

Computer Aided Design and Computer Aided Manufacturing (CAD/CAM) systems.
ASME is currently working on Version 5.0.

9.2.4 Geographic Information Exchange and Data
Compression Standards

(9)) This section covers the US military and government, foreign, and
commercial standards and standardization activities in geographic information exchange and
data compression. Digital cartographic and geographic information systems have existed
for several years, however their widespread use has been impeded by difficulties in data
collection and the need for information sharing standards. Perhaps the most fundamental
distinction between the digital representation of cartographic data and the conventional
printed graphic is the need to explicitly and unambiguously code the attributes and spatial
relationships among the various data elements. Because of the massive amounts of
information that must be stored, data compression is a related topic of interest.

) There are four basic types of digital cartographic and geographic
data:
(1) Digital elevation data
(2) Digital planimetric data
(3) Digital 1and use and land cover data, and
(4) Digital geographic names data.
) Several United States Geological Survey (USGS) circulars cover
these types of data:

»  FIPS Pub 70-1, Specifications for Representation of Geogra: '~ Point
Location for Information Interchange (1986) [USGS Circular 878-B)

e FIPS Pub 103, Codes for Identification of Hydrologic Units in the US and the
Caribbean Areas (1983) [USGS Circular 878-A)

e USGS Circular 895-B - Digital Elevation Models
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«  USGS Circular 895-C - Digital Line Graphs from 1:24,000 Scale Maps

e USGS Circular 895-D - Digital Line Graphs from 1:2,000,000 Scale Maps
e  USGS Circular 895-E - Land Use and Land Cover Digital Data

e  USGS Circular 895-F - Geographic Names Information System.

L) FIPS PUB 70-1 specifies a uniform format for representing
geographic point location data in digital form for purposes of information interchange
among data systems. It applies only to the three coordinate systems most widely used in
the United States to define the position of a point that may be on, above, or below the
earth's surface.

(0)) FIPS PUB 103 adopts the set of codes used to identify hydrologic
units published in Geological Survey Circular 878-A. These codes identify a hydrologic
system that divides the United States and Caribbean outlying areas into 21 major regions.
These regions are further subdivided into approximately 2150 units that delineate river
basins having drainage areas usually greater than 700 square miles. The codes provide a
standardized base for use by water-resources organizations. The UK MoD has related
standards, Digital Terrain Elevation Data and Digital Feature Analysis Data.

(8)) Several US military specifications also cover digital geographic
information exchange:
e MIL-D-89000, Digital Terrain Elevation Data
o MIL-D-8900S, Digital Feature Analysis Data
»  MIL-A-89007, Arc Digitized Raster Graphics.
((9)) The NATO Standardization Agreements (STANAG) relevant to
this area include:
o STANAG 3809, Digital Terrain Elevation Data Exchange Format

e STANAG 3985, Preferred Magnetic Tape Standards for the Exchange

of Digital Geographic Information
e STANAG 3986, Digital Data File Transmittal Form for Geographic

Information.

9.2.4.1 Digital Geographic Information Exchange Standard
(DIGEST). (U) The 10-nation Digital Geographical Information Working Group
(DGIWG) is working on DIGEST and is expecting to submit it to NATO to become a
STANAG. DIGEST may be submitted to ISO, but there is no definite plan for this. The
present concern is for magnetic tapc exchanges, with electronic communications exchanges
possible in the future. The position of the DGIWG is that DIGEST is intended for
standardizing exchanges of data between map-producing agencies, such as the Defense
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Mapping Agency (DMA), and not between operational units. Standards governing
exchanges between field systems are the responsibility of the system development
organization. This is a traditional view in military systems development organization, and
leads to substantial interoperability problems, particularly intra-national. The official
position notwithstanding, the DGIWG is encouraging the distribution of DIGEST by its
member nations to the widest possible audience, including the services and civilian users.

9.2.4.2 Vector Product Standard (VPS). (U) This standard is
currently in a prototype stage, but nearing finalization. A military standard is expected to
be issued in early 1991. Although the standard is being distributed to the civilian
community, there are currently no plans to offer VPS as a civilian standard.

9.2.4.3 Spatial Data Transfer Specification (SDTS). (U) The

United States National Committee for Digital Cartographic Standards, a multi-agency
working group headed by the USGS which is responsible for most of the US non-military
geographic information exchange standards has issued SDTS. The DMA was an original
participant in the development of this standard, but dropped out in favor of its own
activities. SDTS is expected to become a FIPS in mid 1991. Other standards under
development by USGS include:

*  Aquifer names and geologic unit codes

~+  Classification of wetlands and wildlife services

*  Environmental Protection Agency (EPA) parameter codes

*  Codes for taxonomic identification of flora and fauna

e Land use and land cover codes

*  Public land survey codes

. Cartographic attribute/feature codes.

9.2.4.4 Data Compression Standards. (U) An area closely
related to map and geographic information is data compression because maps require large
quantities of data. For example, at a scale of 1:1,000,000, a digitized map of the world
requires 30 CD-ROMS. The Army wants maps that are 1:250,000 and 1:50,000. A
1:50,000 scale map of just the land portions of the world would be about 130 times bigger,
assuming the same degree of color. There are currently not any known data compression
standards, although two, JPEG and DVI are emerging.

) The Joint Photographic Experts Group, a joint project of ISO and
CCITT, has issued a proposed standard currently referred to as the JPEG standard. The
JPEG standard was originally conceived as a companion standard to Group 3 and 4

143
UNCLASSIFIED




UNCLASSIFIED

facsimile standards covering compression of data for gray scale and color. A second
proposal is under development by the Moving Picture Experts Group.

(8)) A potential de facto standard, called Digital Video Interactive
(DVI), uses a proprietary compression scheme, but is backed by Intel Corporation, IBM,
and AT&T. IBM and Intel are already marketing DVI products for personal computers.

9.2.5 Standards for Document Interchange Formats

) This section summarizes Electronic Data Interchange (EDI)
standards, including the EDIFACT standard adopted by ISO. It also addresses standards
for office document interchange architectures and formats.

9.2.5.1 Electronic Data Interchange (EDI). (U) EDI provides
for a standardized exchange of data between systems by a wide range of means, including
exchange of magnetic tapes and the transmission of data by Telex. EDI is a standard for
the data, and as such, is outside OSI (OSI standards are for the means of moving that data).
EDI is intended to enable data to be interchanged without networking and is used mainly
for interorganization communi~ation where internetworking may be undesirable
(internetworking is a primary feature of OSI).

) Prior to 1985, there were two world-wide EDI standards,
UN-TDIGTDI in Europe and ANSI X12 (An Introduction to EDI, July 1987) in North
America.31 At that time, the United Nations tried to produce a single standard for both
communities. This standard was the EDI for Administration, Commerce, and Transport
(EDIFACT). The syntax for EDIFACT is now an ISO standard (ISO 9735). EDIFACT is
based on ISO 646 encoding (7 bits per character--ASN.1 Basic Encoding Rules use the full
range of 8 bits in each octet), but it still is not aligned with ANSI X12. A large number of
standard messages have been developed based on EDIFACT, and the EDIFACT has been
endorsed by many standards bodies and user groups. However, another standard,
TRADACOMS, has been developed for use in the UK, based on the UN-GTDI syntax.
TRADACOMS is now in wide use in the UK. EDI is cited in UK GOSIP 3.0 in the
interim advice on standardization [Ref. 192].

(9)) EDIFACT provides data structure and content standards for
developing messages for use by importers, exporters, transportation firms, financial
institutions, ports, customs, and other business and administrative activities (e.g.,

31 (U) The number of companies currently using EDI has been estimated at 15,000. Up to 13,000 of
these are in the US and about 1,600 in the UK. The number of users is reported to be doubling every
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insurance, tourism, construction). EDIFACT was developed by the UN working party on
Facilitation of International Trade Procedures to ensure there is only one worldwide
standard for EDI. EDIFACT is ISO 9735 and uses the international standard Trade Data
Element Directory (ISO 7372).32 ANSI Committee X12 guides, stimulates, and promotes
the development and use of the EDIFACT standards in the United States and Canada. The
ANSI X12 Secretariat has noted that differences in syntax control segments, data
segments, and data elements continue to exis® between EDIFACT and the X12 standard for
EDI.33

(9)) CCITT is preparing a fast-track recommendation in 1990 for an
electronic data interchange (EDI) over X.400. This standard will use a new User Agent
protocol called PEDI that will include security services necessary to support
nonrepudiation. The CCITT EDI user agent will allow CALS formats (e.g.,
US MIL-STD-184vA, CALS Originator File Sets and Transfer) to be supported as body
parts.

) The US Government Computer Acquisitions and Logistics
Support (CALS) initiative is the largest and best known of the EDI proponents. CALS
requires full conipliance to EDI standards for digital delivery of technical information and
interoperability among DoD systems beginning in January 1990. Major applications areas
are automation of technical manuals, computer-assisted design, and spares acquisition.
CALS standards include EDI for data interchange file management, IGES for engireering
drawings, Standard Generalized Markup Language (SGML) for automated publishing, and
CGM for technical manual illustrations. The standard currently being used for raster
graphics representation is US DoD-unique (MIL-R-28002).

9.2.5.2 Office Document Architecture (ODA). (U) ODA is one
of two standards used for describing documents in preparation for electronic interchange,
the other is SGML. ODA (ISO 8613) was originally designed for the interchange of office
documents between different word processors. The equivalent CCITT Recommendations
are the T.410 series (see Appendix D). ODA describes a document in terms of its logical

year. Source: International Network Services, Limited. Rcference: OSN: The Open Systems
Newsletter, Volume 2 issue 1 (January 1989).

32 (U) UNJEDIFACT Information Pack, SC21 N 3885, 19 September 1989.

33 () X12/DISA Information Manual, Data Interchange Standards Association, Inc., (DISA--The
ANSI X12 secretariat), Spring 1990.
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structure or its layout structure or both together. The ODA standard is divided into several
parts:

. 1SO8613-1, Part 1: Introduction and General Principles

o ISO 8613-2, Part 2: Document Structures

e ISO 8613-3, Part 3: Document Processing Reference Model

o ISO 8613-4, Part 4: Document Profile

o 1SO 8613-5, Part 5: Office Document Interchange Format (ODIF)

o ISO 8613-6, Part 6: Character Content Architecture.

o ISO 8613-7, Part 7: Raster Graphics Content Architectures

e ISO 8613-8, Part 8: Geometric Graphics Content Architectures.

) Part 5 of ODA specifies a second method of representation and
interchange, using the Office Document Language (ODL) and the SGML Document
Interchange Format (SDIF). ODL is an application of the Standard Generalized Markup
Language (SGML), and may be used to represent a document structure in accordance with
ODA in SGML.

u) The Profile Alignment Group for ODA (PAGODA) has been
formed from the three special interest groups (SIGs) and expert groups (EGs) from the
three regional OSI workshops: AOW ODA SIG, EWOS ODA EG, and the NIST ODA
SIG. PAGODA is developing ODA profiles based on ISO 8613, Office Document
Architecture (ODA) and Interchange Format. The Office Document Format (FOD)
provides for two types of structure in its proposed taxonomy [Ref. 193]:

»  Hierarchically related based on increasing complexity and functionality
(simple, enhanced, and extended document structures). The simple document
structure is intended to address the general requirements of current word
processing applications. The enhanced document structure is intended to
address the general requirements of emerging word processing applications
that have been enhanced over current applications. The extended document

structure would address the general requirements of emerging personal
publishing and document processing applications.

+  Content architectures for various combinations of character, raster graphics,
and geometric graphics content architectures.

9.2.5.3 Standard Generalized Markup Language
(SGML). (U) SGML formalizes markup, making it system and processing
independent. It is designed for full multi-media database publishing. SGML is a
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meta-language, providing the rules for designing and applying a system of markup tags
rather than the specific set of tags. The SGML standards are:

o ISO 8879, Standard Generalized Markup Language (SGML)

o TR 9573, SGML Support Facilities--Techniques for Using SGML

o IS0 9069, SGML Support Facilities--SGML Document Interchange Format

»  DIS 9070, SGML Support Facilities--Registration Procedures for Public Text
Owner Identifiers

« DTR 10037, SGML and Text-Entry Systems--Guidelines for SGML Syntax-
Directed Editing Systems.

(9)) SGML has been chosen by the Department of Defense as the
documentation standard for its CALS strategy. This strategy is designed to take defence
information from its current paper form to a totally electronic mode over the next decade.

9.2.5.4 Distributed Office Applications Model (DOAM). (U)
The Distributed Office Application Model (DOAM), DIS 10031, was established to provide
a set of common principles to which all DOA standards must adhere. The two parts of this
standard, General Model and Referenced Data Transfer, do not contain any implementable
protocols; they are limited to the description of models and tools to be used by DOA
standards developers.

¢9)) An important feature of the DOAM is the client-server model,
which allows one part of an application to be implemented in a "client” machine and another
part to be implemented in a "server" machine. This possibility of splitting an application
allows certain central resources, such as a large database or an expensive laser printer to be
shared among a number of users from their work stations.

(8)) DOA consists of the DOA model (DOAM) and two specific DOAs:
Document Filing and Retrieval (DFR, DIS 10166) and Document Printing Application
(DP xxxxx). The DOAM (DIS 10031) addresses the general model, design guidelines for
the peer-to-peer (Application Layer) protocol, and Referenced Data Transfer (RDT). Use
of ROSE is mandatory in DOAM. The DOAM guidelines are used to define DOA objects
(e.g., documents), together with object attributes and criteria for filtering those objects.
The DOAM guidelines identify a set of abstract operations such as List, Read, Write,
Modify, Copy, Move, Search, Create, Delete, Reserve, Unreserve, Notify, and Abandon.
RDT is the mechanism used to perform transfer of objects. RDT was developed to permit
“small” systems (e.g., workstations) to handle “large” objects, such as moving an object
from a document store to a print service. DFR defines the structure of a document store
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and an associated access protocol. DPA defines an access protocol for prini services.
DOA is being developed by SC18/WG1 [Ref. 194].

9.2.6 Open Distributed Processing (ODP)

) ODP falls outside the OSI Reference Model but clearly provides
services that could be applicable to ATCCIS. While ODP is discussed in Section 6.2.7,
use of ODP may fall within the scope of enhanced interoperacility.

9.2.7 Programming Service Standards

{8)) This section identifies the types of language, language bindings
needed for SQL, software development environments, tool sets, process models, and
methodologies, and other programming service standards. It needs be expanded to address
specific tools such as compilers, syntax (e.g., ASN.1) analyzers, and other support tools.

9.2.7.1 Ada. (U) Ada is a programming language agreed to be used
within NATO and the US DoD?34 as a standard general-purpose high-level programming
language. It was introduced in 1979 after the US DoD became concerned about the
proliferation of computer languages it was using and determined that none of these
languages was suitable for writing DoD software. Ada uses the latest ideas in language
design and a standard programming support environment is suggested. In 1983 it was
adopted as a standard by ANSI and as a US Military Standard (MIL-STD-1815A). It was
adopted as a Federal Information Processing Standard (FIPS 119) on 8 November 198S.
In 1987 ISO endorsed it as an ISO standard (ISO 8652).

(9] In 1988, the Ada 9X project was undertaken to revise
ANSI/MIL-STD-1815A through a three step process: (1) requirements development, (2)
revision of the Ada Language Reference Manual, and (3) implementation demonstrations.
In May 1990 the requirements process culminated in the publication of the Ada 9X Project
Report: Ada 9X Revision Issues, Release 2 [Ref. 195].

9.2.7.2 Ada Programming Support Environment
(APSE). (U) An APSE is an environment for developing software systems written in
Ada. Atits core is a kernel APSE (KAPSE), which represents general operating system
services such as file management services and process and device control services, as well

34 (U) DoD Directive 3405.1 states th2t Ada is the preferred computer programming language for all DoD
applications except when the use of another higher order language is most cost effective over the
application’s life cycle. DoD Directive 3405.2 mandates the use of Ada in all computers integral to
weapons systems (embedded systems).
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as object management services. It is at this level, as opposed to the outer layers, the
MAPSE (Minimal APSE) and APSE, that a common set of interfaces is required. The
MAPSE consists of software tools that minimally support software development, such as
compilers, editors, and linkers, while the APSE provides project-specific tools and
services.

9.2.7.3 Common APSE Interface Set (CAIS). (U) CAIS
provides a common set of interfaces to the KAPSE. The CAIS standard (US DoD
MIL-STD-1838A, 1989) defines a set of interfaces that allows APSE tools to use common
operating services and facilities in a standardized fashion. The original plan for the
designing of CAIS in the US called for one set of interfaces to be produced at the end of
4 years' work (the original target was 1987). As pressure mounted for an earlier release,
the Ada Joint Program Office (AJPO) decided that a limited capability version should be
provided before the full CAIS was complete.

) The first version of CAIS (US DoD MIL-STD-1838) was
published in October 1986. It comprised only those interfaces common to two different
APSEs being developed by the US Army and the US Air Force: the Ada Language System
(ALS, for the Army) and the Ada Integrated Environment (AIE, for the Air Force).
Because of divergent approaches at the KAPSE interface level taken by the ALS and AIE
contractors, the KAPSE Interface Team (KIT) and the KAPSE Interface Team from
Industry and Academia (KITIA) were formed. Together, the KIT/KITIA produced the first
version of the CAIS.

(9)) In parallel, the Requirements and Design Criteria Working Group
(RACWG), composed of KIT and KITIA members, was established in July 1983 for the
purpose of defining a set of requirements and criteria for the design of a second version of
the CAIS. In 1985, a contract was awarded to SofTech, Inc., to continue development of
this second version of CAIS (CAIS-A). CAIS-A was reviewed publicly in 1987 and was
published as a military standard (MIL-STD-1838A) on April 6, 1989 [Ref. 196].

) There are no plans, nor is a mechanism currently in place, to
update CAIS-A. However, there are plans to merge two standards efforts: CAIS-A and
PCTE+ (Portable Common Tool Environment) over the next several years. PCTE is an
effort of the European Strategic Programme of Research and Development in Information
Technology (ESPRIT); see Section 9.2.7.10. At least two implementations of CAIS-A
now exist, one by SofTech for the VAX/VMS environment and one by UNISYS for the
SUN/UNIX environment.
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9.2.7.4 Pascal. (U) Pascal is a computer programming language
originally designed to satisfy two principal aims. The first was to provide a language
suitable for teaching programming as a systematic discipline based on certain fundamental
concepts clearly and naturally reflected by the language. The second aim was to define a
language whose implementations could be reliable and efficient on then-available
computers. A Pascal standard was adopted in 1983 as ANSI X3.97 and IEEE 770.

) At the same time that the ANSI/IEEE Pascal standard was being
developed, the British Standards Institution (BSI) sponsored an ISO draft proposal for
Pascal. In 1983, ISO adopted Pascal as a standard (ISO 7185), endorsing British Standard
(BS) 6192-1982. While the ISO and ANSI/IEEE Pascal standards are compatible, there
are some differences in technical substance as well as some errors in the ISO standard.

W) In January 1985 the US Federal Government adopted the
ANSVIEEE standard as FIPS 109. The implementation of FIPS Pascal involves three
areas of consideration:

*  Acquisition of Pascal processors
*  Interpretation of FIPS Pascal
*  Validation of Pascal processors.

On 10 April 1990, ANSI X3 and the IEEE approved the Extended Programming Language
Pascal standard as IEEE 770 and ANSI X3.160.

9.2.7.5 Programming Language C. (U) C originated in the late
1970s as the programming language of the UNIX operating system. It is a
general-purpose programming language that features economy of expression, modern flow
control and data structures, and a rich set of operators.

@) C is not a very "high level"” language, nor a complex one. Its
particular area of apnlication is systems programming (e.g., software for an operating
system). Although it was originally implemented on a DEC PDP-11, it is now widely used
[Ref. 197].

) Its growing popularity, changes in the language over the years,
and the creation of compilers by groups not involved in its design, raised the need for a
standard in the early 1980s [Ref. 197]. In 1989, ANSI promulgated X3.159,
Programming Language C. This standard has not been adopted by ISO or the US Federal
Government. However, there is an X3 project (0743-D) to promulgate a standard for
Programming Language C++, a higher-level update of C. There is no draft standard as
yet, since the first meeting was in March 1990. Estimated completion is 1994. The ISO
project designation is JTC1.22.14.
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9.2.7.6 COBOL. (U) This programming language, which is
primarily used for business applications, is an ANSI (X3.23-1985) standard that was also
adopted in 1985 by ISO (ISO 1989). On 18 March 1986, it was adopted by the US as
FIPS 21-2. A revision of ANSI X3.23 is currently in the planning stages. Public review
began in 1990 with approval expected about 1999. An addendum to ANSI X3.23 for
intrinsic functions (ANSI X3.23A-1989) was recently approved, and a Correction
Addendum to ISO 1989 (Programming Language COBOL) is currently out for public
review. The X3J4 Accredited Standards Committee on COBOL has recently received
approval to work on an Addendum for Multi-Octet Character Sets that are necessary for
Asian languages. It is also working on a COBOL Interface to the Forms Interface
Management System (FIMS) (ANS Project 0676-D). Object-oriented extensions to
COBOL are also under consideration by the committee.

9.2.7.7 FORTRAN. (U) In 1978, ANSI promulgated a standard for
FORTRAN (ANSI X3.9), a programming language for scientific numerical computation
that has wide use and many variations. In 1980 this standard was endorsed by ISO
(ISO 1539). FIPS 69 adopted X3.9-1978 on 4 September 1980 as a US standard to
promote portability of FORTRAN programs for use on a variety of data processing
systems. The most recent FIPS (FIPS 69-1) was issued on 24 December 1985; a revised
ANSI standard has yet to be issued.

9.2.7.8 LISP. (U) LISP is currently the most popular computer
language used in artificial intelligence (AI) programming in the US, although Prolog
standardization efforts are underway in the UK. LISP is designed for supporting symbolic
‘manipulation and the interactive, trial-and-error style of programming employed by many
Al researchers. It was invented in 1958 and has many dialects. The dialects tend to fall
into one of two n. 1 camps: INTERLISP and MACLISP. In the interest of
standardization, Common LISP was developed [Ref. 198]. It is not yet an official
standard, but was created at the initiative of many vendors and is increasingly becoming the
preferred version. Common LISP compilers exist for several mainframe computers
[Ref. 199], minicomputers, and microcomputers. The ANSI Standards Committee X3J13
is working on an ANSI standard for Common LISP. Currently, a full draft is under
review by the X3J13 committee, and a public review is expected by the end of 1990.
Except for efforts to standardize Schema (IEEE P1178) and the Al programming language
Prolog, there are currently no standards for knowledge-based specifications or notations.

9.2.7.9 BASIC. (U) BASIC is distinguished from other
programming languages in its concern for the unsophisticated or novice user. While
BASIC is a general-purpose programming language, it is designed primarily to be easy to
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learn, easy to use, and easy to remember. It is oriented toward, but not restricted to,
interactive use. Its constructions are kept simple and special rules are kept to a minimum.
The ANSI standard for Minimal BASIC (X3.60) was promulgated by ANSI in 1978 and
adopted as FIPS 68 in 1980. It was subsequently adopted by ISO in 1984 (ISO 6373). In
1987, ANSI withdrew X3.60-1978 and superseded it with a standard for Full BASIC
(X3.113-1987), which was adopted as FIPS 68-2 on 28 August 1987. This revision
reflects major changes, improvements, and additions to the BASIC specification. In
December 1989 ANSI issued the standard ANSI X3.113A, Addendum to Programming
Language Full BASIC, Modules, and Individual Character Input.

9.2.7.10 Portable Common Tool Environment (PCTE). (U)
The PCTE project was begun in 1983 by the Commission of the European Communities
(CEC) European Strategic Programme for Research in Information Technology (ESPRIT).
It is now being considered by ECMA Technical Committee 3.3 and is expected to be
submitted to ISO for balloting as an international standard [Ref. 200].

((8)) The goal of the PCTE project was to describe and prototype tool
interfaces that could be used to define a software development environment. The
environment would comprise a set of public tool interfaces (PTIs) as well as a data
management system. As defined by the PCTE project, a PTI is a non-proprietary interface
existing as a library unit that may be used by a tool to provide access to system services.
Tool builders might use the interfaces to either integrate or attach their tool products to an
environment. The distinction between integration and attachment reflects the degree to
which the environment monitors, controls, and makes use of the information on a given
tool. An integrated tool makes full use of the services provided by the environment such as
logging an audit trail and data management. An attached tool does not. For example, data
is maintained in a repository known only to that tool.

) The criteria for development of the PCTE were that it be policy
and mechanism independent, support a distributed environment, provide easy tool
integration, provide a complete interface definition, and provide multi-language support.
To accomplish this, PCTE defines the services needed by the too!s. The services provided
by PCTE include data management, tool execution and communication, distribution and
environment management, and programmer interface for user interface management.

) Several environments are currently being developed based on
PCTE. A highly secure version of PCTE, PCTE+, is also being developed. PCTE+ is
planned to be suitable for civil and defense applications [Ref. 201]. ECMA has a PCTE
standard based on PCTE+. Issue 3 of the ECMA standard contains an abstract
specification with bindings for C and Ada.

152
UNCLASSIFIED




UNCLASSIFIED

) The ESPRIT project "accueil de logiciel futur” aims to provide a
knowledge-assisted software process model on top of the PCTE [Ref. 202].

9.2.8 Software Environment

9.2.8.1 Bindings. (U) In addition to programming language
standards, several standards provide interfaces or connectivity between programming
languages and applications. Such "bindings" as they are called exist or are being proposed
for the POSIX (IEEE P1003), GKS (ISO 7942), GKS-3D (ISO 8805), PHIGS
(ISO 9592), and CGI (ISO 9636) standards.

) POSIX bindings are planned for Ada, C, and FORTRAN. The
Project Authorization Request (PAR) for IEEE project P1003.5, Ada Bindings for POSIX,
was approved in December 1987, but a target date has not been established. The PAR for
the FORTRAN binding (P1003.9) was approved in February 1989. A PAR has not yet
been approved for the C binding (P1003.X).

()] ANSI and ISO have approved standards for FORTRAN, Pascal,
and Ada bindings for GKS. The C binding is currently in the working draft stage. They
are:

¢ ISO 8651-1, FORTRAN Binding (ANSI X3.124.1-1985), October 1988.
» ISO 8651-2, Pascal Binding (ANSI X3.124.2-1985), October 1988.

e ISO 8651-3, Ada Binding (ANSI X3.124.3-1985), October 1988.

« WD 865144, C Binding (ANSI X3.124.4-199x).

(9)) ISO draft standards have been developed for GKS-3D bindings

for FORTRAN, Ada, and C. Pascal and LISP bindings are under development. They are:
» DIS 8806-1, FORTRAN Binding
»  DIS 8806-3, Ada Binding
« DIS 8806-4, C Binding
e Pascal Binding [SC24 N 190] (ANS Project 0545-I)
e  LISP Binding (ANS Project X3.122.5-199x, estimated completion 1991).

) There are ISO standards for Ada and FORTRAN bindings to
PHIGS. The Pascal and C bindings are awaiting balloting. All are draft ANSI standards.
They are:

¢ IS0 9593-1, FORTRAN Binding (ASC X3.144.1-199x), October 1988.
o  DIS 9593-2, Pascal Binding (ASC X3.144.2-199x)
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e ISC 9593-3, Ada Binding (ASC X3.144.3-199x), March 1990.
«  DIS 9593-4, C Binding (ASC X3.144.4-199x)

) FORTRAN and C bindings to CGI are currently ISO working
documents and ANSI projects:
s WD 9636-8, FORTRAN Binding (ANS 0560-D)
e WD 9636-11, C Binding (ANS 0559-D).

9.2.8.2 Software Engineering Environments. (U) With the
exception of CAIS and PCTE, few standards efforts exist in the areas of software
engineering environments, tools, or toolsets. Among the limited work being done in this
area is an IEEE Computer Society Project (P1209) for a Reco~.nended Practice for
Evaluating CASE Tools. The Project Authorization Request (PAR) was approved on
1 June 1989. The IEEE Committee has met four times and has published a draft that is still
not stable. Balloting is expected within two years.

(8)) The Institution of Electrical Engineers (IEE)/British Computer
Society Joint Working Party on Software Engineering Standards has also discussed the
possibility of investigating CASE tools, in particular, the way in which their use supports
conformance to high quality standards. However, to date, their only planned activity is to
comment on IEEE P1209. In discussions related to a proposed UK MOD Ministry of
Defence standard (DEF-STAN-00-55), Requirements for the Procurement of Safety
Critical Software, the remark has been made that currently available CASE tools would not
meet their requirements, since none of the tcols have been or can be subject to the kind of
formal methods analysis laid down in the proposal [Ref. 203].

) Another issue with respect to tools and toolsets is the ability to
interconnect tools from different software developers. Consequently, the IEEE Computer
Society approved a PAR for a Standard for Interconnections Among Computing System
Engineering Tools (P1175) in February 1988. The core of this standard is the Standard
Text Language (STL), which describes concepts such as data, conditions, events, and
states, as well as transformation, control-transition, and state-transition operations. The
proposed standard supports both textual and graphical forms [Ref. 204]. It is currently in
the final stages before IEEE balloting.

U) Other areas where standards are lacking, probably due to
technological immaturity, are knowledge-based systems (KBS), expert system tools, and
software repository tools.

W) The UK General Expert System Methods Initiative (GEMINI) is
an example of a project that is addressing needs for knowledge-based standards. In
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mid-1988, the CCTA launched this project to lay the foundation for a systematic KBS
development methodology. A feasibility study concluded that there is strong support for
such a method and that its development is both timely and feasible [Ref. 205].

(0)) An important method of integrating KBS is by means of the IRDS
(ISO 10027). The first area of standardization for expert systems will likely be bindings
between expert systems and programming languages, databases, and user interfaces.
Progress towards providing decision support and decision making tools and methods is
slow but may be stimulated by the early release of the IBM Repository [Ref. 206].

9.2.8.3 Process Models and Development Methods. (U) A
software process model is the ordered sequence of activities that occur during the course of
software development. Examples of software development process models include the
waterfall method, rapid prototyping, and the spiral model. By contrast, a software
development method (methodology) is the way the specific development activities are
actually carried out by the developer. An example is the object-oriented approach.

) There is currently a single US standard, DoD-STD-2167A,
Defense Software Development Standard, for the process of software development. It
superseded DoD-STD-2167, which was tied to the waterfall method and did not easily
allow tailoring to other methods. The IEEE has a project underway (IEEE P1074),
Standard for Software Life Cycle Processes, which will define the processes which
comprise the software life cycle and describe the activities required to develop or maintain
software in accordance with existing IEEE standards.

) There are currently no standards specifically for the development
of expert systems. It is not clear that the development of expert systems must follow a
different or unique process model.

) Development methods tend to be proprietary and not subject to
standardization. However, one IEEE project (P1152), Standard for Object Oriented
Programming Language and Environment, is developing a standard based on the SmallTalk
programming language and environment.

9.2.9 Document and File Transfer Standards

(8))] ISO, CCITT, and ECMA have developed several standards for the
transfer of files and documents. Harmonization of these standards efforts is one of the
main topics for the Technical Study Group (TSG-1) on Interfaces for Applications
Portability. The standards and their relationships are discussed in this section.
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9.2.9.1 Document Transfer and Manipulation (DTAM). (U)
DTAM is being developed by CCITT SG VIII. The DTAM protocols are designed to
support interactive as well as store-to-store real-time end-to-end communications. They are
also suitable for multi-media applications. Telematic applications are currently defined
within the integrated, modular approach based on Office Document Architecture (ODA),
DTAM, and Document Architecture Operations (DAO, CCITT SG VIII). The telematic
applications are Group 4 Facsimile, mixed mode, processable mode, and videotex
internetworking. [Each telematic application consists of equipment characteristics,
document characteristics (selected from ODA), operational characteristics (optional,
selected from DAOQO), and communications characteristics (selected from DTAM).

) DTAM differs from FTAM in that the standards address different
environments. FTAM satisfies requirements for the transfer of files between different file
systems, including retention of generic filing information. DTAM, on the other hand,
provides facilities for the storage, management, and retrieval of documents in an integrated
office application environment.

L) Two types of telematic and office environment applications for
DTAM are being developed by CCITT SG VIII and ISO JTC1 SC18: conference type and
remote document handling. A service called Remote Open Document Editing (RODE) is
being proposed for the telematics environment to provide real-time remote editing for
content manipulation through use of ODA/DTAM. RODE is expected to fulfill such user
requirements as observing changing documents; maintaining identical documents between
partners, even when partners have different presentations; providing speedy manipulations;
and potentially supporting participation of more than three partners. Services are being
defined to enable RODE to support a desk top conference application using DFR as well as
RODE [Ref. 207].

9.2.9.2 Document Filing and Retrieval (DFR). (U) DFR
(DIS 10166) is the responsibility of ISO/IEC JTC1 SC18/WG4. DER is one of the office
application standards defined by the DOAM and shares common mechanisms with
directory services and MOTIS. These mechanisms include attribute definition and filtering
facilities, and use of service elements for remote operations (ROSE) and reliable transfer.

V) DFR also supports a "version management” mechanism. This
mechanism allows a document to be declared as a new version of an existing document.
When this is done, a "previous-version" attribute points to the previous version of the
document, and the previous version correspondingly receives a "next-version" attribute,
thus retaining the complete evolution of a given document. All versions of a document
contain a "version-root" attribute indicating the first version of the document.
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{8)) DFR is defined by two draft standards:

« DIS 10166-1, DFR - Part 1: Abstract Service Definition and Procedures, 1989
[SC18 N 1264, October 1987]

« DIS 10166-2, DFR - Part 2. Protocol Specification, 1989 [SC18 N 1265],
October 1987].

) DFR and DTAM both handle primarily ODA documents. They

differ in that DFR 1is not concerned with the inner content of a document, whereas DTAM is

concermed with both the whole document and the inner content of the document. Further,

DFR provides for filing and retrieval of (whole) documents, where as this capability is not
supported by DTAM.

U) DFR differs from FTAM in that filing and retrieval of documents
is DFR's single specific office application. An important difference between these two
standards is the manner in which a document or file is identified. DFR uses a "Unique
Permanent Identifier” that remains with the object for its lifetime. FTAM uniquely
identifies its objects by its pathname from the root through the directories leading to it. In
FTAM if the contents of a file are moved to another directory the pathname will change.
Also, there is no analogy in FTAM of DFR's version control mechanism.

V) A joint meeting between SC21/WG5/FTAM and SC18/WG4/DFR
in Stockholm in May 1989 concluded that, due to the different user requirements being met
by the two standards, a general-store model could not be progressed [Ref. 208].

9.2.9.3 Referenced Data Transfer (RDT). (U) RDT standards
have been under development within ECMA TC32-TGS5 and ISO/IEC JTC1 SC18/WG4.
The abstract service definition has progressed to DIS status as Part 2 of the DOAM
(DIS 10031-2). The RDT protocol duplicates functionality provided by FTAM,
specifically the simple, efficient transfer of unstructured data (this is provided by FTAM-3
and the FTAM Transfer Service Class). However, a minimal implementation of FTAM
would not provide all the apparent RDT requirements, such as security, single/multiple use
of reference, finite life of reference, and use over a single association along with the RTSE.

9.2.10 Job Transfer and Manipulation (JTM)

) JTM (ISO 8831 and 8832) was originally designed for remote
off-line (batch) processing. It uses a processing model based on movement of entities
called "documents” and the exchange of these entities with users. Exchanges are specified
in work specifications that include a data structure and an envelope carrying the document.
In Basic Class JTM a single document can be sent to a processing element. In Full JTM
(ISO 8832/DAMI, Full Class Protocol) multiple documents and multiple processing steps
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would be permitted.35 Capabilities of JTM are being included in standards for FTAM
(e.g., RA) and the ASEs (e.g., RPC) [Ref. 209].

L) The US stated in ISO in March 1990 that there are no US user
requirements nor any organization in the US willing to provide resources for JTM
standards [Ref. 210]. AFNOR has similarly found little interest in industry for JTM and
recommended further work be suspended [Ref. 211]. Nevertheless, the reassessment
report for JTM Full Class [SC21 N 4679 Revised] recommended completion of the
International Standard texts, given the advanced state of the work. The recommendation
was approved by SC21 in June 1990 [Ref. 212].

U) SC21 also agreed in June 1990 to prepare a formal tutorial/usage
~uide that includes JTM scenarios and shows how JTM fits with other ASEs
[SC21 N 4679].

9.3 Profiles of OSI Standards

(U)  The following sections provide examples of the profiles of standards being
considered for migration toward open information system environments.

9.3.1 NATO Functional Profiles

) A number of profiles have been developed in TSGCEE SG9.
These include (see Appendix H) the Military Message Handling System (draft
STANAG 4257), R.131(M)--Relay for Connecting PSDNs using X.75, TC 111(M)--
Permanent Access to a PSDN, and TA 51(M)--COTS over CLNS and CSMA/CD LAN.
Profiles identified in the NTIS Transition Strategy are described in Tables 2, 3, and 4 of
Section 4.3.1 and more fully in Appendix B.

9.3.2 International Standardized Profiles (ISPs)

) ISO/IEC JTCI1 has set up a Special Group on Functional
Standardization (SGFS) to develop standards for International Standardized Profiles
(ISPs). An ISP is somewhat more general than the common use of the term "profile” in
that a profile is a stack of protocols to be used in combination, whereas an ISP is a
document in which one or more profiles are published. The procedures adopted for
specifying ISPs are unique because international harmonization is intended to be achieved

35 () 1SO 8832/DAM 1, Extension to Specification of the Full Protocol, 28 May 1990 [SC21 N 5224].
Merged text of ISO 8832 1989 with revised text of DAM1 is provided in SC21 N 5225 dated
28 May 1990.
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before candidate ISPs are submitted to ISO. Proposals for ISPs are expected to be
accepted by the regional workshops EWQS, NIST OSI Implementor's Workshop, and the
Promoting Conference for OSI (POSI) before becoming proposed draft ISPs (PDISPs).
As noted in Section 4.3.3.2, the SGFS has developed a three-part draft ISP for FTAM.

) Table 13 shows the overall organization and labels (taxonomy)
used to identify and distinguish ISPs. It shows the distinctions created by the choice of
connection-oriented (CO) or connectionless (CL) modes (see Section 3.7.3).

Table 13. (U) Overview of Taxonomy for International Standardized Profiles

UNCLASSIFIED

Application profiles using CO-mode transport service (TS)
Application profiles using CL-mode TS
Interchange format and representation profiles
Transpon profiles providing CO-mode TS
TA CO-TS over CL network service (CLNS) using Transport Protocol (TP) Class 4 as
defined in ISO 8073/DAD2
TB CO-TS over CO network service (CONS) with provision of TP Classes 0, 2, and 4
TC CO-TS over CONS with provision of TP Classes 0 and 2
TD CO-TS over CONS with provision of TP Class 0
TE CO-TS over CONS with provision of TP Class 2
U Transport profiles providing CL-mode transport service (TS)
UA CL-TS over CLNS
UB CL-TS over CONS
R  Relay profiles between T- or U-profiles

~Tm>

) An important element of functional standardization, as well as for
the Directory (ISO 9594), is the development of an international standard for taxonomy.
TR 10000, Taxonomy Framework, contains a classification and identification scheme for
candidate profiles. This taxonomy is being adopted by TSGCEE SG9 and will be used in
forthcoming editions of the NTIS Transition Strategy.

(9)) There are four classes of ISPs in the taxonomy of TR 10000:
application profiles (AXX rn for those requiring the COTS and BXX nn for those
requiring CLTS); interchaiige format and presentation profiles (FXX nn); wransport profiles

(TX nnnn and UX nnnn for CO ana CL profiles, respectively); and relay profiles
(RX p.q).

9.3.2.1 Interchange Format and Presentation Profiles. (U)
These profiles are coded by information type (three letters), document structure (first digit),
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and architecture (second digit). The information types are (the last two have no two-digit
extensions):

»  Office document: FOD nn

e Computer graphics: FCG nn

+  SGML document: FSG

e  Directory data definitions: FDI,

9.3.2.2 Application Profiles. (U) These profiles are coded by
application supported and transport mode required (three letters, where the first letter is "A"
if requiring COTS and "B" if requiring CLTS--no BXX nn profiles have yet been
identified), service type (first digit), and functional association (second digit). The
applications are :
» FTAM: AFT nn
+ MHS: AMH nn

. VT: AVT nn
« TP: ATP
. RDA: ARD

e OSI Management:. AOM
+  Directory: ADI n.

9.3.2.3 Transport Profiles. (U) These profiles (Figure 11) are
coded by transport mode (first letter "T" for COTS and "U" for CLTS), transport group
(second letter), subnetwork type (first digit), access method (second digit), circuit type
(third digit), and service type (fourth digit). The transport groups are CLNS (TA or UA),
TP 0/2/4 over CONS (TB or UB), TP 0/2 over CONS (TC), TPO over CONS (TD), and
TP2 over CONS (TE). The subnetwork types are PSDN ("1"), digital data circuit ("2"),
analogue telephone circuit ("3"), ISDN ("4"), and LAN ("5"). The access methods differ
for circuits and LANS:

»  Circuit access methods: permanent ("1"), switched ("2"), and packet mode
"3".

*  LAN access methods: CSMA/CD ("1"), token bus ("2"), token ring ("3"), and
FDDI ("4").
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Transport Transport Subnetwork Access Circuit Service
Mode Group Type Method Type Type

XX 1111

XX 1110 =% )

(PSTN) == XX 1112
(PVC)

xx1121

vC)
\ (Permanent)\(CSDN) —— XX 1122
TAnnnn (PVC)
(CLNS) / XX 113 e XX 1131
XX 1nnn

c
(ISDN-B) =~ xx(v1 1)32
(PSON) (PVC)
1211
(cons) \ xx 12 =% X
P 0.2 4 / (PSTN) XX 1221
(TP0,2.4) XX 12nn xx1£)23)\’""" (VC)
Switched (CS XX 1231
TC nnnn (ISDN-B)
Txnmn %" (Cons) - xx2t
(COTS) (TPO) Dii XX 2n \(Perrnanent)
(Digital Data Ckt) XX 22
(Dial-Up CSDN)
TD nnnn XX 3n XX 31
(CONS) <(Analogue Phone th)\k(Permanent)
(TP ) XX 32
(Dial-Up PSTN)
XX 41— XX 4110 ———f XX 4111
/ Semipermanent) (B-Channel) (X.25 DTE to DTE)
TE nnnn XXdnnn T _gge. XX 420N ———P= XX 421N e XX 4211
(CONS) (ISDN) (CkL Mode) (B-Channel) (X.25 DTE to DTE)
(TP2) XX 4311
XX43in — % (vC)
(D-Channel) = XX 4312
(PVC)
~Annnn XX432n XX 4321
UX e _—% (CINS) (8- Channel (vC)
(CLTS) XX 4300 Semi-Perm. Access) X();\%)ﬂ
\ (Packet Mode) ——ga.  xx 433 ————~ XX 4331
UB nonn {B-Channel ve)
(CONS) Demand Access)
XX 51
/'(cswvco)
XX 52

\ XX 5n cmeeep-
(LAN) \(Token Bus)
{Token Ring)
XX 54
(FODI)

Source: Functional Profiles for Opens Systems Interconnection, Joseph R. Onufer, Chairman, TSGCEE
SG9 WGH, U. S. Army CECOM ISD, Military OSI Symposium, Symposium Proceedings SP-8, Volume 1,
5-8 June 1990, NATO UNCLASSIFIED.
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Figure 11. (U) Taxonomy for International Standard Transport Profiles
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9.3.2.4 Relay Profiles. (U) These profiles are coded by relay type:
« CLNS: RApg
« CONS: RBpg
« X.25: RCpg
e  MAC using transport bridging: RD p,q
»  MAC using source routing: RE p,q
* CLNSto CONS: RZpgq.
The four-digit numbers p and q each use the four-digit numerical classification of the

transport profiles. They thereby identify the subnetwork types between which the relay
occurs.

9.3.2.5 ISPs. (U) The following ISPs are planned to be developed
by the SGFS (Special Group on Functional Standardization, JTC1) [Ref. 213]:
o AFT 12, FTAM, Positional File Transfer, Source: EWQOS, 1990
e AFT 22, FTAM, Positional File Access, Source: EWOS, 1990
o AFT 3, FTAM, File Management, Source: EWOS, 1990

e AMH 11, MHS, Common Transfer Facilities: MTA to MTA (P1), Source:
EWOS, 1991

e AMH 12, MHS, Common Transfer Facilities: UA to MS (P7), Source:
EWQOS, 1991

e FOD,ODA, "Core 11,” Source:. AOW, 1990

« FOD, ODA, "Core 26," Source: EWOS, 1990

» FOD, ODA, "Core 36," Source: NOIW, 1990

e TA 52, LAN, Token Bus: CLNS, Source: NOIW

* TAS3, LAN, Token Ring: CLNS, Source: NOIW

e Tx41, WAN, ISDN: CS Services, Source: EWOS [x=B,C,D,(E)}, 1991

e Tx42, WAN, ISDN: PS Services, Source: AOW [x=B,C,D,(E)}, 1991

e Tx 1231, WAN, PSDN: Access via ISDN, Source: EWOS [x=B,C,D, (E)],

1991

* RD 5151, Relay, MAC Layer Relay: CSMA/CD to CSMA/CD, Source:
EWOS, 1991

* RD 5153, Relay, MAC Layer Relay: CSMA/CD to Token Ring, Source:
EWOS, 1991
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e RA 5x5y, Relay, Relay at CLNS Level: LAN to LAN, Source: TBD
[x,y=1,2,3]

e RC S51.111, Relay, Relay at X.25 PLP Level: CSMA/CD to PSDN, Source:
TBD [x,y=1,2,3].

9.3.3 UK and US GOSIP

{9)) This section discusses UK GOSIP and US GOSIP.
Documentation for UK GOSIP was originally issued in March 1988 for mandatory use in
1990. Figure 12 shows the standards recommended for UK GOSIP. Documents for the
current (1990) version of UK GOSIP, UK Government OSI Profile, Version 3.1, are
[Ref. 214-216]:

e Volume I, Introduction
»  Volume II, Specification
«  Volume I, Procurement Handbook.

) On the facing page, Figure 13 shows the standards anc options
recommended for US GOSIP [Ref. 93]. These are based on the December 1988 Stable
Implementation Agreements for Open Systems Interconnection Protocols, Version 2,
Edition 1, of the regional NIST OSI Implementor's Workshop [Ref. 31].

) Note that only the CL-mode network layer protocols are
recommended for packet switched wide area networks (WANSs) in US GOSIP, whereas the
UK GOSIP recommends a connection-oriented network layer for packet switching. UK
GOSIP has been endorsed by representatives from both France and Germany. TSGCEE
SGH recognizes the differences between the recommendations and plans to allow for both
implementations to be valid. A technical issue [Ref. 217] may be whether a component
may need to be developed with the capability to interconnect a connectionless and a
connection-oriented network layer. In June 1990, NIST presented a paper [Ref. 218) to
the Military OSI Symposium at the SHAPE Technical Centre. This paper outlined an
approach to extending the GOSIPs of both the US and the UK in which the additional
standards could be used to achieve interoperability between systems based on those
GOSIPs. Neither the US nor the UK has adopted a plan to converge or extend their
respective GOSIPs to achieve interoperability.
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APPLICATION UK GOSIP
SERVICES:
Virtual )
Terminal File Transfer, Access, and Management (FTAM)
Message
Handli 1SO 9040 DIS 8571
. "‘g' 1ISO 9041
LAYER7 Service (MHS) x 1
Appiication
X.400-1984 Association Control Service Elements (ACSEs)
Series DIS 8649, DIS 8650
LAYTE-R 6 DIS 8823
Presantation Abstract Syntax Notation, ASN.1: DIS 8824, DIS 8825.2
'L 1 A
T
LAYERS ISO 8327
L r +—
T Transport Class 0 Transport Classes 2 and 4
LAYER 4
Transport 1SO 8072, 8073 I1SO 8072, 8073
= ‘
Connection-Oriented Network ; :
avens SeQigg &?_ONS) Connectionless Network Service (CLNS)
1 ISO 8208, 1SO 8878 SO 8348, 8473
I 1
High-Level Data Link Control : : g
T el Data Lok Logical Link Contro! (LLC) DIS 8802-2
LAYER 2 Link Access Procedure B (LAP B) —— X
Data Link
1 IS0 7776 CSMA/CD TOKEN
T —_ T (Ethernet) RING
LAYER 1 V.24
Physical V.35 X.21 DIS 8802-3 DIS 8802-5
e Y PACKEY SWHCHED (X25) CSMACD TOKEN RING

NATO UNCLASSIFIED

Figure 12. (U) Stacks of Standards Recommended for UK GOSIP
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US GOSIP
APPLICATION
SERVICES:
File Transfer, Access, and Management (FTAM)
DIS 8571
Lavens ?12?%%2%
Application .
Senvice (MHS) Association Control Service Elements (ACSEs)
X.400-1984 DIS 8649, ISO 8650
1 Series Y
LAY-IE_R 6 DIS 8823
Presantation Abstract Syntax Notation, ASN.1: DIS 8824, DIS 8825.2
:]‘: | .
LAYERS Session Service and Protocol 1SO 8326, 8327 (X.215, X.225)*
L Y ——
LA;l;R , | TransportClass 0 Transport Class 4°
Transpon ISO 8072, 8073 ISO 8072, 8073 (X.214, X.224)
T |
T Connectionless Network Layer Protocol (CLNP) 1SO 8348, 8473"
LAYER 3 —
Network

1
T

LAYER 2
Data Unk

i
T

LAYER 1
Physical

1

TRANSPORT
SERVICE:

X.25 PLP 1SO 8208

1
High-Level Data Link Control
{X.25 HDLC)

Logical Link Control (LLC) DIS 8802-2

Link Access Procedure B (LAP B) B -
IS0 7776 CSMA/CD TOKEN TOKEN
x T (Ethernet) BUS RING
V.35 .
EIARS-232C | | pisego2-3 || DIS88024 | | DIS 88025
WIDE AREA NETWORK (WAN): LAN: LAN: LAN:
PACKET SWITCHED (X.25) CSMACD TOKEN 8US TOKEN RING

*Required for all conformant systems.

NATO UNCLASSIFIED
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Figure 13. (U) Stacks of Standards Recommended for US GOSIP
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() In the next (1991) version of US GOSIP, the following protocols
are scheduled to be included: VT (TELNET and Transparent Profiles), end-system to
intermediate system (ES-IS) network layer protocols, connection-oriented network service,
and ODA/ODIF. These protocols would be added in 1992: directory services
(CCITT X.500), interim network management, ISDN, VT (page, scroll, and forms),
connectionless transport, 1988 CCITT extensions to MHS, FTAM extensions, and Fiber
Distributed Data Interface (FDDI). Future versions of US GOSIP will continue to be based
on the agreements reached in the regional NIST Implementor's OSI Workshop. GOSIP
2.0 will be based on Stable Implementation Agreements Jfor Open Systems Interconnection
Protocols, Version 3, Edition 1 [Ref. 219]. Working agreements in that workshop that
have not reached final form are found in the Working Implementation Agreements
for Open Systems Interconnection Protocols: Continuing Agreements. Reference 220
(February 1990) is the most recent version of the Continuing Agreements, based on the
Proceedings of December 1989 NIST OSI Implementor's Workshop. These agreements
provide the basis for projections of US GOSIP for 1992 and beyond.

) A detailed description of the plans, based on US GOSIP, to
introduce OSI protocols into the US DoD is provided in The Department of Defense Open
Systems Interconnection (OSI) Implementation Strategy [Ref. 222]. The baseline for US
tactical implementation of OSI standards and protocols will be based on the work of
TSGCEE SG9, the NTIS Transition Strategy, and associated STANAGs. Tactical
networks may use GOSIP-specified lower-level protocols until NTIS protocols are
developed and commercially available. When the NATO standards are complete,
approved, and available, those required for DoD use will be introduced as GOSIP
Advanced (post-1989) Requirements [Ref. 221].

9.3.4 European Procurement Handbook for Open Systems
(EPHOS)

(8)) Decision 87/95 from the European Community (EC) requires the
specification of OSI standards for public procurements. A document is being developed by
France, Germany, and the UK to provide guidance for such procurements. The document
is called the European Procurement Handbook for Open Systems (EPHOS) and is based on
base profiles of the UK GOSIP specification. Where possible, EPHOS will cite European
standards and ISPs.
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9.3.5 International Versions of GOSIP

) Initiatives have been taken to develop an international version of
GOSIP. The initial meeting in October 1988 was sponsored by the United Kingdom, with
participation from France, Germany, Canada, Japan, Sweden, and the United States. The
next meeting in Japan will highlight attempts to gain support from other Pacific nations.

9.3.6 Workshops Promoting OSI

W) Three regional international workshops have been established to
promote OSI. These are the EWOS, POSI--the Asia/Oceania Workshop, and, for
North America, the NIST OSI Implementor's Workshop. A Regional Workshop
Coordinating Committee has also been established to promote dialog and harmonization
among the regional workshops. The goal of the workshops is to define standards profiles
that will ensure interoperability of products from different vendors. As indicated in Section
9.3.3, the Stable Implementation Agreements [Ref. 31, 219] from the NIST OSI
Implementor's Workshop form the basis of US GOSIP. A companion document,
Continuing Agreements [Ref. 32, 220], 1 ovides the basis for enhancements and future
revisions to US GOSIP.

9.4 Standards for Applications Portability

(U)  This section identifies the major organizations active in achieving increased
applications portability. It also discusses the standards recommended as profiles for
applications portability. Each of the major recommendations is based on POSIX. The
areas addressed are X/Open (Common Applications Environment), NIST (Applications
Portability Profile), Open Software Foundation (OSF), and the Technical and Office
Protocol (TOP).

9.4.1 Example Model for the Open Systems Environment

(0)) Figure 14 provides an example of a model for the open systems
environment developed by the UK MOD [Ref. 222].

9.4.2 Interfaces for Applications Portability (IAP)

) JTC1/TSG-1 is conducting a study into the interfaces that need to
be standardized in order to facilitate portability of applications. TSG-1 is identifying areas
where standards are needed to facilitate application portability and will recommend
priorities for the standardization of those interfaces [Ref. 223].
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) IAPs can be language-independent, operating system independent,
or both. Proposed work in SC21 will be for IAPs that are both language and operating
system independent. Language-specific constructs could be developed in SC22, as the
mapping of abstract data types to language-specific constructs is primarily the work of
defining language bindings.

) Specification of an API would include definition of data types of
the interfaces and may include rules for describing behaviour and sequencing of functions
within an interface (e.g., blocking or non-blocking procedure calls) and levels of
enforcement of these rules. A model of APIs is needed and should be related to or possibly
included in the models for XALS and ODP. It has been proposed that the API model, as
well as the XALS and ODP models, should include a means to extend the interface to
include user- or application-specific extensions or abstractions. For example, it should be
possible to invoke a procedure to store application data type within the X.500 Directory
Service without changing the interface definition [Ref. 224].
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Figure 14. (U) A Model for the Open Systems Environment
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9.4.3 X/Open Common Applications Environment (CAE)

) This section discusses the CAE developed by the X/Open
international consortium and specified in the X/Open Portability Guide
[Ref. 59-61, 225, 226]. The Portability Guide recommends standards and options within
standards to achieve an open environment in which new applications can be ported without
modification. Several internationa! consortiums havc erdorsed the X/Cper CAE as a basis
for developing open environments. The JTC1 has formed a special study group for CAE
(and the Applications Portability Profile discussed in the next section) extensions to OSI.
Guidance for US GOSIP now recommends [Ref. 227] that the CAE be included in all OSI
transition strategy plaas being developed by the Services and Agencies.

) The foundations of the X/Open CAE are the interfaces of the
UNIX System V operating system, as defined in the AT&T System V Interface Definition
(SVID), and the C language. The X/Open CAE consists of features grouped in five
functional areas: operating system, languages, data management, hardware, and
networking. The Third Edition of the Portability Guide (XPG3), published in 1989,
defined the CAE in seven volumes:

(1) System V specification commands and utilities
(2) System V specification interface and headers
(3) System V specification supplementary definitions

(4) Programming languages (revised from earlier version; the COBOL definition is
aligned with ANSI COBOL 85)

(5) Data management (revised)
(6) Window management (completely new)
(7) Networking surfaces (completely new).

The next phase of the X/Open CAE will complete the convergence with the current POSIX
standard (IEEE P 1003.1).

) The primary feature of the operating system is the X/Open
System V Specification (XVS) that defines the applications interfaces to be provided by the
underlying operating system. Another feature of the operating system functional area is the
X/Open Native Language System, which is a set of interfaces designed to facilitate the
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development of applications that can operate in different languages and cultural
environments. These two features are defined in the following ways:
e XVS mandates the entire SVID base definition with the exception of the
mathematics group.
»  XVS has extended the SVID, including extended use of symbolic names to
replace numeric constants.

> Some of the SVID kernel extensions are optional in XVS (use of these options
could restrict portability).

« The Native Language System is supported by a message catalogue system
(messages in the appropriate language are retrieved at run time); a mechanism
whereby native language, local custom, and code-set requirements can be
identified to applications at run time; enhanced interface definitions of standard
C library functions to provide language-dependent character-type classification
and special conversions; and a set of standard commands and library functions
that will operate correctly with 8-bit characters.

U) The C language is the primary feature of the language functional
area. The X/Open Portability Guide provides guidelines for writing program designed to
be portable and to avoid problems that arise between the AT&T System V C language
standard (used for the initial X/Open standards) and the draft standard issued by ANSI
X3J11. X/Open has also established definitions for COBOL (based on ANSI
X3.23-1974), FORTRAN (based on FORTRAN 77, ANSI X3.9-1978), and Pascal
(based on ISO 7185-1983 Level 1).

(8)) Data management includes Indexed Sequential Access Method
(ISAM) interfaces that are defined for creating, managing, and manipulating indexed files,
and SQL for access to relational database management systems. The ISAM definition is
based on Version 2.10 of C-ISAM by the Informix Corporation. SQL is based on
ISO 9075 (ANSI X3.135-1986) but contains extensions and deviations (see
Section 6.2.2.2).

) Hardware includes media and formats defined for transferring
source code in machine-readable form. The features include 40- and 80-track 5 1/4-inch
floppy disks, 1/2-inch magnetic tape, and utilities for transferring files. The primary
magnetic tape format is 9-track, phase-encoded at 1,600 bits per inch.
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) Networking is based on ISO standards and interim standards

recommended by the Standards Promotion and Applications Group (SPAG). X/OPEN is
working to develop definitions in three areas where there are not yet standards:

Generalized inter-process communications, with detailed definitions for
message passing between processes, shared memory, and semaphores

Distributed file system
Distributed transaction processing.

) XPG3 was offered to CEN/CENELEC as a standard in 1989,

Balloting on prENV 40002 was unsuccessful [Ref. 228]. XPG3 consists of 12
components (listed with reference to other standards work as applicable):

1)

)
(3)
4)
®)
(6)
)
®)
€))
(10
an
(12)

X/Open System Interfaces (XSI) Commands and Utilities (DP 9945-2,
IEEE P1003.2)

XSI System Interfaces and Headers (ISO 9945-1; IEEE P1003.1)
XSI Internationalization

XSI Curses Interface

Source Code Transfer

C Language (DP 9899; ANSI X3.159; SC22/WG14 work)
COBOL (ISO 1989; SC22/WG4 work)

Index Sequential Access Method ISAM) (ANSI X3.23 work)
SQL (SO 9075)

Window Management Library Interface

Transport Interface (IEEE P1103.8)

Personal Computer Interworking.

(6)) The following summarizes some of the comments provided to

CEN and EWOS regarding the adoption of the Portability Guide as an ENV [Ref. 228]:

XPG3 depends totally on UNIX, which needs an AT&T license, and the
AT&T version of Programming Language C, which differs from ongoing
work in SC22/WG14 (Denmark).

The X/Open COBOL does not agree with ISO 1989 COBOL; the X/Open
recommendations appear to match only one existing product (the MicroFocus
compiler). X/Open COBOL excludes some features and specifies some
extensions to 1ISO 1989. There is no real coordination between X/Open
recommendations and SC22/WG4 (France).

The X-Windows standard differs from the one developed at MIT and currently

being used to progress such work in ANSI for possible submission to
JTC1 (UK).
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9.4.4 NIST Applications Portability Profile

L) This section discusses the Applications Portability Profile
developed by the NIST. The NIST approach to applications portability is based on
recognition of the need for an architectural approach that provides interfaces for
functionality to accommodate a broad range of applications requirements. The functional
components of the architecture are viewed as a "tool box" of standard elements that can be
used to develop and maintain portable applications. These tools are based on an open
systems concept and are required to be developed as an integrated collection of
nonproprietary standards.

9.4.4.1 Architectural Approach. (U) Figure 15 provides a
high-level view of the architectural approach that underlies the Applications Portability
Profile. The shaded area in Figure 15 identifies the primary elements of the profile: an
operating system interface (POSIX), database management, data interchange, network
services, user interface, and programming services. The network services contain elements
10 support an open systems interconnection for data communications and to support file
management. Database management services include both database languages and support
for developing and maintaining data dictionaries. Programming services include
programming languages. POSIX is shown as the operating system interface that enables
the other elements of the profile to be essentially isolated from a spec’fic operating system
and specific hardware. The user interface provides support for windowing and menus, and
the data interchange functions support business graphics, engineering graphics, and
document processing. Applications make use of standard, nonproprietary interfaces to the
functions provided by the profile. Figure 15 does not represent all possible interfaces
among the elements of the profile, nor does it show all the ways a user can access these
elements. For example, a user would normally execute applications via the user interface
or the data interchange functions, but clearly some applications require no special interface.
Further, users can be expected to need direct access to the data management service.

173
UNCLASSIFIED




UNCLASSIFIED

User Interface Data Interchange
Applications
Network Database Programming
Services Management Services POSIX

Operating System

Hardware

UNCLASSIFIED

Figure 15. (U) An Example View of the Architecture for the
Applications Portability Profile

) Table 14 identifies the elements (tools) and the associated interface
specifications of the recommended standards for the Applications Portability Profile. The
key elements are: OSI for data communications; (extended) POSIX for the operating

system interface; SQL and IRDS for database management; and X-Windows for the user
interface.

) An extended version of POSIX is recommended for the operating
system interface (see Section 5.2.1). SQL Standard Database Language (see Section
6.2.2.2) and the IRDS data dictionary standard [Ref. 229] (see Section 6.2.4) are
recommended for database management. Recommended for data interchange are:

* GKS and CGM (see Section 9.2.3)

» Initial Graphics Exchange Specification (IGES), used for engineering graphics
»  Product Data Exchange Specification (PDES)

¢ SGML (see Section 9.2.5.3)

»  ODA/ODIF (see Section 9.2.5.2).
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Table 14. (U) Standards for the Applications Portability Profile

UNCLASSIFIED

Function Element Reference for Standards
Operating System Extended POSIX IEEE P 1003.1+Extensions (FIPS 151)
Database Mgmt saQL IS 9075 (FIPS 127)

IRDS ANSI X3.138 (proposed FIPS)
Data Interchange
Business Graphics GKS 1SO 7942, ISO 8651, ISO 8805
CGM ISO 8632
Engineering Graphics IGES, PDES NBSIR 86-3359, NBSIR 88-3813
Document Processing SGML ISO 8879, ISO 9069, ISO 9070, TR 9573
ODA/ODIF ISO 8613
Network Services
Data Communications 0Osl GOSIP (FIPS 146)
File Management NFS |EEE P1003.8/x
User Interface X-Windows ANSI| X3H3.6 (Version 11, Release 3)
Programming Services Cc ANSI X3J11/86-151-Oct 1986, X3.159
COBOL ANSI X3.23-1974,85, FIPS 021-2
FORTRAN ANSI X3.8-1978, FIPS 069-1
Ada FIPS 119
Pascal 1SO 7185-1983 (FIPS 109)

L) Standards and options identified in US GOSIP (see Section 9.3.3)
are recommended for the open systems data communications, and Network File Service
(NFS) is recommended for file management. X-Windows is recommended for the user
interface, providing a non-proprietary windowing capability. Five standard programming
languages are recommended (C, COBOL, FORTRAN, Ada, and Pascal), but standard
bindings to POSIX for these languages are still being defined [Ref. 58,62, 230].

9.4.4.2 NIST Approach to IAPs. (U) The IEEE Computer
Society's Technical Committee on Operating Systems (TCOS) has formed a number of
working groups to progress POSIX and other standards that are required to facilitate
applications portability. Table 15 identifies the documents (and working groups known by
the same name) being prepared by IEEE on areas other than POSIX for application
portability [Ref. 57]. The scope and status of POSIX standards work is discussed in
Section 5.2.1.
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Table 15. (U) Applications Portability Standards Being Developed by IEEE for
Submission to ISO Through ANSI

UNCLASSIFIED

P1003.0, Applications Pontability Guide--addresses the broad applications portability issues, such as:
benefits and risks of open system architecture, architectural framework for portability,
applications portability concepts, operating systems services, data management and interchange
services, data interchange services, graphics services, network services, user interface
services, and languages/application development environment services

P1201.1, Interfaces for User Portability--defines a formal standard for programming interfaces for the
portability of application software that employs Graphical User Interfaces (GUls) based on the Xt
Intrinsics and Xlib programming interfaces defined by the X-Window System

P1201.2, Drivabiiity--defines a recommended practice for those elements and characteristics of user
interfaces that must be consistent to permit users to easily transfer from one look-and-feel or
application to another

P1201.3, User Interface Management System (UIMS)--defines a language-independent dialogue
applications programming interface to develop applications systems that are independent of user
interface concerns and can be more easily portcd across a wide range of user interface styles and
technologies; would address such features as: separation of presentation-dependent and
presentation-independent aspects, and mechanisms for data and control exchange between
application and clialogue layers (not yet approved by TCOS)

P1201.4, Xlib--submits for direct ballot, without any changes to semantics or syntax, the MIT X
Consortium's X-Window System specification X11 (Release 4) of the Xlib functional specifications
with integrated C language binding (direct ballot planned for early 1991)

P1224, X.400 Mail Services Applications Programming Interface (APl)--defines an APl to X.400 mail
services for gateways ... supports transfer of mail through an X.400 message transfer system
(status is uncertain due to lack of support)

P1237, Remote Call Procedure (RPC) Interface Language--defines an interface description language
and a very limited set of procedure intertaces to allow applications to use an underlying RPC
mechanism iayered on an OSl stack (balloting planned for mid-1992 and approval early in 1993)

P1238.1, OS! Application Program Interfaces, Part 1: Common Connection Management and
Supporting Functions--defines an APl model for connection-oriented OS! Application Layer
services (ballot in early 1992 with P1238.2)

P1238.1, OSI Application Program Interfaces, Part 2: File Transfer, Access, and Management
(FTAM)--provides an application program interface to the detailed OS1 FTAM services and higher-
level user-oriented FTAM-based services (ballot in early 1992 with P1238.1)

Source: Briefing on POSIX, NIST, 12 June 1990, UNCLASSIFIED.

(9)) A review of the interface specifications for the Applications
Portability Profile shows that there are not yet international standards for many of the
elements of the recommended architecture. Some are being considered by ANSI, IEEE,
and other standards defining bodies, and others are US standards. For example,
X-Windows, originally developed by the "X" Consortium at the Massachusetts Institute of
Technology, is being considered by the X3H3.6 ANSI working group, and the C language
bindings are being considered by the X3J11 ANSI working group. NIST is developing
interim standards for file management and is recommending NFS to IEEE P1003 as the
best starting point for these interfaces [Ref. 62].
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9.4.5 Open Software Foundation (OSF) Profiles

(0)) The OSF has identified a Level 0 portability profile that is based
on the following elements:
e POSIX and the Third Edition of the X/OPEN Portability Guide
e  Programming language bindings for ANSI C, COBOL, Pascal, Ada, BASIC,
and LISP
+  X/Windows
«  GKS and PHIGS for graphics
«  OSI protocols for networking
»  Database Language SQL.

(0)) The Level 1 OSF profile standards are still being defined through a
request for technology (RFT) process. The base standard for the operating system will be
the IBM AIX Version 3 of UNIX. This will be compatible to UNIX System V Releases
2.0 and 3.0 and conformant to POSIX [Ref. 231]. The graphical user interface will be a
combination of the Microsoft OS2 Presentation Manager, the Hewlett-Packard window
manager, and the DEC toolkit.

(8))] OSF is planning a develop a Distributed Computing Environment
that includes such "technologies" as Architectures, RPC, Naming and Directory,
Authentication and Authorization services, Time Management services, Distributed File
services, and others [Ref. 232].

9.4.6 Technical and Office Protocol (TOP)

(9)] The TOP is part of a combined industrial and government effort on
the part of users to specify a profile of standard protocols that can be used in commercial
applications to provide connectivity and interoperability. TOP is associated with another
effort, Manufacturing Automation Profile (MAP).

) The TOP specification [Ref. 233] defines a functional network for
distributed information processing for technical and business functions. TOP Version 1.0
(November 1985) is summarized in Table 16. It provides for Carrier Sense Multiple
Access/Collision Detection (CSMA/CD) and Token Bus LANSs using the connectionless
X.25 Internet Protocol and the Class 4 transport protocol. FTAM is supported at Layer 7.

(8))] TOP Version 3.0 was released in 1989, and it is expected to have
a 6-year stability period before release of another version. It provides not only FTAM but
also VT, Directory services, network management, and MHS at Layer 7. It further
includes the ODIF (ISO 8613), Computer Graphics Metafile Interchange Format
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(DIS 8632), Product Definition Inte:.range Format (PDIF), and the GKS interface
(ISO 7492). IGES Version 3.0 from ANSI [ANSI DP ANS Y14.26M-1986, Ref. 234] is
included. At the lower layers, TOP Version 3.0 provides for Token Ring LANs and for
X.25 packet switching via X.21 and X.21 bis at Layer 1. TOP Version 3.0 is summarized
in Table 17.

Table 16. (U) Standards for TOP Version 1.0
UNCLASSIFIED

Layer References for Standards
7. Application ISO 8571 (FTAM)
6. Presentation (ASCli and binary encoding)
(Null Layer)

5. Session 1SO 8327

4, Transport ISO 8073 (Transport Class 4)

3. Network ISO 8473 (Connaectionless and for X.25--Subnetwork
Dependent Convergence Protocol, SNDCP)

2. Data Link ISO 8802/2 (Type 1, Class 1 Logical Link Control)

1. Physical 1SO 8802.3 (CSMA/CD Media Access Control)
ISO 8802.4 (Token Bus Media Access Control)

L) The international organization, Open Systems Interconnection for
Technical and Office Protocol (OSITOP), has been examining architectural issues and has
produced a position paper on a solution for coanection-oriented network service (CONS)
and connectionless-oriented network service (CLNS) internetworking. This paper
concludes that:

» It is not realistic to sidestep this issue by expecting that one of the two
incompatible sets of protocols (CONS or CLNS) be abandoned or by accepting
the existence of two non-communicating OSI islands.

»  Three solutions are valid, although not architecturally correct according to OSI
principles:
- The "265" internetworking function (based on TP4 over CONS)
- A Distributed System Gateway (DSG)
- A Multi-System Distributed System Gateway (MSDSG).

e OSITOP recommends the MSDSG solution.

SC21/WG6 is reportedly preparing a technical report that is based on the definition of an
MSDSG [Ref. 235].
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Table 17. (U) Standards for TOP Version 3.0
UNCLASSIFIED

Layer References for Standards

7. Application ISO 8571 (FTAM)
CCITT X.400-1984 (MHS)
ISO 9041 (VT, subset VT-B)
ISO 8613 (ODIF)
ISO 8632 (CGM)
ISO 7492 (GKS)
ISO 9594 (Directory)
ISO 9595 and 9596 (Network Management)
ISO 8649 and 8650 (ACSE)

6. Presentation ISO 8823
5. Session I1SO 8327
4. Transport ISO 8073 (Transport Class 4)

3. Network ISO 8473 (CLNP, SNDCP)
CCITT X.25 PLP

2. Data Link SO 8802/2 (Type 1, Class 1 Logical Link Control)
CCITT X.25 HDLC (LAPB)

1. Physical ISO 8802.3 (CSMA/CD)
ISO 8802.4 (Token Bus)
ISO 8802.5 (Token Ring)
CCITT X.21 and X.21 bis (Packet Switching)

9.5 Other Profiles and Transition Strategies

(U)  This section is intended to be expanded to address additional activities and
options to support transition from existing military and other standards to standards for
open environments. Examples are application gateways, test systems, and test
methodologies. Efforts to highlight functional standards, select stacks of mature standards
and options within standards, and harmonize implementations would be examined. One
example is the Guide to the Use of Standards [Ref. 236] developed by SPAG in Europe.
Functional standards based on OSI standards are being developed by the Interoperability
Technology Association for Information Processing, Japan (INTAP), specifically towards
an interoperable distributed database system [Ref. 237]. Recommendations for functional
standards and cooperation with European and US organizations and companies are also
provided in Japan by POSI.
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(U) Inital profiles for Cooperation for Open Systems Interconnection in Europe
(COSINE) have been released. These profiles are summarized in Table 18. In addition to
those standards cited in the table, COSINE is evaluating:

e  Virtual Terminal, ISO 9041 (with AD2 screen mode)

« EWOS Profile A/122 for file access

»  Additional message handling services (CCITT X.400-1988)

«  Job Transfer and Manipulation (JTM), ISO 8832 and ISO 8833.

Table 18. (U) Standards for COSINE Profiles

UNCLASSIFIED
Layer References for Standards
7. Application ENV 41204 (FTAM)

ENV 41910 (Remote Terminal Access)

EWOS Profile A/111 (File Access)

RARE MHS and CCITT X.400-1884 MHS Services
Remote Job Entry {to be defined in EWOS)

6. Presentation (Nuli Layer)

5. Session (Null Layer)

4. Transport (Connection-Oriented)

3. Network (Connection-Oriented)

2. Data Link CCITT X.25-1984

1. Physical Local Area Networks (not specified)
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10. STATUS OF NATO OSI DATA COMMUNICATIONS STANDARDS

10.1 Introduction

(U)  This chapter and the next examine NATO efforts to specify and implement
open system standards and architectures to achieve interoperability. The purpose is to (1)
assess the progress being made in NATO to incorporate military requirements in
international standards and to define, where necessary, extensions to those standards, and
(2) identify the NATO standards and profiles that may be applicable to ATCCIS.

(U)  This section is followed by a discussion of the eight military requirements
defined by TSGCEE SG9 (Section 10.2) and an overview of SG9's organization and the
plans and activities of the working groups (WGs) within SG9 (Section 10.3). Section
10.4 provides an assessment of the status of draft OSI STANAGs, with particular attention
to the way in which each draft STANAG addresses the military features. The chapter
concludes with a summary of related standards work in NATO bodies (Section 10.5) and
the findings (Section 10.6).

10.2 Military Requirements for NATO OSI

(U)  This section summarizes the requirements associated with incorporating
military enhancements into open systems interconnection (OSI) standards. Within NATO,
this work has been assigned to TSGCEE SG9. General information on NATO and
international standards bodies concerned with OSI standards is provided in Appendix F.

(U)  Beginning in February 1983, a number of military requirements have been
identified in NATO that are not adequately covered by existing OSI standards. Eight
military features were identified in the NATO Interoperability Management Plan (NIMP)
[Ref. 101], and TSGCEE SG9 has recommended that the OSI Reference Model
(STANAG 4250) be extended to provide support for these features:

¢ Multihomed, mobile host systems

*  Multi-endpoint connection

¢  Intemetworking

*  Network/system management functions
¢ Security

¢ Robustness and quality of service

*  Precedence and preemption

*  Real-time and tactical communications.

181
UNCLASSIFIED




UNCLASSIFIED

(U) Table 19 gives the description of the eight military features as provided in

Use of OSI Standards in NATO--Strategic and Technical Issues, March 1988 [Ref. 238].

Table 19. (U) Eight Military Features for Enhancing OSI in NATO
UNCLASSIFIED

M

()

3)
4

(5

(6)

7)

8

Multihomed and mobile host systems. Multihoming is a mechanism for attaching an end system to
two or more network access points without the need for a system setting up a call to it to be aware
of the extra connectivity. In addition to enhancing survivability, this facility may be extended to
support "mobile hosts” such as aircraft and ships.

Multi-endpoint connections [multi-addressing: multipeer data transmission (MPDT)].36 In order to
transmit data to a number of recipients, it is usuaily necessary to establish several connections
and send separate copies of the data across each connection in tum. More efficient use is made
of the communications resources if the sender has to transmit only one copy of the data. The
network then takes care of routing, control, and distribution of the data.

Internetworking. Mechanisms are required to facilitate the interconnection of various NATO
systems at the boundary point between subnetworks.

. Management functions are required that may be of
greater sophistication than those considered satisfactory for civilian networks. Managemaent of
broken networks in which layers of protocols are inoperable and fast responses to changes in
network topology are essential to maintain important connections.

Security. Protection measures are required to prevent unauthorized access to information,
preserve the integrity of data, and to mitigate against denial of service. [Note: Security includes
access control, authentication, integrity, and confidentiality.]

. The range of quality of service parameters
required for military systems exceeds that currently permitted within commercial OSI networks. in
particular, in order to maximize the survivability of a network, the NATO aim is to maintain an
adequate quality of service to the users (or at least to users operating above a given priority level)
in the face of a severely damaged or partitioned network.

Precedence and preemption. In order to minimize congestion, particularly in a damaged network
where resources are at a premium, it is desirable to be able to allocate resources on the basis of
priority levels assigned to the connections being routed through the congested area. A tacility is
therefore required to associate a priority level with a connection when it is established.

Beal-time and tactical communications. Certain applications are prepared to sacrifice such
aspects of quality of service as sequencing and guaranteed delivery to achieve the minimum
possible transit delay.

Source: Use of OS/ Standards in NATO--Strategic and Technical Issues, Issue 2, TSGCEE SG9,
March 1988, NATO RESTRICTED.

(U) A top-level view of how the eight military features identified above could

potentially affect the layers of the OSI Reference Model is provided in Table 20. The
entries in the table are based on the most recent editions of the draft OSI STANAGS (see
Section 10.4).

36 (U) As indicated in Section 4.2.1, work in ISO on MPDT has been suspended in SC21/WG1. The
completed work is planned to be released as a Techniczl Report. Canada is serving as the point of
contact within SG/ for maintaining interest in MPDT in ISO. Canada has introduced a draft proposal
in ISO on Multi-Party Communications that would address MPDT.
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Table 20. (U) Impact of Military Features on Layers of OSI Reference Model
UNCLASSIFIED

OS! Layer

Military Feature 1 2 3 4 5 6 7
1. Multihomed, Mobile Host Systems TBD X
2. Multi-Endpoint Connection X 8D| X
3. Intemetworking T8D
4. Network/System Management Functions TBD | TBD § TBD | TBD X
5. Security X X TBD| X
6. Robustness and Quality of Service T8BD X { TBD TBD | TBD
7. Precedence and Preemption X | T8D X
8. Real-Time and Tactical Communications 8D | TBD TBD | TBD

Key: X« A deficiency has been identified in the applicable draft STANAG.

Sources: Use of OSI Standards in NATO-Strategic and Technical Issues, Annex 8, Summary of Impact
of Military Feature on Layers of Reference Model, TSGCEE SG9, 1 March 1988, NATO
UNCLASSIFIED; Commentaries on the STANAGs of WG1, Contribution by France to TSGCEE
SG9/WGH1, February 1989, NATO UNCLASSIFIED; the NATO OSI Security Architecture (NOSA), March
1988, NATO UNCLASSIFIED; and recently released draft OSI STANAGS (through July 1990).

(U) TSGCEE SG9 is currently evaluating a proposed revised specification
[Ref. 239] of eight military features, in which Robustness and Quality of Service is
replaced by Quality of Service and Real-Time and Tactical Communications is repiaced by
Real-Time Communications. Table 21 provides the new definitions of these features,
showing in italics the changes in wording from the current definitions (in effect since
1984).
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Table 21. (U) Proposed Revised Military Features
UNCLASSIFIED

(1)

(2

3
(4)

(5)

(6)

7

(8)

Multihomed and mabile host systems. Multihoming is a mechanism for attaching an end system to
two or more network access points without the need for a system setting up a cali to it to be aware
of the extra connectivity. In addition to enhancing survivability, this facilty may be extended to
support "mobile hosts” such as aircraft, ships, and land vehicles during the move from one node to
another.

Mutti-endpoint connections [multi-addressingl. In order to transmit data to a number of recipients
(a common occurrence in signal handling), it is usually necessary to establish several
connections and send separate copies of the data across each connection in turn. More efficient
use is made of the communications resources (in particular improved performance in terms of
minimizing delay and conservation of bandwidth) if the sender has to transmit only one copy of the
data. The network then takes care of routing, control, and distribution of the data. Some
networks behave this way (e.g., IEEE 802.3, net radio, and broadcast satellites).

Internetworking. Mechanisms are required to facilitate the interconnection of various NATO
systems at the boundary point between subnetworks.

Network/system management. Management functions are required that may be of greater
sophistication than those considered satisfactory for civilian networks. Examples are:
management of broken networks in which layers of protocols are inoperable; fast responses to
changes in network topology essential to maintain important connections; and counterattack
management, 1o recognize and counter the effects of intelligent attack on and physical damage to
the network.

Security. Protection measures are required to prevent unauthorized access to the system, the
confidentiality of the information it carries, and to preserve integrity of data and to mitigate against
denial of service.

Quality of service. The range of quality of service parameters required for military systems
exceeds those currently permitted within civilian OS| networks. In particular, in order to maximize
the survivability of a network, the NATO aim is to maintain an adequate quality of service to the
users (or at least to users operating above a given priority level) in the face of a severely damaged
or pantitioned network. There is a perceived requirement for an ultimate delivery capability,
whereby important communications are sustained, even at very low data rates.

Precedence and preemption. In order to minimize congestion, particularly in a damaged network
where resources are at a premium, it is desirable 1o be able to allocate resources on the basis of
priority levels assigned to the messages being routed through the congested area. A facility is
therefore required to associate a priority level with a message. This requirement is needed for
both connection-oriented and connectionless communications.

Beal-time and tactical communications. Cerain applications (often tactical in nature) require
communications with specified time outs, which can be in the range of milliseconds to seconds,

and accurate sequencing is essential. Real time may aiso include high demands on sequencing
accuracy.

Note: Text shown in italics was added to the previous version shown in Table 19 (March 1988).

Source: Use of OSI Standards in NATO--Strategic and Technical Issues, Draft for Issue 3, Contribution
by the UK to TSGCEE SG9, 4 May 1980, NATO UNCLASSIFIED.

10.3 Organizational Responsibilities--TSGCEE Subgroup 9
(U)  TSGCEE SG9 has the primary responsibility in NATO for reviewing the

military requirements, identifying the potential impact on the OSI standards planned for use
in each of the seven layers of the ISO and NATO Reference Model, defining the
deficiencies and services required to address these requirements at each layer, and
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developing draft STANAGs that conform to the Reference Model and provide for the
needed services. SG9 has three permanent WGs, one of which is not permanent, and three
ad hoc working groups (AHWGs):

» WG, responsible for Layers 1-4 and functional profiles, within which the
functional profile work is carried out by an AHWG on Functional Profiles.3

«  WG2, responsible for Layers 5-7, within which the work on the Military
Message Handling System (MMHS) is carried out by an AHWG on MMHS.

+  WGS3, responsible for establishing a memorandum of understanding (MOU}
for a multinational programme for Communications Systems Network
Interrperability (CSNI)--not a permanent WG; work on the MOU is expected
to be completed in December 1990, at which time WG3 would be disbanded.

¢ AHWG on OSI Management (AHWG-OM).
»  AHWG on Integrated Services Digital Network (ISDN).
*+  AHWG on Security.

TSGCEE SG9 maintains liaison with many NATO bodies and agencies, including ADSIA,
TSGCEE SG11 (Tactical Communications), TSGCEE PG6 (Tactical Communications
Systems for the Land Combat Zone--Post 2000), NATO Industrial Advisory Group
(NIAG) SG6 (Compatibility of Naval Data Handling Equipment), ATCCIS PWG, and
Allied Tactical Communications Agency (ATCA).

(U)  SG9 has become increasingly concerned that its terms of reference (TOR)
[Ref. 240] are too broad in nature and that because of resource limitations within the
Nations there is a need to formally restate the TOR to reflect the direction of the work SG9
considers most valuable and within its ability to undertake. The proposal developed by the
Chairman of SG9 stated the mission [Ref. 241]:

To promote cooperation among NATO Nations in ensuring the technical
interoperability of data processing and distribution systems used for
command and control and in the development and procurement of related
equipment and software.

Table 22 gives the specific actions for SG9 identified in the proposal (the proposed draft
TOR will be discussed at the 11-13 December 1990 meeting of SG9). In a briefing to SG9

in May 1990, the Chairman of SG9 proposed the following strategy for SG9 to carry out
the actions of Table 22 [Ref. 242]:

37 (U) The AHWG on Functional Profiles has recommended that the content and structure of a NATO
functional profile be based on ISO TR 10000. Review of this document shows that TSGCEE SG9
intends to specify recommended standards for muitiple layers at the interoperability parameter level.
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In terms of the NIMP, which advocates the use of civilian communications
standards (ISO/OSI) for C3 systems (augmented for military features as
necessary), TSGCEE is tasked to support this policy by undertaking the
following:

(1) In conjunction with appropriate NATO agencies, determine the

range of standards needed by functional name, type, application
area, and time required over a forward time frame of 5 years.

(2) In light of the SG9 list of military features, determine their
applicability to each identified need.

(3) From (2) estimate the resources needed to produce the standard in
terms of effort, skills, and time frame.

(4) Clearly define SG9 contribution planned (e.g., no involvement,
consultancy/review, guidance, or provision).

(5) Devclop policy on forms of support to be given (e.g., on Base
STANAGS, profiles, or Parts of STANAG 4250).

(6) Make explicit statements of external work needed.

(7) Define major work items: define responsible 'agents,’ time,
resources, and expertise.

Table 22. (U) Proposed Revised Special Tasking Instructions for TSGCEE SG9
UNCLASSIFIED

Subgroup 9 is required to undertake the following specific tasks:

Sponsor and develop a Single Architecture of NATO Technical Common Interface Standards
(SANTIS) structured in compliance with the ISO Basic Reference Model for OSI and in accordance
with the policy approved by the TSGCEE at its meeting held from 13th to 15th December 1983.
The architecture will be developed by using civil sector standards developed by 1ISO and related
recommendations of CCITT, but with enhancements as necessary to provide military features.

In the light of the approved policy and in consultation with ADSIA, review and support the
developmaent of the NIMP to include SANTIS.

Give guidance to the [other] TSGCEE subgroups to ensure that those data transmission
standards related to Layers 1 to 3 of the NATO Model, which are the responsibility of those
subgroups to develop, conform to SANTIS.

Review existing communications STANAGs for suitability for the SANTIS and for interoperability
with that architecture.

identify STANAGs under development that deviate from the Subgroup's policy and, where
practicable, influence them to conform to SANTIS.

in consultation with ADSIA, submit recommendations to the TSGCEE on the role it should play in
the formuiation of test plans and procedures and in configuration management.

Influence the further development of NATO digital data links to conform to SANTIS where
desirabie.

Observe activities in appropriate research study groups of the Defence Research Group and
make use of their results and recommendations in areas relevant to the work of the Subgroup.
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(U)  The following working documents and papers have recently been developed
to refine the scope of TSGCEE SG9 work on using OSI standards for NATO CCISs:

+  Use of OSI Standards in NATO--Strategic and Technical Issues, May 1990
[Ref. 243]

e The TSGCEE Subgroup 9 Support Programme for OSI in Military
Communications, June 1990 [Ref. 244]

e The Use of OSI in Military Communications, June 1990 [Ref. 245].

(U)  An AHWG has been formed by TSGCEE to review the current organization
of TSGCEE and make recommendations for streamlining the organization. The AHWG is
expected to complete its work in 1990. At the January 1990 TSGCEE plenary meeting, the
TSGCEE directed that ATCCIS Phase III be included in these efforts [Ref. 246]. The
recommendations of the AHWG, taken up at the June 1990 TSGCEE plenary meeting,
included the formation of six Principal Subordinate Groups (PSGs), each of which could
have subgroups, WGs, project groups, and AHWGs. Details of the recommendations are
classified [Ref. 247]. However, it is possible that ATCCIS would be taken up by a project
group or a subgroup other than SG9. TSGCEE decided in June 1990 to refer the
recommendation on reorganization to the CNAD.

(U)  The foundation for an assessment of the progress in NATO for adapting to
and, where necessary, defining military enhancements for OSI standards is a review of the
activity and work plans of SG9. The activity for developing the NTIS Transition Strategy
is discussed in Section 10.3.1. This is followed by a discussion of the current activity and
work plans of the three WGs of SG9: WG] in Section 10.3.2, WG2 in Section 10.3.3,
and WG3 in Section 10.3.4. Status of the current work of the three SG9 AHWGs is
discussed next: AHWG-OM in Section 10.3.5, AHWG-ISDN in Section 10.3.6, and
AHWG-Security in Section 10.3.7. Because of the scope of its work, the current activity
and work plan of WG2's AHWG-MMHS is discussed separately in Section 10.3.8.

10.3.1 NTIS Transition Strategy

) A major project of TSGCEE SG9, led by the German delegation,
is the development and maintenance of the NTIS Transition Strategy. The current version
is the 1989 or Fifth Edition; it is dated 30 November 1989 [Ref. 4] and was directed to be
distributed by SG9 in May 1990. This document is revised annually and promulgated by
the CNAD. It provides recommendations for international commercial standards, primarily
from ISO and CCITT, and intercept strategies (stacks of siandards) that can be used by the
nations as part of a transition strategy prior to the promulgation of OSI STANAG:.
The Intercept Profile for Military Message Handling Systems, based on
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CCITT X.400-MHS(84) (see Section 10.3.8), was included in this editon. The Fifth
Edition also incorporates ISDN standards and the 1988 recommendations of CCITT. It
describes 4 application, 17 transport, and 11 relay profiles. It also addresses many of the
deficiencies identified in the July 1989 release (Version 1.2) of WP 25, including ODA,
RDA, and TP. A summary of the standards and profiles contained in the Fifth Edition of
the NTIS Transition Strategy is provided in Section 4.3.1, especially Tables 2, 3, and 4
and Figure 9. The profiles are illustrated in Appendix B.

) A draft of the next edition of the NTIS Transition Strategy is
expected to be provided to the October 1990 SG9 meeting and distributed in final form after
the May 1991 SG9 meeting. The new version will include use of the new ISO TR 10000
taxonomy. The taxonomy of application profiles is expected to be removed from the NT/S
Transition Strategy and included in the Functional Profile Guidelines document being
developed in WG1. Emerging standards not addressed in the Fifth Edition that should be
considered for the next edition of the NTIS Transition Strategy are ODP, TM, security
protocols, X-Protocol (X-Windows), GKS, CGI, PHIGS, CGM, SQL, IRDS, and
Remote Call Procedure.

10.3.2 Status of Activities and Plans for Developing Lower
Layer OSI STANAGSs

) The two primary tasks of WGI1 are developing lower layer
STANAGsS (the first issues are planned for submission to SG9 in October 1990) and
developing guidelines for standardizing NATO functional profiles. The status of these
activities is summarized below [Ref. 248-250].

10.3.2.1 Lower Layer STANAGs. (U) WGI1 has agreed to
prepare all the lower layer STANAGsS for submission to SG9 by the October 1990 WG1
meeting. If possible, example profiles, Conformance Statements, and NPICS Proforma
will be included. At present, the draft STANAGs do not explicitly require Transport
Protocol TP4 to support connectionless operations, and they may not include the annex for
Layer 3 (Annex F) on the connectionless Internet Protocol (IP). Revised drafts of all
STANAGs are planned for the July 1990 meeting of the AHWG-FP. WG1 has determined
[Ref. 251] that it is inappropriate for forward error coding (FEC) to be standardized with
the OSI framework; therefore, WG1 has relegated FEC as actions to be accomplished on
the information bit stream outside the Reference Model. Thus, FEC is not currently being
considered in the lower layer STANAGS.

10.3.2.2 Functional Profiles. (U) A Functional Profile (FP)
Guidelines document is being developed; it is viewed in WG1 as the basis for the lowest
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common denominator of interoperability. This document is being developed in WG1, but
WG?2 will be requested to provide formal comments and will be invited to participate in
future AHWG-FP meetings. The FP Guidelines document is based on ISO TR 10000
(Part 1--Framework and Part 2--Taxonomy). WG2 has no strong reservations against the
FP Guidelines or the ISO TR 10000 taxonomy and structure for standardized profiles.
However, WG2 expressed the need to continue their message handling work in the EWOS
format in order to maximize their interchange of information with EWOS. WG2 would
translate their MMHS STANAG work into the TR 10000 structure at a time when that
structure was more stable for the upper layers. WG1 plans to submit the FP Guidelines
document to SG9 in October 1990.

10.3.2.3 Use of OSI in NATO. (U) WGI1 is evaluating a
proposal to change the emphasis of WG9 work on military features. The paper,
NATO Approach to OSI--A Review, says that

With the possible exception of the work on management however, the
analysis of the current ISO position indicates that there is relatively little
scope remaining for NATO to influence ISO to provide specific military
features.38 Therefore, we need to focus our work on the facilities that are
now present and examine how they should be adapted for use. ...there is a
need now to develop augmentations to the civil standards.

WG1 agreed that work should be done to adapt present facilities for military use, but that
many aspects of the identified military features cannot be satisfied by the present facilities
and that additions must be made to the current protocol standards. WG1 further agreed that
it is desirable to amend the civilian OSI standards under development to incorporate military
features if that it is possible. Finally, WG1 agreed that this represents a shift in emphasis
in the WG1 work, but not to the exclusion of having NATO-approved positions presented
to ISO. The NATO Approach to OSI--A Review paper addresses the military features as
shown in Table 23.

38 (U) This view is not shared by all of TSGCEE SG9; both the AHWG on Security and the AHWG on
OSI Management are continuing to work to influence ISO to provide military features. In security,
work is continuing to make the TCS conform to the eventual security protocol agreed by 1SO---only
the implementation would be unique to NATO.
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Table 23. (U) Proposed New Emphases for TSGCEE SG9 Work on Military Features
UNCLASSIFIED

(1) Multihomed and mobile systems. The routing protocols are deemed likely to meet the military
requirements. Further work in NATO is needed to establish exactly how these protocols are to be
used. Additionally, further study is needed tor use of the Directory service, if adopted by NATO,
to meet these requirements by providing a mapping to mutltiple addressees.

(2) MPDT. 1SO work on muiti-endpoint connections is likely to be set aside. Support of this feature
for time-critical applications could be considered along with the work on real- time and tactical
communications, or it can be considered as a pan-layer topic in its own right. SG9 should
therefore assume the responsibility for developing this work as an augmentation to civil standards
as a minimum to define a broadcast facility for use when the physical media is inherently of a
broadcast nature.

(3) Internetworking. Work is needed to meet the military requirement for secure internetv.orking
between connection based and connectionless environments.

(4) Security. NATO is currently further ahead than ISO on security. The work to develop the Trusted
Communications Sublayer (TCS) protocols, which are unique to NATO and outside of OSI as a
matter of choice, must continue. Further work is required to develop the security functionality at
the other layers identified within NOSA... Interaction with the civil standards community is
anticipated.

(5) Bobustness and Quality of Service. Little work has been done in ISO on fully supporting QoS. ...
Much excelient work to define the military requirements for QoS has aiready taken place but it
needs to be refined and developed as augmentations o layer protocols. ... It is an area, like
management, where input to ISO could be made if the topic is pursued there. ... At the sub-
network level, robustness may be supported through exploiting facilities within the emerging I1SO
routing protocols.

(6) Precedence and Preemption. The ISO protocols to convey precedence and pre-emption need
augmantation 1o define the number of military levels and how they are signalled between the layers
in a consistent manner.

(7} Realtime. Studies are required to examine the protocol overheads associated with current
profiles (e.g., MMHS over STAMINA). It may be necessary to cut down the OSI stack for scme
profiles (e.g., support of wide area networks).

(8) Management. Work is required to identify, define, and register military objects that need to be
managed by means of the emerging OS| management mechanisms.

Source: NATO Approach to OSI--A Review, UK Contribution to WG1, October 1989, NATO
UNCLASSIFIED.

10.3.2.4 Multipeer Data Transmission (MPDT). (U) Work is
progressing in the US Protocol Standards Technical Panel for multicasting; by
August 1990, WG1 plans to have a report on how the US GOSIP would accommodate a
Combat Net Radio (CNR) profile. Canada is working to keep MPDT alive in ISO and is
coordinating other NATO-Nation input with ISO.

10.3.2.5 Lower Layer Addressing. (U) WG1 has been
reviewing a number of technical papers on lower layer addressing. These include the
EWOS Technical Guide to OSI Layer 1 Through 4 Addressing and a draft British
Standards Institute guide for The UK Scheme for the Allocation of ISO-DCC Format OSI
Network Service Access Point (NSAP) Addresses, which was used in the EWOS
document as a reference for addressing in Layer 3. The US has submitted papers on
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naming and addressing and on the compatibility of STANAG 4214 and US GOSIP
Network Layer addressing. The UK has developed a rationale for Annex D of draft
STANAG 4263 with the goal of resolving differences with STC in an addressing scheme.

10.3.2.6 Precedence and Preemption. (U) Since ISO restricts
the Transport Layer levels of precedence to 15 by restricting use of one of the levels, WG1
agreed to reduce from 16 to 15 the number of levels of precedence that would be adequate
at the Transport Layer.

10.3.2.7 Real-Time Programs. (U) WGI1 has specific proposals
for incorporating real-time aspects into the Layer 4 STANAGs. There are issues regarding
these real-time services as to their conformance to OSI, differences from CCITT real-time
work, and the interest of several nations in other efforts [e.g., US Manufacturing
Automation Protocol (MAP) real-time work] as closer to OSI.

10.3.2.8 Glossary of Terms. (U) WG1 has developed a Glossary
for OSI Layers 1 Through 4. WG] is recommending to SG9 that SG9 coordinate a
glossary for all OSI layers.

10.3.2.9 Liaison With Other Groups. (U) The NATO
Consultation, Command and Control (C3) Master Plan developed by NACISA is being
forwarded to the Military Committee and is expected to be approved. The NATO C3
Architecture is still being worked on; in particular, Volume 1 (Consolidated Architecture)
has not been accepted (see Section 11.1). STC has an ongoing program to implement
X.25 for an investigation of preemption functionality. US/EUROCOM wishes to use
STANAGS 4262 and 4263 for the revised STANAG 4269 on the tactical digital gateway
but reports that the layer STANAGs were not considered stable enough. WG1 has noted
that the gateway standard would appropriately be a profile of SG9 lower layer standards,
probably a relay profile. WG1 has responsibility for access to ISDN and plans on
developing profiles for use of ISDN as a bearer service.

10.3.2.10 Work Plan. (U) TSGCEE SG9 WG1 has an 18-month
work plan, beginning October 1989, that contains the work areas and planned activities on
lower layer STANAGsS as shown in Table 24 (the first five are most important areas; the
work plan will be updated in October 1990) [Ref. 248, 250].
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Table 24. (U) Work Plan and Activities on Lower Layer STANAGs by WG1
UNCLASSIFIED

(1) Develop annexes to Layers 1-4 STANAGS, incorporating the applicable NATO military features;
focus on MPDT and the TC 111(M) Profile, Connection-Oriented Transport Protocol (TP0/TP2)
over X.25 (complete by September 1990).

(2) Submit Layer 1-4 STANAGS to SG9 for ratification (October 1990).

(3) Finalize and submit for ratification the Functional Profile Guidelines document for submission to
SG9 in October 1990.

(4) Finalize ongoing work on the TC 111(M) and R.131(M) functional profiles (drafts for July 1990;
refer to SG9 after the September 1990 WG1 meeting).

(5) Continue development of the TA SI{M) LAN profile (no target dates for complstion).

(6) Develop NATO military scenarios to provide a basis for future functional profiles, for use by all
working groups (September 1990).

(7) Develop addressing protocols.

(8) Develop broadcast protocols (STANAGS) for tactical radios.
(9) Develop STANAGS to support real-time communications.
(10) Study gateways between tactical and strategic networks.

(11) Study feasibility of ISDN in a NATO military environment (note: WG1 addresses only the
requirements to access/interface to ISDN).

(12) Study aspects such as use of routing protocols (espacially with regard to multihomed and mobile
host systems), multipeer (multi-endpoint) communications, internetworking, quality of service
(including priority and preemption), and military-specific managed objects.

{13) Maintain liaison with NIAG(SG8) in their development of functional profiles.

Source: NATO SG9 WG1 18-Month Work Plan, TSGCEE SGS WG1, October 1989, NATO
UNCLASSIFIED.

10.3.3 Status of Activities and Plans for Developing Upper-
Layer OSI STANAGs

{0)) The status of WG2 activities is summarized in the following
paragraphs [Ref. 251, 252]:

10.3.3.1 Upper-Layer STANAGs. (U) The first issues of the
STANAG:s for the Session Layer, the Presentation Layer, and ASN.1 have been submitted
to SG9 without any military enhancements. Some minor changes were made in February
1990. Some additional editorial changes were directed by SG9 in May 1990 and action to
begin ratification was deferred. WG2 will make the required changes in October 1990, and
the ratification process is expected to be directed to begin by SG9 in December 1990.

10.3.3.2 Registration Authority. (U) NATO needs to make
provision for an appropriate registration authority to ensure unique addressing of military
organizations and users within NATO MMHS domains and to assign object identifiers for
MMHS (and other application service element) information objects. Registration authority
can be technically independent for Application Layer addressing and information objects
and for network addresses, but NATO may wish to consider these two issues concurrently.
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(8)) Two principal scenarios are being discussed, one in which NATO
is registered as a network addressing authority under the ISO 6523 scheme and allocates
Network Service Access Point (NSAP) address space to users, and another in which
NATO is not so registered and each member nation allocates from its own delegated
address space the NSAP address space for NATO use. It has been noted [Ref. 253] that if
NATO becomes a network addressing authority, it will not prejudice the ultimate choice of
which scenario to pursue and that such authority is needed for reasons other than NSAP
addresses.

) SG9 has considered recommendations drafted by the AHWG on
MMHS (see Section 10.3.8) put forward by WG2, but has decided to postpone action on
this issue. SG9 decided to hold a meeting during 8-10 October 1990 with NACISA,
national experts, and SG9 experts in attendance to formulate a method of work and joint
recommendations for technical and administrative assessments on naming and addressing,
and NATO as a registration authority {Ref. 254].

10.3.3.3 MMHS(88). (U) Revised working drafts of the
MMHS(88) rationale, base standard, and two interoperability profiles have been produced.
The current work is not yet stable (see Section 10.3.8). MMHS(84) gateways, directories,
protocol implementation conformance statements (PICS), and management requirements
still need to be considered. The June 1990 meeting of the AHWG on MMHS (in the US)
addressed MMHS profiles.

10.3.3.4 FTAM. (U) WG2 has scheduled an initial focus meeting
on FTAM for June 1990. The goals are: a statement on the current status of FTAM
(including profiles and products); a requirements document outlining requirements for file
transfer; determination of base standard and profile enhancements; and a werk plan. WG2
plans to maintain close liaison with NACISA, particularly on the development of FTAM
profiles, as NACISA has undertaken work in this area. NACISA is attempting to meet a
requirement identified by the UK to transfer large unstructured files. Civilian profiles lack
security features to support this requirement. NACISA plans to complete an FTAM profile
for use over the STAMINA transport profile by September 1990.

10.3.3.5 Liaison with Other Groups. (U) WG2 has taken the
position that it is premature to consider firm profile structures (WG1 FP Guidelines) at this
time. The AHWG on MMHS is attempting to influence civil profile efforts, EWOS in
particular, that have not adopted TR 10000, on which the WG1 draft Guidelines are based.
WG2 is concerned about the deviation of the Quadrilateral Technical Interface D<sign Man
(QTIDP) project from the MMHS profile, the possible costs associated with altering
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implementations based on the QTIDP work to be conformant with the MMHS profile, and
the potential interoperability problems between systems implementing different profiles.

10.3.3.6 Work Plan. (U) WG2 has developed a 12-month work
plan for the period February 1990 to February 1991. This plan addresses progress of
MMHS and support for ratification of the Session, Presentation, and ASN.1 STANAGs .
In addition it identifies: monitoring the status of conformance testing, upper layer security,
directories, upper layer management, recommendations on NATO registration issues, and
NATO C3 Architecture, providing a response to WG1 on Functional Profile Guidelines;
developing well-defined requirements for Upper Layer military extensions; and developing
a WG2 way forward and program of work for real-time requirements and FTAM. A
summary of the elements of this plan is provided in Table 25 (the topics are alphabetical)
[Ref. 255].

10.3.4 Nunn Initiatives and Work Plan of WG3

L) An Ad Hoc Group on Nunn Initiatives was formed by TSGCEE
SG9 in March 1988 to progress three projects as multinational cooperative efforts. In part,
these proposals were aimed to satisfy a request from ADSIA to TSGCEE to investigate the
feasibility of a transmission-media-independent data link architecture; such an architecture
and the associated technical standards are needed to support stated requirements of the Air
Command and Controi System (ACCS, see Section 11.3). The three original proposals
were to:
*  Develop, test, and implement techniques for Communications System/Network
Interoperability (CSNI)

*  Develop an architecture for future data links based on the NATO Reference
Model

*  Produce draft STANAG:S for the products produced in the other two projects.
NATO funds for the last two proposals have not been found.39

39 (@) US DoD support for the second and third items was not provided, apparently due to lack of funds.
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Table 25. (U) Work Plan and Activities on Upper-Layer STANAGs by WG2
UNCLASSIFIED

(1

@

3

4

()

(6)

@

8)

©)

Abstract Syntax Notations. Develop STANAGS covering the use of abstract syntax notations
(e.g., ASN.1) and their encoding rules. Ratification of STANAGSs without military extensions has
been recommended to SG9. WG2 will attempt to identify requirements for military extensions.
Areas of analysis have been the use of ASN.1 versus NATO Message Text Formatting System
(FORMETS), encryption, and compressed encodings.

Application Laver STANAG Format. Develop a STANAG format to deal with Application Layer
service and protocol specifications; this format (completed in March 1988) will form the basis for
the development of separate service/protocol STANAGs such as for ACSE, FTAM, MHS, and
Remote Data Access (RDA). This format will accommodate functional profiles. Functional profiles
for an application will be ratified separately and included as annexes to the base STANAG for that
application.

Conformance Testing. Establish a framework and methodology for testing the conformance of
protocol implementations of a particular standard. Specify test sequences to be used. A
proposal by Canada in March 1989 was accepted by SG9 and is awaiting a TSGCEE decision on
the allocation of fund:= and resources. The initial step would be a team of two or three persons
developing detailed recommendations regarding the establishment of a permanent NATO testing
organization, its structure, responsibilities, and relationship to other NATO bodies, agencies, and
member Nations.

Connectioniess-Mode Data Transfer. Adopt or develop standards to support connectionless-
mode service at both upper and lower layers of the reference model. International standards for
the upper layers (e.g., ISO 9548, 1SO 8326/AD1, ISO 8822/AD1) are now stable. No schedule for
WG2 in this area has been set.

Database Requirements. Determine military requirements for database management systems
(DBMSs) and the potential applicability of ISO standards (from 1SO SC21/WG3, such as NDL,
SQL, SQL2, IRDS, and RDA; and from the activity of ISO SC21/WG1 on Distributed Application
Processing and Transaction Processing) (see Section 6.2). Possibly develop a new STANAG
dealing with database requirements. An issue is the area ot responsibility vis-a-vis ADSIA with
respect to NATO information architecture. No activity other than an STC presentation in March
1989 on database replication.

Directories. Determine appiicability of joint ISO/CCITT Directory standards (see Section 4.3.4) to
the NATO communication systems environment. Given need for such standards, develop an
Application Layer STANAG for Directory services. An ad hoc meeting was held in June 1988 to
assess the impact of Directory standards on military communications networks. Further
discussion is required but not scheduled.

File Transfer. Add FTAM, with possible enhancement or modification, to the set of Application
Layer STANAGS; detarmine what military applications FTAM might serve and how it might be
adapted to, and used in, a military environment; and specify how required military features, such
as security and quality of service, will be incorporated into FTAM for military use (see
Section 4.3.3). An initial ad hoc meeting was held in June 1990. The results will be discussed at
the October 1990 WG2 plenary meeting.

Eormal Description Techniquesg. Establish a standard within NATO for use of FDTs to describe
protocol and service specifications and test sequences. Several different techniques are
currently used in the civilian area [SDL by CCITT, ESTELLE and LOTOS by iSO, and Tree and
Tabular Combined Notation (TTCN) for test sequences in ISO and CCITT] (see Section 8.5). A
requirement exists for some unitormity in both FDTs and the automated tools to support them. No
activity to date.

Graphics. Determine the need for graphics within the NATO context and the relevance of ISO
standards such as GKS and PHIGS (see Sections 9.2.3) or standards such as Videotex and
CCITT T.73 (mixed mode); determine the need for including such standards into appropriate
segments of Application and Presentation Layer STANAGSs. No activity to date.
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Table 25. (U) (Continued)
UNCLASSIFIED

(10) MMHS. Add MOTIS service and protocol specifications and CCITT X.400 MHS-series
recommendations, or parts thereof, with possible enhancement or moditication; determine what
mifitary applications electronic mail might serve and how it might be used in a military environment;
and specify how military features, such as security and quality of service, will be incorporated into
MOTISMHS. See Section 10.3.8 for details of MMHS work areas by WG2.

(11) Multipeer Data Transmission. Determine military requirements for MPDT and the potential
modification or creation of protocols for this task. Intermittent activity, but no resolution for
further action. ISO initiated a project on this topic but suspended it due to lack of support. This
pan-layer issue may eventually dictate changas to upper layer STANAGS.

(12) Naming and Addressing. Define a universal scheme for the naming and addressing of layer
entities, with particular emphasis on the Application Layer. Such a scheme is necessary for
interoperability of application entities that are attached to different subnetworks and may be
mobile (i.e., may temporarily detach from and reattach to different subnetwork points of
attachment). Examinse the need for a registration authority within NATO to ensure globally unique
names and addresses. WG2 has made specific recommendations (see Section 10.3.8) to SG9
that NATO become an authority for Application Layer registration.

(13) NATO C3 Architecture. Monitor the direction and possible impact of activity in this area. Receive
informal briefings. Maintain liaison with NACISA.

(14) Prasentation |aver STANAGs Develop STANAGSs to encompass the OSI Presentation Payer
services and protocol specifications (ASN.1 is being addressed as a separate STANAG).
Ratitication of STANAGs 4256 and 4266 without military extensions has been recommended to
SG9. The WG2 questionnaire did not identify requirements for military extensions in the short
term.

(15) Quality of Service. Determine spaecial military requirements for quality of service; these could be
general (e.g., performanco requirements) or layer specific. Monitor work by the AHWG on OSI
Managemem This is a pan-layer issue that may dictate changes to upper layer STANAGS.

(16) Beal-Time Performance. Determine special military requirements. No activity other than a
presentation in October 1989,

(17) Session Laver STANAGs. Develop STANAGs that encompass the OS| Session Layer service
and protocol. Ratification of STANAGs 4255 and 4265 without military extensions has been
recommended to SG9. The WG2 questionnaire did not identify requirements for military
extensions in the short term.

(18) Upper Layer Architecture. Determine functionality required for NATO systems with respect to
Upper Layer Architecture. This activity is designed to ensure maximum uniformity between
different OS| application service alemaents (e.g., FTAM, MHS). No activity other than one report.

(19) Upper Laver Management. Determine functionality required for NATO systems. No activity to
date. A report on the US Defense Message System management is planned.

(20) User Reguirement Definition. Conduct a questionnaire to survey user requirements for Session
and Presentation Layer deficiencies identified in the September 1988 Canadian analysis.
Questionnaire was revised and circulated to Nations in May 1989. No requirements for specific
cgzngas in upper layers were identified. A recommendation to pursue FTAM was noted (see
above).

(21) Vinual Terminal. Consider the potential use of civil Virtual Terminal work in a military context. No
activity to date.

Source: NATO SG9 WG2 18-Month Work Plan, TSGCEE SG9 WG2, May 1990, NATO UNCLASSIFIED.
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10.3.4.1 WG3 on Communications System/Network
Interoperability (CSNI). (U) WG3 was formed in October 1989 to develop an
MOU under a Nunn Initiative for CSNI. Canada, France, and the United States have
signed the formal Statement of Intent for participation; the UK, NL, and STC have also
expressed interest in participating. WG3 tasking will end with a completed MOU among
the participating nations, but the project itself will take about 3 years. The emphasis of this
3-year effort is not on developing standards but rather to demonstrate the operational utility
of internetworking using enhanced OSI profiles with military features. While completion
of the MOU is planned for December 1990, the Chairman of SG9 has suggested that WG3
be kept as an AHWG within SG9 [Ref. 256].

(8)) The CSNI project plans a demonstration in 1993 for linking
subnetworks of countries across long haul multimedia supporting multiple modes (voice,
data, images). According to the January 1990 draft MOU [Ref. 257}, WG3 will (1) ensure
that the work will be closely related to the recommendations, standards, and draft
STANAGs of all groups under SG9; (2) provide both feedback into the STANAG
development process and practical experience on the implementation of OSI protocols on
military bearer systems; (3) provide reports on the demonstration results and performance
to SG9; and (4) based on demonstration results, recommend to SG9 the adoption of
promising system concepts for different operational applications. An outline of the work
areas being considered for the CSNI statement of work is given in Table 26.
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Table 26. (U) Proposed Work Areas for CSNI in WG3
UNCLASSIFIED

1.  System Concepts and Testing
a. System demonstration architecture
b. Testing program

2. Applications and Services
a. Database exchange

b. Security
c. Voice
d.  Messaging

3. Muliinetwork Management and Protocols
a. Multimedia routing
b. Enhanced OSI protocols
4. Communications Media and Systems
Long haul HF
Satellite communications (SATCOM) SHF
SATCOM UHF
MIDS and X.25
Internet
VHF
g- UHF LOS.

~oaogw

Source: Draft Proposed Terms of Reference for WG3,
TSGCEE SG9 WG3, 22 January 1990, NATO UNCLASSIFIED.

10.3.4.2 Media-Independent Data Link Architecture
(MIDLA). (U) MIDLA was suggested to TSGCEE by ADSIA in 1986 [Ref. 258).
During the period 1987-1989, the Nations attempted to identify Nunn Initiative funding for
MIDLA, but these efforts were unsuccessful. At the October 1989 SG9 plenary meeting
[Ref. 251], the Nations agreed that development of a data link architecture based on the
OSI Reference Model to replace antiquated data links was extremely important. However,
it was also agreed that resources were not available within SG9 to address the breadth,
complexity, and technical aspects of that subject. SG9 agreed to send a letter to TSGCEE
stating the importance and magnitude of this project. In addition, the Nations were asked
to assess again the availability of resources relative to the MIDLA project.

(8)) Some bilateral work between France and the United Kingdom is
being discussed regarding future data link architectures. Further, ADSIA has received an
STC study, An Architecture Based on OSI Principles for NATO Tactical Data Links
[Ref. 259], and has indicated to TSGCEE SG9 that no further work on behalf of ADSIA
is required for MIDLA [Ref. 260]. However, tactical data link architecture is being
addressed by the TSGCEE AHWG on Restructuring as a potential area of work. SG9 has
indicated that if the SG9 terms of reference are amended to include tactical links, guidance
from the TSGCEE would be required on providing necessary resources [Ref. 256, 261]).
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10.3.5 Status of Activities and Plans for Developing Network
Management Standards

) The lead for NATO initiatives on network management is the
AHWG-OM, which addresses such pan-layer areas as fault management (detection,
isolation, and correction of abnormal operation); configuration management (exercise
control over identities and collect data from and provide data to managed objects in order to
assist in providing continuous operation of interconnection services); security management
(enable the management of the information necessary for providing security services);
accounting management (enable charges to be established, and costs to be identified, for the
use of managed objects); and performance management (evaluate the behavior of managed
objects and the effectiveness of communication activities). Specifically, the AHWG-OM
was established to:

»  Define the requirements for management in a military OSI environment.

* Investigate the influence of the military features (see Section 10.2) on the OSI
management standards under development by ISO. The AHWG-OM has
determined that the eight military features will affect, to varying degrees, all
management areas.

* Influence ISO, and other standards bodies as appropriate, to adopt any
additional military features identified.

*  Develop any additional military management standards for the requirements not
met by ISO.

*  Assist in the coordination of management work within NATO and provide
support for OSI management to SG9 and its working and ad hoc groups.

) The work of the AHWG-OM has been focused on influencing ISO
work; in addition, work has begun on a draft STANAG covering OSI management. Mai:y
members of the AHWG-OM are also members of ISO committees, and the AHWG-OM
believes its work is recognized by ISO in SC21/WG4 as a major contribution of the
development of standards [Ref. 262].

{8)) Many of the ISO network standards have been reorganized and
now appear to have a stable framework in ISO (see Section 8.2.3). A new set of functions
has been developed, and the model of management information has been significantly
modified. The Common Management Information Service (CMIS) and Protocol (CMIP)
are now International Standards (ISO 9595 and 9596).

) The AHWG-OM has noted that little military influence has yet
been brought to bear on Security Management, for which work is progressing very slowly
in ISO. The responses to a requirements questionnaire distributed in June 1989 indicated
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that almost all network management practices were manual and procedurally oriented and
were not relevant to what ISO is trying to standardize in Network Management. However,
the results of the questionnaire confirmed the earlier military analysis document in the
Working Document NATO Requirements for OSI Management (an evolving record/base
document of the AHWG on OSI Management results) [Ref. 263]. Enhancements to this
document--specifically in Section 7, "Military Features and Their Impact on OSI
Management"--arising from the questionnaire were adding the needs (1) for a broadcast
facility, (2) for a capability to apply management in real time, (3) to define and work across
management domains, (4) to define access control mechanisms for management
information, and (5) to provide for survivability of management information (replication
mechanisms). Requirements for performance management, event reporting, and
management negotiation were dropped [Ref. 264].

(9)) In the February 1990 AHWG-OM meeting a formal contribution,
addressed from individual nations to ISO, was drafted requesting adoption of Quality of
Service (QoS) as a new work item by SC21/WGl1, in response to Question Q62 on QoS.
If QoS is accepted, the AHWG-OM will need to concentrate on the management-specific
aspects of QoS, especially notifications.

) The AHWG-OM has a prioritized 21-month work plan [Ref. 262]
from June 1990 through February 1992. Work on military features, broadcast, and the
out-of-band Telecommunication Management Network (TMN) for ISDN was conducted at
the June 1990 meeting. The remaining 1990 meetings will emphasize Quality of Service
and Parts 4 (Management) and 5 (Military Features) of Edition 2 of STANAG 4250, as
well as a three-volume Management Guide0 to provide guidelines on the definition of
NATO-managed objects. For QoS, an input paper will be developed and provided to the
Nations for national input to ISO. Drafts of Part 4 to STANAG 4250 and Volume 1,
Introduction and Overview, of the Management Guide was developed and distributed to
other working groups in June 1990; these will be revised and forwarded to SG9 in October
1990. These documents will be finalized for ratification at the February 1991 meeting.
Volume 2, Applying OSI Management, and Volume 3, Product Procurement and
Considerations, of the Management Guide will be finalized by the October 1991 meeting.
Updates of the Working Document will continue, with emphasis on changes made to
Section 7.

40 (U) The full title of the Management Guide is NATO Systems Guidelines for the Use of OSI
Management.
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10.3.6 AHWG on ISDN
Q) An AHWG on ISDN was formed by TSGCEE SG9 in 1989 to

review the status of ISDN and the applicability of these standards to NATO. The terms of
reference are shown in Table 27. An overview of the eight military features was adopted at
the April 1990 meeting. The results are given in Table 28 (note that the suitability of the
ISDN protocols for use in the tactical domain was agreed to be outside the scope of the
meeting) [Ref. 265].

Table 27. (U) Initial Approach to Military Features for ISDN
UNCLASSIFIED

M

2
3
(4)
S

(6)
@

Identify the ISDN domains to be standardized to assist the development of consistent ISDN
standards within NATO countries and, in addition, to fulfill interoperability requirements and
facilitate the development of a NATO Communications Subsystem.

Identify ISDN civil standards applicable to the systems involved in a NATO Communications
Subsystem.

Review the capability of ISDN to support relevant military features, interworking requirements from
tactical users/networks, and other NATO user service requirements.

Consider specifying enhancements to ISDN civil standards to meet a minimum military
requirement.

Determine the impact of ISDN on the NTIS defined by SG9 in accordance with the NATO
Reference Model, for example, the NTIS on network management and security.

Submit technical papers to SG9 for candidate profiles and/or STANAGS.

Submit a raport to SG9 at each meeting.

Source: Terms of Reference for TSGCEE SG9 AHWG on ISDN, NATO UNCLASSIFIED.
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Table 28. (U) Military Features for ISDN
UNCLASSIFIED

(1)

(2

@

4)

)

(6)

7)
G

. A number of scenarios are being discussed, some
outside the ISDN domain (e.g., in the tactical area) and some within the strategic ISDN domain
(e.g., as user moving from one PABX to another). Only strategic ISDN domain issues are
currently being addressed in the AHWG on ISDN. It was agreed that ISDN Suspend/Resume
procedures for moving during a call were not applicable to mobile hosts. Some form of siow
mobility is required where a user may, for example, move between extensions on the same access
switch or even 1o a different access switch and still maintain the same user identify. This would
require a type of registration and cancellation procedure where a user takes the user identity
around a fixed network. Specific NATO procedures may be required to realize this feature--further
study is required. Procedures associated with the cellular radio service are issues mainly
applicable to the tactical domain.

Multi-Endpoint Connections. Information needs to be multicast (or broadcast) to several

destinations. A central issue is whether a unidirectional service was required for this feature:

(a) It the requirement were defined in terms of a conference call (bidirectional), then commercial
products are expected to be available.

(b) If broadcast facilities were provided at the Application Layer using packet procedures, no
spacific NATO procedures are required.

(c) If broadcasting were required on all bearer services (e.g., voice and data), then the AHWG on
ISDN should wait for CCITT/ETSI to define this feature.

It was generally agreed that the multi-endpoint feature is for data application rather than voice;

turther study is required on the requirement for voice.

Internetwarking. The NATO C3 Architecture (Volume 4, Communications Subsystem) allows both

the "T" reference point and the K, M, and N reference points as possibilities for internetworking. if

the "T™ reference point were chosen, then a number of enhancements would be required for NATO,

such as satellite and routing indicators.

Network and Svstem Mapnagement. CCITT is defining a network management structure in both the
user-network area (Q.940) and within the network. This work is at the architectura! level and has
not resulted in a definition of detailed procedures. Of particular interest to SG9 are the
management functions of Section 3 of Q.940 for fault, configuration, accounting, performance,
and security management--all aligned with OSI management functions. In addition, management
refarance models have been defined.
Secuyrity. Key issues are the applicability of NOSA to ISDN (for data services), the impact of ISDN
on NOSA (e.g., security of voice services, protection of signalling channels), and the definition of
new security features using ISDN capabilities (e.g., common channel signalling). The first two
issues are for the AHWG on Security. The AHWG on ISDN will propose ISDN security features
relevant to the third issue (e.g., supplementary services) for approval by security experts of SG9.
i ica. The only possible special NATO requirement identified is the
QoS paramster, should the ISDN network performance figures given in 1.350 not prove to be
adequate for military applications.

Bracedence and Preemption. This feature is already being addressed (service definition and
information).
Beal-Time and Tactical Communijcations. No special real-time requirements are foreseen for

ISDN. Note that the discussion was limited to interworking with a tactical network and to the
concept of a strategic ISDN activity either as a transit network or to gain access to an ISDN user.

Note: The suitability of the ISDN protocols for use in the tactical domain was agreed to be outside the
scope of the assessment leading to these requirements.

Source: Report of the 2nd Ad Hoc Meeting on ISDN, Paris, 24-26 April 1990, TSGCEE SG9 AHWG on
ISDN, May 1990, NATO UNCLASSIFIED.
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) The AHWG on ISDN is discussing the ISDN Reference Model
and has considered papers from France (based on the CCITT Reference Model and the
NATO C3 Architecture), ETSI, and ECMA. These models describe network-to-network
interworking, including CCITT No. 7 and QSIG (an extension of Q.931) protocols.

) Discussion of essential bearer services for ISDNs used for NATO
communications resulted in a two-page recommendation for the Network Bearer Services
[viz., 64-kbps circuit switched (CS) unrestricted as in 1.231.1, CS speech as in 1.231.2,
CS 3.1 kHz audio as in 1.231.3, CS access to packet switching node as in 1.231.1,
B-channel packet switched access as in 1.232.1, and D-channel packet switched access on
the Basic Rate Interface as in 1.232.1] and the Terminal Bearer Services. Further study has
been recommended for Frame Relay (1.122), Frame Switching (1.122), user-to-user
signalling (1.232.3), 7 kHz audio, 2x64 kbps unrestricted, HO--384 kbps unrestricted,
H11--1536 kbps unrestricted, and H12--1920 kbps unrestricted.

) One proposal (submitted by the US) suggests the following as the
basis for a draft STANAG on ISDN for packet mode services [Ref. 266]:
*  Networks shall support a packet-switching capacity in conformance with the
1988 CCITT recommendation on packet-switched data, X.31/1.462, Support
of Packet Mode Terminal Equipment by an ISDN. At the user interface for the
Basic Rate Interface, both B channel and D channel packet switching will be
supported. At the Primary Rate Interface, B channel packet switching will be

supported. Terminals that support X.25-based packet switching will also
conform to X.31.

»  Conditional notification shall be supported on switched access connections.
On permanent virtual circuits, the option of "no notification" shall be available.

18)) The issues identified in Table 29 have been recommended to be the
focus of future efforts in the AHWG on ISDN (but have not been adopted) [Ref. 267].
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Table 29. (U) Initial Draft Proposed Work Plan and Activities on ISDN
UNCLASSIFIED

(1) Work on progressing the layer integration of the OSI Transport Service with the ISDN Digital
Access Signalling System

(2) Develop and provide directory capabilities for resource identification and selection, to include an
Application Title Directory and a Network Address Directory, based on ISO 9594 (CCITT X.500)

(3) Add naming and addressing issues with respect to ISDN to the SG9 working group pursuing these
issues

(4) Adopt the CCITT Common Channel Signalling System No. 7 (SS7) internationally

(5) Study further tactical communications support by ISDN, with special attention to interconnection
with digital radio and cellular networks and to the requirements for maintaining radio silence (e.g.,
unacknowiedged data transfer)

(6) Address (in the appropriate SG9 working groups) security and system management services as
they pertain to ISDN and the coordination of ISDN and OSI| Registration Authority issues

(7) Accelerate the cooperation between ISDN and OS| standardization and planning effcrts

(8) Address the capabilities of B-ISDN to meet the minimum military requirement and consider viewing
B-ISDN as the focus for future telecommunications services

(9) Rasolve the issue of interconnecting TCS "black boxes” to ISDN (TCS interfacing to ISDN needs
further study)

(10) Pursue the resolution of ISDN and OSI harmonization in NATO through direct involvement in

established working groups within each individual nation, making these groups aware of NATO
needs to promote military requirements.

Source: ISDN/OSI Integration: Issues, Trends, and Recommendations, Contribution from Canada to
the Initial Meeting of the AHWG on ISDN, January 1990, NATO UNCLASSIFIED.

10.3.7 AHWG on Security

) The AHWG on Security has developed three major references for
use in SG9: NATO OSI Security Architecture (NOSA) [Ref. 110}, Security Architecture
for NATO Information Systems Interconnection (SANISI) [Ref. 111}, and the NATO
Network Security Information Classification Guide [Ref. 122]. NOSA was developed to
give guidance to contractors and procurement managers on the preferred placement of
security services within OSI-conformant systems. SANISI provides detailed rationale on
the placement of security services and mechanisms within the OSI Reference Model. A key
element of SANISI is the requirement in Layer 3 for a Trusted Communications Sublayer
(TCS). NOSA and SANISI do not identify a requirement for security protocols for
Layer 4.

) Two security protocols (SP3 and SP4) have been introduced into
ANSI from the US Secure Data Network System (SDNS) [Ref. 251]. SP4 has been
accepted as a work item in SC6/WG4 in ISO, and SP3 is expected to be accepted when
some additional work on SP3 is completed in 1990. SP3 is the protocol most closely
aligned with TC>. Since the distribution of NOSA and SANISI, the AHWG on Security
has been addressing questions regarding the security protocols that have been introduced

204
UNCLASSIFIED




UNCLASSIFIED

for Layer 3, including SP3, Northern Telecom's SPX, and the UK's End-to-End Security
Protocol (EESP). SP3 was judged as equivalent to the end-to-end encryption portion of
the TCS. SPX adds connection-oriented service to SP3. The EESP adds CO services to
SP3 and includes integrity and traffic padding.4! The AHWG on Security anticipates that
SG9 should be able to arrive at a Layer 3 protocol that will satisfy NATO military
requirements [Ref. 268].

{9)) Discussion of SANISI has included proposed annexes on
application and implementation aspects of the TCS and the Denial of Service definition.
Agreement has been reached that once an event object is defined, the recovery mechanisms
are the same whether the cause was malicious or accidental and so is a management issue.
A review is to be conducted of the SANISI annexes to determine if these can be
downgraded to NATO UNCLASSIFIED and be permitted to be used as technical input to
ISO.

{9)) The AHWG on Security is reviewing and maturing concepts of an
ISDN security architecture. The AHWG has noted that the NATO C3 Architecture (see
Section 11.1) underlines the importance of becoming aware of the security problems
associated with an architecture that combines circuit switching with packet switching
handling real-time voice and high-bandwidth data. A paper has been developed on security
management; it will be condensed and included as Annex D in the NOSA document.

) The AHWG has expressed strong support for the WG3 program
to demonstrate the proof of concept of the security protocols and architecture. The AHWG
on Security has noted concerns that have been expressed that SDNS SP4 is not a suitable
candidate from a NOSA point of view, as NOSA does not identify a requirement for
security services in the Transport Layer. A recommendation was drafted that WG3
consider the concept of a TCS as in NOSA and SANISI. The TCS services definitions and
protocol specification are not yet complete, but will be sufficient to provide the required
security services within the next 12 months.

) The AHWG on Security held a meeting of security experts in June
1990 to discuss the TCS service definition and protocol specification. Progress was made
on providing the additional technical work required for a detailed design specification for
the TCS. This specification will be provided to the SG9 WGs for consideration and, in the
case of WG3, possible implementation.

41 () EESP was introduced into SC21/WG1 during the May 1990 meeting in Seoul. EESP has been
proposed to the JTC1 as a new work item.
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) The current 18-month work plan, shown in Table 30, has been
focused to allow the AHWG to concentrate on the aspects of the security problem most
visible in ISO, namely the Layer 3/Layer 4 security protocol. The AHWG believes that it
is in this area where it has the greatest expertise and the best possibility of influencing ISO
to adopt a standard suitable for NATO. The goal would be host protection, in addition to
link protection. The next step will be application protection.

Table 30. (U) Work Plan for AHWG on Security
UNCLASSIFIED

(1) Prepare glossary of terms

(2) Consider registration authority issue

(3) Review ISO activities on security

(4) Analyse relation of ISDN and TCS

(5) Review TCS Service and Protocol documents

(6) Prepare TCS issues document for meeting of experts

(7) Provide comments on NATO C3 Architecture

(8) Edit and review classification of NOSA and SANIS! texts

(9) Update document on Security Management managed objects
(10) Review upper layer security issues
(11) Develop rationale for TCS placement

Source: Agenda for 10-13 September 1990 Meeting of AHWG on
Security, 24 May 1930, NATO UNCLASSIFIED.

10.3.8 Status of Activities and Plans for Developing the
Military Message Handling System (MMHS) for NATO

) During the last 3 years, an AHWG on MMHS, reporting to
TSGCEE SG9 WG2, has been working to have features required by the military
incorporated into the MHS defined by international standards bodies. The initial proposals,
based on X.400-MHS(84), for an MMHS have been accepted as an Intercept Profile by
SG9; it addressed security, confidentiality, integrity, authentication, message stores with
access protocols, and directory services. Most of these features have now been
incorporated in CCITT X.400-MHS(88). Known as the "Blue Book," MHS(88) was
ratified in November 1988.

) MMHS will be addressed in a separate Application Layer
standard, STANAG 4257, the first working draft of this STANAG was provided to WG2
in February 1990. STANAG 4257 will incorporate four elements that are being developed
simultaneously by the AHWG on MMHS: Base Standard [Ref. 269], Rationale
[Ref. 270], an Alpha Profile, and a Beta Profile. The Alpha profile is intended to address
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strategic and tactical applications where bandwidth limitations are not severe, and the Beta
Profile is intended to address tactical applications where bandwidth is severely limited. For
the Beta profile, the AHWG on MMHS assumes that bandwidth will be conserved by
eliminating all but the most vital services of MHS. These profiles are being written as a
"delta” or change to the MHS profile being developed by the European Workshop for Open
Systems (EWOS) [Ref. 271]. Each MMHS profile will be included in STANAG 4257 as a
separately ratifiable annex [Ref. 272].

) The AHWG-MMHS work has been separated into two sets of
functional groups. The first set consist of military messaging services, notification,
security, redirection, distribution lists, conversion, ACP 127, and MMHS(84) gateways.
The second set will provide directories, message store, physical delivery, management,
routing, local services, and PICS. The first draft of the MMHS(88) STANAG [Ref. 269]
released in February 1990 addresses the first set of functional groups.

L) One of the key issues for MMHS is the need for NATO-wide
consistency and uniqueness of names and addresses to be in conformance with
international standards. WG2 made the following recommendations developed by the
AHWG-MMHS to SG9 in May 1990 [Ref. 273]:

e Register NATO as a country name with ISO. If this is not acceptable to

ISO/CCITT, then NATO should be registered as an Administrative
Management Domain within one country (e.g., Belgium).

e Obtain a number for NATO as an Identified Organization in the object identifier
structure detailed in ISO 9834.

»  Establish a NATO registration authority to register the addresses of end users
within NATO management domains (both domain names and the
domain-specific part), to register Application process names and Presentation
addresses, and also to manage the allocation of numerical subscripts to objects.

In June 1990 the AHWG on MMHS reviewed these recommendations in light of additional
information provided by STC. MMHS has now withdrawn the above recommendations
and plans to study the requirements and alternatives in detail at the October 1990 meeting.

) The Intercept Profile for MMHS, based on MHS(84), has been
amended (Issue 2) to include full support for ACP 127 [Ref. 274]. It was completed in
February 1990 and is ready for distribution by SG9. Issue 2 has a new annex (Annex C)
on implementation options for the military header extensions. Issue 1 of the profile was
accepted a. an intercept strategy for the 1989 (Fifth) edition of the NTIS Transition
Strategy [Ref. 4]; however, depending on choices of interoperability parameters, MMHS
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implementations based on MHS(88) may not be backwards compatible with MHS(84)
implementations (see Section 4.3.2.3).

) One area of MMHS not addressed by MHS(88) is support for
trusted functionality. Such support may be covered by standards developed by the SDNS
security protocols SP3 and SP4 to carry out services associated with trusted functionality.
The May 1989 meeting of the AHWG-MMHS was devoted to security and succeeded in
developing two functional groups of security services. One of these does not require use
of asymmetric encipherment mechanisms, but precludes direct support of nonrepudiation
services. These have both been accepted by EWOS. The AHWG-MMHS is seeking
guidance from the AHWG on Security to identify suitable encipherment mechanisms to
support these services [Ref. 275]. The AHWG on Security confirms the need for
asymmetric cryptographic mechanisms and indicates that such mechanisms must be offered
by the Nations for consideration and approval by the appropriate NATO authorities
[Ref. 276].

) A number of MMHS-related issues are identified in the WG2
12-month work plan. These include editing and publishing the MMHS(88) Base Standard,
Alpha Profile, Beta Profile, Rationale, overview statement (planned for September 1990),
and statements of requirements for registration, security, management, and directory;
specifying conformance requirements (postponed until 1991); specifying implementation
guidelines for MMHS and for Directory support of messaging domains including MMHS
and ACP (commencing June 1990); defining military extensions and methods for
distribution lists; developing an evolutionary strategy; developing an MMHS(88) profile;
developing MMHS management issues and requirements to be forwarded to AHWG on
OSI Management (February 1991); defining the role of a Message Store in support of
mobile hosts, plus extensions of civilian services to access the Message Store (June 90);
defining MMHS naming conventions for upper layer OSI information objects such as
application processes, abstract systems, transfer syntaxes, and application contexts; and
developing a security model, security profile, and T-profile.

W Table 31 provides a statement and status summary of the work
areas for MMHS being addressed in the 12-month work plan of the AHWG on MMHS for
the period March 1990 to February 1991 (order of entries is alphabetical) [Ref. 277).
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Applications. Develop a guide to applications supported by MMHS. No activity to date.

Basa STANAG (MMHS(88)). Develop an MMHS STANAG based on CCITT X.400-1988, with
axtensions to meet military raquirements. Activity commenced in January 1989 and is expected
to be released to the Nations for comment after the June 1991 AHWG-MMHS meeting. The
complete STANAG will be written as a "delta” document to the EWOS MHS profile. This means that
instead of specifying the complete standard, it will only specify the changes to the EWOS
document. It will consist of a Base Standard (which describes all the Elements of Service,
rationale, default values, etc.), an Alpha profile for use in normal circumstances, and a Beta
profile (which will exciude all but the essential services for message passing) for use in an
environment of restricted bandwidth.

Conformance Requirements. Specify conformance requirements and testing procedures for
MMHS products and implementation. Postponed pending completion of the first draft MMHS base
STANAG.

Directory Guidelines. Specify implementation guidelines for Directory support of messaging
domains, including MMHS and ACP 127. Begun June 1990,
Distribution Lists. Define military extensions and methods for Distribution Lists. Main issues
have been identified and documented in the working drafts of the base standard and profile.
Evolution Strategy. Develop a full plan for spec